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MI'Y numenun M.B. JlomoHOCOBa Pabouas mporpamma AMCHUIIIMHEL
«HpopmanmonHas 6€30MaCHOCTD U 3aliTa HHHOpMALUU»
PaGouass mporpamma AUCHUIUIMHBI (MOJIYJIsA) pa3paboTaHa B COOTBETCTBUHM C CaMOCTOSTEIBHO

yctanoBieHHBIM MI'Y oGpazoBarensHbiM crangaproM (OC MIY) mis peann3yeMbIX OCHOBHBIX
npodecCHOHABHBIX ~ 00pa30BaTENbHBIX IMPOTPAMM  BBICHIETO OOpa30BaHHS IO HAMPABICHUIO
noarotoBku / crnenuanbHocTH 27.04.03 «CuCTeMHBI aHanmu3 W yhopaBieHHe» (mporpamma
MarucTparypsl), yTBepKaeHHbIM niprkazoM MI'Y ot 29 mas 2023 roga Ne697.

I'ox (roxer) npuema Ha oOyuenue: 2024.



MI'Y numenun M.B. JlomoHOCOBa Pabouas mporpamma AMCHUIIIMHEL
«Mudopmanonnas 6e300aCHOCTD U 3alIUTa HHOPMALIUI
I. Heab n 3axa4n y4eOHOM TUCHUTIINHBI

Heabto uzyuenus nucuuruinabl «MHbopmannonHas 0e30macHOCTh U 3allldTa MHGOPMAIUN)
M3y4YEHUE METOJOJOTUYECKUX U AJITOPUTMHUYECKHMX OCHOB, CTAHJAPTOB, a TaKKEe MEXaHU3MOB U
CepBHUCOB 0e30MacHOCTH HMHGOPMAIMOHHBIX TEXHOJOTHil. 3HAUMTEIbHOE BHHMMAHUE YAEISETCS
M3YYCHHUIO HAamOoJee BAXKHBIX CEPBHCOB M MEXAHH3MOB 3allUThl HHPOPMAIINH, KPUMTOTPahUIECKUX
QJITOPUTMOB U ITPOTOKOJIOB, MPo0IeM HHPOPMALIMOHHOM 6€30MaCHOCTH B CETU UHTEPHET.

3agayaMu JIUCUMIUIMHBI SIBJIAIOTCSI: M3YyYE€HHUE OCHOBHBIX QJITOPUTMOB CHMMETPHUYHOIO
mudpposanus: DES, 3DES, IDEA, T'OCT 28147, Blowfish, Rijndael, a Takxe pexumoB HX
WCIOJIb30BAHUS; H3yYCHUE AITOPUTMOB MIH(PPOBAHUS C OTKPHITHIM KF0UoM: RSA, [Tuddu-Xemmmana
u DSS, n3zydenue npuHIMIOB pacnpeaeieHus OTKPBITIX Kito4el, ctangapta X.509 tperbeit Bepcun u
MPUHIMIIOB  CO3JIaHUsl HMH(PPACTPYKTYphl OTKPBITOTO KIIOYa, U3YYCHHE Hauboiee IIMPOKO
HCIOJIb3YEMBIX IPOTOKOJIOB CETEBOM 0OE30MAaCHOCTH MPUKIAAHOIO YPOBHS U MPOTOKOJOB CO3/IaHUS
BUPTYaQJIbHBIX YACTHBIX CETEH.

II. Mecto qucuunimnnsl B crpykrype OIIOII BO

Huctunnuna «Pa3paboTka MporpaMMHOTO OOECIICUEHUs» SBISIETCS TUCIUIUIMHOMN 10 BBIOOPY
npodeccnoHaTEHOTO 0J10Ka BAPUATUBHOM YaCTH MPOTPAMMEI MaruCTPaTypHI.

W3ydeHre TUCHUIUIMHBI 0a3upyeTcs Ha 3HAHUSX U YMEHUSAX, TOTYyYEHHBIX OOy4YaIOUIUMUCS B
Mpolecce HW3Y4YCHHsS] TYMaHUTapHbBIX, JKOHOMUYeckux U [T mucnurmummn: «MHQOpMaOHHEIC
TEXHOJIOTUN.

J71s1 ycrieurHoro oCBOCHUS AUCITUTUTMHBI 00 YHarOITUICS JOJIKEH:
3HaTh:

—— OCHOBHBI€ MOHATHUS U KJIaCCU(UKAIIMIO OCHOBHBIX CXEM CTPYKTYPHOTO MPOTPAMMUPOBAHHS;
Ymern:
— pabotarb ¢ mHpopManuell B TMOOAIBLHBIX KOMITBIOTEPHBIX CETSIX, pa3pabaThiBaThb M PEaTU30BBIBATH

NPOCTEHIINE aNTOPUTMBI Ha OCHOBE MOCTABICHHOTO 33/aHUs, NMPUMEHSITh B NpodeccHoHATBLHON

JIeATEILHOCTH COBPEMEHHBIE SI3BIKH IPOTPAaMMHUPOBAHHS;

Baapern:
— HaBbIKaMH paboOThl C KOMIIBIOTEPOM KakK CpeACTBOM yIpaBleHHs WHPOpPMaLUe, pa3paboTKu
ANTOPAUTMHUYECKUX M MTPOTPAMMHBIX PEIICHUH B 00IaCTH MPUKIIATHOTO MPOrPaMMUAPOBAHHS.

3HaHUs, HABBIKK W YMEHHS, IIOJIyYeHHBIE NpPH W3YYCHUH AUCUUIUIMHBI «Pa3paboTrka
IIPOrpaMMHOTr0 00ecreueHus» HEOOXOIUMBI /TS TPOXO0XKIEHHS TPOU3BOACTBEHHON M MPEIUIIIOMHOMN
MPAaKTUKHA, OCYIIECTBICHHUS HAyYHO-HCCIENOBATEIbCKOW pPAa0OTBI W  HAMMCAHWUSA  BBITYCKHON
KBaJTM(HUKAIIMOHHOM paboTsl (Marucrepckoil nuccepranun). M3yuaercs Ha 2 kypee (3 cemectp).

III.TpeboBaHus K pe3yibTaTaM OCBOCHUS AU CHUIIMHBI

B PeE3yibTaTe OCBOCHUA JUCHHUIIIINHBI JOJI’KHBI OBITh C(i)OpMI/IpOBaHLI CJICAYIOMKUC KOMIICTCHIINN

Koa n HaumenoBanue Kon u HaumeHnoBaHue IInanupyemble pe3ybTaThl
KOMIIeTeHI[UH HHIMKATOpPa

YHuBepcajibHbIe KOMIIETEHIIUN

YK-1. Cnocoben ocymectiary | YK-1.1. Ananuzupyer 3HaTh:
KPUTHYECKHI aHaTN3 MPOOJIEMHYIO CUTYAIUIO KaK
MPOOJIEMHBIX CUTYyallui Ha CUCTEMY, BBISBIISS €€
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OCHOBE CHCTEMHOT0 MTOJIX0/1a,
BBIPa0ATHIBATh CTPATETHIO
neiicTBui, popMynupoBaTh
Hay4YHO 00OCHOBAHHBIE
THIIOTE3bI, IPUMEHSThH
METO/IOJIOTHIO HAY9IHOT'O
MO3HaHMA B MPO(HECCHOHATBHON
JeSTeTbHOCTH.

COCTaBJIAIOIIME U CBA3H
MCKIAY HUMHU

— OCHOBHBIC M€TOJbI KPUTHUYCCKOI'O

aHajIu3a;

METOHOJIOTHIO CUCTEMHOIO
IOJIX0/1a;

YMmerh:

BBISABIIATH Hp06HeMHbIe
CUTyalluHu, UCII0JIb3YysS MCTOAbI
aHajin3a, CHHTC3a U a6CTpaKTHOI‘O
MBIIIJICHUSA,

OCYIIECTBIISATH IMOUCK PEIICHUI
pOoOJIEMHBIX CUTYyalluid Ha
OCHOBE JICUCTBUIA, SKCIIEPUMEHTA
U OIIBITA;

MIPOU3BOIUTH AHATIU3 SIBJICHUH,
00pabaThIBaTh MOTYYCHHbBIE
pE3yJIbTaTOB, JIENATh
000CHOBAHHBIE BBIBOJIBI;

OMpECIIATh B PaMKaXx
BBEIOPAHHOTO aJTOPUTMA BOTIPOCHI
(3amaum), moAJIeIKAIIUE
JanpHeHmei pa3padoTke u
mpeiaraTh CriocoObl HX
peleHus;

Biaagern:

TCXHOJIOTHUAMHA BbIXOJJIAa U3
MPOOJIEMHBIX CUTYaIUH,
HaBbIKaMU BBIPAOOTKU CTPATErHU
JIEeUCTBUI;

HaBBIKAMU KPUTUYECKOTO
aHaJIM3a;

HaBbIKaMU IPUMEHEHUs
CHUCTEMHOI'0 [TO/IX0/1a K aHAJIU3Y
MPOOJIEMHBIX CUTYaLIUH.

—  HaBBIKAMU WHTEPIIPETAINH
MOJTYYEHHBIX JaHHBIX B XOJI&
aHanM3a MpoOJIEeMHON CUTYaIuH U
dhopmupoBaHusi 000CHOBAHHBIX
BBIBOJIOB.
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YK-1.2. PazpabarbeiBaer u
00OCHOBBIBAET CTPATETUIO
JEHCTBUMN 10 PELLICHUIO
pOoOJIEMHON CUTYyaIluH Ha
OCHOBE CUCTEMHOTO U
MEKAUCIUITITMHAPHBIX
MOJIXO/IOB.

3HATH OCHOBHBIC MMOJIOKCHUS
pa3pabOTKU CTpaTeruu IeHCTBUH 1O
PELICHUIO POOJIEMHOM CHTYAIUH;

YMmerh:

— pazpabaThiBaTh U 000CHOBHIBATH
CTpaTEruIo ACHUCTBUI O
pEIIeHHUI0 MPOOIEeMHON
CUTYyaluH,

— HCIIOJIb30BaTh CUCTEMHBIN B
MEXKIUCIUTIIIMHAPHBIC MTOIX0bI K
PELIECHHIO TPOOIEMHON
CUTYyalluu;

Baaners HaBbIKaMH pa3pabOTKH
CTpaTEruu JCUCTBUU 110 PELIEHUIO
MpoOJIEeMHOM CUTyallul Ha OCHOBE
CHUCTEMHOTO U MEXIUCIUIUIMHAPHBIX
MOIXO0/IOB.

YK-1.3. lcnons3yeT JI0ruKo-

METOIOJIOTHYECCKHI
WHCTPYMEHTAPUN T
peuenus npo0sIeMHO
CUTyaLui.

3HAaTh OCHOBHBIE ITOJIOKEHHUS
HUCITIOJIB30BaHHUA JIOTUKO-
MCTOAOJOTHUYCCKOI'O

UHCTPYMEHTApHSI;

YMeTh UCITOIB30BaTh JOTHUKO-
METOIOJIOTHYECKHUI
WHCTPYMEHTapUi

JUISL pELIeHus] MpoOIeMHON
CUTYAaLHil;
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Buajgers HaBBIKAMH IPUMEHEHUS
JIOTUKO-METO0JIOTHUECKOTO
WHCTPYMEHTapHUsl 1151 PEIICHUS
poOJIEMHOM CUTYaITUH.

YK-4. CniocobeH npruMeHSITh
COBpPEMEHHBIE
KOMMYHHUKATHUBHBIE TEXHOJIOTUH,
B TOM 4HUCIIE HA
MHOCTPaHHOM(BIX ) S3bIKE(aX),
JUISL aKaJIEMUYECKOTO U
poheccCuOHATLHOTO
B3aUMOJICHCTBUS.

YK-4.1. YcranaBnuBaeT u
pa3BUBaET KOMMYHUKAITUIO
Ha rocyJapCTBEHHOM U
HWHOCTPAHHOM SI3bIKE
(MHOCTpaHHBIX fA3BIKAX) B
MPOIECCE AKATEMUYECKOT0 1
po¢eCCUOHAITBHOTO
B3aHUMOJICHCTBU

3HATh:

— OCHOBBI KOMMYHUKATHBHOT'O
noBeeHHS (BEpOAIbHOTO U
HeBepOAITBHOTO);

— METO/Ibl KOMMYHHUKAIIUU B
JIETIOBOM CpeLE;

— CTPYKTYPY U OCHOBHBIC SA3BIKOBLIC
KJIIMIIC IICPETOBOPOB;

— COBpPEMEHHbIC HH()OPMAIIMOHHO-
KOMMYHHKAI[MOHHBIE TEXHOJIOTUU
B c(pepe akaieMHIecKoro u
npodeccnoHanIbHOTO
B3aHMMOJCHCTBUS;

YMeTh:

— IOHMMAaTh NHOSI3BIYHYIO YCTHYIO
Y UCHbMEHHYIO aKaJIEMHUYECKYIO
peus;

— OCYIIECTBJISATh KOMMYHHUKAIIUIO
HA MTHOCTPAHHOM SI3bIKE
(MHOCTpaHHBIX S3bIKAX);

— BECTH JMAJIOT, COOJII0/1ast HOPMBI
PEYeBOT0 ITHUKETA,

— YCTaHaBIIMBATh KOHTAKTHI U
OCYHICCTBJIATE KOMMYHHKAIUIO B
JIEJIOBOM Cpene;

Baanern:

— HaBBIKaMU MEXKYJIBTYPHOT'O
B3aUMOJICUCTBHU C
HCIIOJIb30BAHUEM COBPEMEHHBIX
KOMMYHUKATUBHBIX TEXHOJIOTHIA;




MI'V umenun M.B. JIomoHOCOBa

Pabouas mporpamma AMCHUIIIMHEL

«UHdpopmanmonHas 6€30MaCHOCTb U 3alIiTa HHHOpMALUU»

— HaBbIKAMHU YCTHOW U MUCHbMEHHOMN
peuH Ha rOCyJapCTBEHHOM U
MHOCTPAHHOM SI3bIKE
(MHOCTpaAHHBIX A3BIKAX) IS
noAep>KaHus
po(hecCHOHATTLHOTO JIEJIOBOTO
OOIIIEeHH;

— HaBBIKAMHU CaAMOCTOSITEILHOIO
ITOMCKA 3HAHUI U UX OCBOCHUS
JUTSI YITYYIIEHUS] CBOUX SI3BIKOBBIX
CIIOCOOHOCTEN;

— HaBBIKAMHU aKTUBHOI'O
BOCHPUATHUS apryMEHTaluU
cobeceTHIKA, BEIPAXKECHUS
SMIAaTHH, YOEXKIECHUS C
UCIOJIb30BaHUEM aJICKBATHBIX
A3BIKOBBIX CPE/ICTB.

YK-4.2. YuactByer B
HayYHBIX KOH(EPCHIIHSX,
dbopymax, TeTOBBIX
BCTpeYax, KOHKypcax
MIPOEKTOB,
apryMEHTHPOBAaHHO U
KOHCTPYKTUBHO
TIPEJICTABIISET PE3YIbTATHI
aKaJIeMHYECKOU U
npodecCuoHaIbHON
JeSITeIbHOCTH.

3HATh:

— CTPYKTYpY Hay4yHOUH IMyOJuKaIuu
U OM3HEC-TIPE3eHTAIN;

YMmerTh:

— BECTHU JHUCKYCCHIO 110
HaIlpaBJICHUIO ITOATOTOBKH,

— MPOBOAUTH NEPETOBOPHI U
COBCIIaHMS;

— TPEeACTaBIATH U
apryMEHTHPOBAHHO OTCTaUBATH
CBOIO MO3UIIMIO B aKaJIeMUYECKHX
U NpoQecCHOHANbHBIX
JUCKYCCHSIX Ha FOCYIapCTBEHHOM
U MHOCTPAHHOM SA3BIKE
(MHOCTpaHHBIX SI3BIKAX).

— HaxXoJUTb KOMIIPOMUCCHBIC
peuicHuA B z1e6aTax N MIPUMCHATH
AACKBATHBIC SI3BIKOBBIC CPEACTBA
JJI1 UX JOCTHXKCHUA,
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YK-4.3. CocraBiusger,
MEPEBOJIUT U PEIAKTUPYET
TEKCThI Ha TOCYIapCTBEHHOM
Y UHOCTPAHHOM SI3bIKE
(MHOCTpaHHBIX SI3bIKAX) B
paMKax akaJieMH4eCcKoro u
po¢eCCUOHAITBHOTO
B3aMMO/ICUCTBUS

3HATh:

YKaHPOBBIC PA3HOBUTHOCTH
TEKCTOB;

MMPUECMBI U TCXHOJIOTHUHU IICPCBOAA.

YMmerh:

MEePEBOIUTH TEKCTHI Ha
MHOCTPAHHOM SI3bIKE
npo¢eCCHOHAIBHON
HaIIpaBJICHHOCTH B YCTHOU U
MUChMEHHOU (hopMax Ha PYCCKHIA
S3BIK;

OCYILIECTBIISATH MIOUCK
nH(pOopMaLMy Ha UHOCTPAHHOM
A3bIKE, CUCTEMATU3UPOBATh,
000011aTh 1 aHAJIU3UPOBATH €€;

UCKJIIOYaTh U30BITOYHYIO
MH(OPMALKIO, BECTU AUCKYCCUIO
10 TEME CHELMATIbHOCTH;
HaXO/UTh KOMIIPOMHCCHBIE
pelieHus B jedarax U MPUMEHSTh
aJICKBaTHBIE SI3bIKOBBIE CPE/ICTBA
JUTSL UX JTIOCTHOKEHUS;

BECTH JICTIOBYIO TIEPETIHCKY U
OCYIIECTBIISITH JIEKTPOHHYIO
KOMMYHUKAIIUIO B paMKax
aKaJeMHYeCcKOro 1

PO eCCHOHAIBHOTO
B3aMMOJICHCTBUS;

Biaagern:

MeTOJIaMHU aHalu3a
MEPUOINYECKOMN TIeYaTH 1Mo
HAIPABJIEHUIO TIOATOTOBKH;

HaBbIKaMU IICPEBOJAA
AYTCHTUYHOTI'O TCKCTA 110
HaIpaBJICHUIO ITOATOTOBKH,
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— IPUHUMATh yyacTHe B
aKaJeMHYECKUX U
IpoeCCUOHATIBHBIX JUCKYCCHSIX
Ha TOCYJJapCTBEHHOM U
MHOCTPAHHOM SI3bIKE
(MHOCTpaHHBIX f3bIKAX);

Ob6menpodeccnoHanbHbIe KOMIIETEHIIUN

OIIK-2. Cniocoben
(dbopMyIMpoBaTh 3a1a4H
VIIpaBJICHUS] B TEXHHYECKUX
crcTeMax U 000CHOBBIBATh
MCTOJBI UX PCIICHUA

OIIK-2.1. ®opmynupyer
3a/1a4M yIpaBJIeHUS B
TEXHUYECKUX CUCTEMax Ha
OCHOBE 3HaHUM, NPOPUIBHBIX
pa3zenoB MaTeMaTHYECKUX U
€CTECTBEHHOHAYYHbIX
JUCLUIUINH

3HaTh: QyHIAMEHTAIbHBIC Pa3/IeIbl,
pOoUIbHBIEC Pa3/Ieibl
MaTeMaTHYECKUX
€CTeCTBEHHOHAYYHBIX JUCIUILINH;

Ymerhb popMynHpoBaTh 3a1a4u
po(heCCUOHATILHOM e TeIbHOCTH
Ha OCHOBE 3HAHHM, MPOPHUIBHBIX
pa3esioB MaTeMAaTUYECKUX U
€CTeCTBEHHOHAYYHBIX JUCIUILINH;

Baaaers Mmerogamu
dbopmyIupoBaHUS 33124
npoecCHOHANBEHOM e TENbHOCTH
Ha OCHOBE 3HAHUI B 00J1aCTH
MaTEeMaTHKH, €CTECTBEHHBIX U
TEXHUYCCKUX HAYK.

OIIK-3. CriocoGeH pemaThb
3a7a4¥ CUCTEMHOT'O aHaIu3a 1
YIPaBICHUS B TEXHUICCKUX
CHCTeMaxX Ha 0ase MOoCIeTHUX
JOCTUKEHUN HAyKU ¥ TEXHUKHU

OIIK-3.1. [Ipumenser
pe3yabTaThl U TEHECHUIUN
MOCIEHUX JOCTHUKEHHI
HayK{ U TEXHUKH IS
pereHus 3a1a4 B 00JacTu
YIpaBJICHUS B TEXHUYECKUX
cucTeMax

3HaTh: 0COOCHHOCTH Pa3BUTHUS
MOCTIEHUX JAOCTH)KEHUN HAYKU U
TEXHHUKHU B 00JIACTH YIIPABJICHUS B
TEXHUYECKUX CUCTEMAX;

YMmerh:

— BBIABIIATH TEHACHLIUU
TEXHOJIOTHYECKOT0 Pa3BUTHS B
HAYKOEMKHX cepax
JeSTEIIbHOCTH;

— pemaTh 3aJa4M YIIPaBJICHUS B
TEXHUYECKUX CUCTEMAX C
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KCIOJIb30BAHUEM COBPEMEHHBIX
TEXHOJIOTHi;

B.Tla[[eTb: HaBbIKaMU ITPUMCHCHH A
COBpPEMEHHBIX TEXHOJIOTHI JUI
pEeIICHUA 3aJa4u YIIPpaBJICHUA B
TCXHUYCCKUX CUCTCEMAX.

OIIK-3.2. Ncnonb3yer 3HaTh: 00IIME METO/IbI PeILICHHS
(byHIaMeHTaIbHBIC 3HAHUS 0a30BBIX 33124 yIIPABJICHUS B
JUIs pelleHns 0a30BbIX 3a/1a4 | TEXHUYECKUX CHCTEMaX;
YIIPaBJICHUS B TEXHUUECKHX

CHUCTEMax Ymers:

— TMPUMEHSTH 3HaHUS €CTECTBEHHBIX
HAYK JIJIs1 TOCTPOSHUS
MaTeMaTHYeCKNX MOJeIIeH
00BEKTOB M TIPOIIECCOB;

— MPHUMEHSITh METO/BI U CIIOCOOBI
perieHus: 6a30BbIX 33724 B
TEXHUYECKHUX CHCTEMaX;

Baagernb HaBBIKAMU peliCHuA
0a30BBIX 3ala4 YIpaBJICHUS B
TCEXHUYCCKUX CUCTEMAX.

OIIK-4. Criocoben OIIK-4.1. Bribupaer u 3HaTh:

OCYILIECTBIIATh OLICHKY pa3pabarbiBaeT KpUTEPUH
— MaTeMaTH4eCKHe METOJbI JUIs

OLICHKH 3(pPEeKTUBHOCTH
TEXHUYECKUX CUCTEM;

3¢ (HEKTUBHOCTH TEXHUYECKHUX OLIEHKH 3 PEeKTUBHOCTU

CUCTEM METOJIaMU CUCTEMHOIO | TEXHHUYECKUX CHCTEM

aHaJIN3a U yIpaBICHUS

— KPUTEPHH U NIOKA3aTENN OLICHKU
3} (PEKTUBHOCTH TEXHUYECKUX
CHUCTEM;

— 0COOEHHOCTH pa3paboTKU
KpUTCPUAJIbHBIX CUCTEM OLICHKU,

YMmerh:

— BBIOMpATh aKTyaJbHbIE C YIETOM
paboueil cuTyaru KpuTepuu u
MOKAa3aTeIH OLEHKU

10
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3¢ (PEKTUBHOCTH TEXHUIECKUX
CHUCTEM;

— pa3pabaThIBaTh KPUTEPHUU U
MOKa3aTeJH OIICHKH
3 (PEKTUBHOCTH TEXHUYECKUX
CHUCTEM;

— (GopMyIHpPOBATH BBIBOJ 00
3 (PEKTUBHOCTH TEXHUYECKUX
CHCTEM;

Buaagernb: HaBbIKaMu pazpabOTKH
KPUTEPUAIBHOW CUCTEMBI OLICHKU
3¢ (EKTUBHOCTH TEXHUYECKHIX
CHUCTEM Ha OCHOBE COBPEMEHHBIX
MaTEMaTUYECKUX METOO0B.

OIIK-4.2. OcywmectBuser
OLIeHKY 3 (HEKTUBHOCTH
CHCTEM YIPaBJICHUS

3HATh:

— MaTeMaTHYECKHE METOJIbI JIJIs
oleHKH d(PPEKTUBHOCTH
TEXHUYECKUX CHCTEM;

— KPUTEPHH U TIOKA3aTEJIH OIICHKU
3 (PEKTUBHOCTH TEXHUYECKUX
CHUCTEM;

— MEeTOo/bl OLIeHKH 3(h(HEeKTUBHOCTH

TEXHUYCCKUX CUCTEM,
YMerTh:

— TPUMCHSITH OCHOBHBIE METOIBI
MaTeMaTHYeCKOTo afrmapara Jjis
OCYIECTBIICHHSI OI[CHKH
3¢ (HEeKTUBHOCTH TEXHUYECKHX
CHUCTEM;

— pa3palaTbIBaTh KPUTEPHH,
BBIOUpATh U IPUMEHSITh
MOKa3aTelH OICHKH
3¢ (HEeKTUBHOCTH TEXHUYECKHUX
CHCTEM;

— (QopMynHupoBaTh BHIBOJ] 00
3¢ (HEeKTUBHOCTH TEXHUYECKHUX
CHUCTEM;

11
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Baanern:
s dexTuBHOCTH
CHCTEM Ha OCHOBE COBPEMEHHBIX

HaBbIKaMH OLICHKH

TECXHUYCCKUX

MaTEMaTHYCCKHUX MCTOOOB.

OIIK-4.3. BripabaTeiBaeT u
peajn30BbIBAET

YIPABJICHUECKUE PEIICHUS 110
MOBBIIIEHUIO AP PEKTUBHOCTH
KPUTEpUEB OIICHKU CHUCTEM
yhnpaBieHuss B o0iactu
UHHOBAI[MOHHOU

JACATCIIBHOCTH

3HATh:

— OCHOBHBIC JIEMEHTBI CHCTEMBI
yIpaBiIeHUs B 00JacTh
MHHOBAIIMOHHOH /IS TEIbHOCTH;

— 0COOEHHOCTH pa3pabOTKH
KPUTEPUATHHBIX CHCTEM OIICHKH,

YMeTh:

— IPOBOAUTH AHAIN3 IPUMEHIEMOU
KPUTEPHUATIbHON CUCTEMBI
OLICHKY;

— BbIpa0aTHIBATh U PEATU30BBIBATD
YIIPaBJICHYECKUE PEIICHHUS 110
MOBBIIEHUIO (P PEeKTUBHOCTH
KPHUTEPUEB OIICHKU CUCTEM
yhpaBiieHus B o0nacTu
MHHOBAIIMOHHOMN JEATEIbHOCTH.

Buanerps HaBbIKaMU BBIpAOOTKH U
IIPUHSTHS YIIPABICHUYECKUX
pELIEHNI 110 MOBBILIEHUIO

3¢ (HEKTUBHOCTU KPUTEPUEB OLIEHKH
CHCTEM YIPABICHUS B 00JIaCTH
WHHOBAIIMOHHOM JEATEIBHOCTH.

OIIK-6. CiocoGeH mpUMeHSTh
METOBI MATEMaTHYECKOTO,
(GYHKIIMOHATIBHOTO U
CHCTEMHOTO aHaJIN3a JUIs

pEeIICHUA 3a1a4 MOACITIUPOBAHUAA,

HUCCICIOBAaHUA N1 CHHTC3a

OIIK-6.1.

METOJBI

IIpumensier
MaTeMaTH4eCcKoro,
(YHKIIMOHAJIBHOTO u
CHUCTEMHOI'0 aHaJIn3a

3HaTh:

— METO/Ibl MATEMaTHUYECKOrO0,
(YHKIIMOHATEHOTO U
CHUCTEMHOI'0 aHaJIN3a;
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ABTOMATHUYECKOI'O YIIPABJICHUA
TEXHUYECKHUMHU 00BEKTaAMU

CpE/ICTBa M METOIbI
aBTOMATUYECKOTO YIPABICHUS
TEXHUYECKHUMHU 00BEKTAMU,

YMmerh:

AHAJIM3UPOBATH IMPOICCChI
ABTOMATUYCCKOT'O YIIPABJICHHUA
TCXHUYCCKUMHU O6’b€KTaMI/I;

MOJICJTUPOBAHUS, HCCIICTOBAHUS
U CHHTE3a aBTOMATUYECKOT0
yIpaBJICHUS TEXHUICCKUMHU
00BEeKTaMU,

Baagern:

HaBBIKAMH MaTEMaTHYECKOTO,
(GyHKIIMOHATILHOTO U
CUCTEMHOI'0 aHAJIU3a
MPUMEHEHHUS CPEJICTB
aBTOMATHUYECKOTO yIPABJICHUS
TEXHUYECKUMHU 00BEKTaMU B
OpraHu3aIuy;

HaBbIKaMU pa3pabOTKH OTYETA O
(GYHKIIMOHMPOBAHUHU
aBTOMATUYECKOTO YIPaBJICHUS
TEXHUYECKUMU 00bEKTaMH B
OpraHu3aIuy.

OIIK 6.2. Pemraer 3agaun
MOJICIUPOBAHUS,
HCCIICIOBAHUS U CUHTE3a
aBTOMATHYECKOTO
YIpaBICHUS TEXHUIECKUMU
00BbEeKTaMU

3HATH:

METO/Ibl TOCTPOEHUS MOJEIIEN
HCCJIETyEeMBIX MPOIIECCOB,
SIBJICHUI U O0BEKTOB;

METO/IbI TOCTPOCHUS
I/IJIGHTI/I(l)I/IKaLH/II/I HCCICAYEMBIX
MPOLECCOB, SIBJIEHUN U
00BEKTOB;

METO/bI U3MEPEHMS, AHAIIN3A U
YIIY4IIEHHUS TapaMeTPOB
IIPOLIECCOB ABTOMATHYECKOr0

13
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yIpaBJICHUS TEXHUUCCKUMH
00BbEKTaMU;

YMmerh:

— HCCICA0BATh U MOJACIMPOBATH
Imponecc MpuMEHECHUA CPEACTB
aBToMaTu3anun ACATCIbHOCTHU
OopraHu3aluu,

— pa3paboTKe MEpOIPHUATHIA 110
BHEAPEHUIO CPEJICTB
aBTOMATHU3ALIMH YIIPABJICHUSA
OpraHu3alen;

BJ'IaI[eTI) HaBbIKaMU IIPUHATUSA
YIIPABJICHYECKUX PELICHUH 110
BbIOOPY M BHEIPEHUIO CPEICTB
aBTOMaTHU3aLUU YIPaBICHUS
OpraHu3aluen.

OIIK-8. Cniocoben
(dbopMynupoBaTh
coJiepKaTesIbHbIC U
MaTeMaTH4YeCKHe 3a1auu
UCCIIeIOBaHM, BHIOMPATh
METOMbI UCCIICIOBAaHUM,
CUCTEMHO aHaJIM3UPOBATh,
WHTEPIPETUPOBATH U
MIPEACTABIISITH PE3YJIbTAThI
HUCCIeOBaHUH.

OIIK-8.1. ®opmynupyer
COZIEpKATEIIbHBIE U
MaTeMaTHYECKHUE 3a0a4l
WCCIIeIOBaHM, BEIOUpAET
METOJIBI HCCIICIOBAaHUM

3HATh:

— MCTOAbI MAaTEMATHUYCCKOI'O
aHaJIM3a 1 MOACIIUPOBAHMA,
TCOPECTUUCCKOTO U
OKCIICPUMCHTAJIBHOTO
HUCCICIOBAaHUA,

— COBpPEMECHHBIE
UH(OpPMAIIMOHHBIE TEXHOJIOTHU
U TCXHUYCCKHE CPCACTBA
00paboTKU Pe3yIbTaToOB
VICCIIEI0OBAHMISE

YMmerh:

— (opmynupoBath
MaTeMaTHYECKUE 3a/1a49H
HCCIICIOBAHUIA;
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IMPUMCEHATE COBPEMCHHEBIC
MMpOrpaMMHBIC U TCXHUYCCKUC
Cpe€acTBa AJisd PCIICHUA
MATCMAaTHYCCKUX 3aJa4 U
IIPOBCACHUA PICCJIG,Z[OBaHI/IfI;

BJI&[[ETI) HaBbIKaMU ITPOBECACHUA
HCCJIICA0BaHUs C UCITIOJIB30BaAHHUEM

MaTEMaTHYCCKHUX MCTOOOB.

OIIK-8.2. IIpoBoaut
HCCIEN0BaHUE U CUCTEMHO
aHAIIM3HUPYET,
HUHTEPIPETUPYET U
MIPEACTABIISIET €TO
PE3yNbTaThI

3HATH:

METOJABI CUCTCMHOTI'O aHaJInu3a,

METO/IbI ¥ CPEICTBA
IJIAHUPOBAHUA U OpraHU3aIuu
HCCIICIOBAHMIA;

METO/IbI ITPOBEACHUS
9KCIIEPUMEHTOB U HAOFOICHU,
0000611eHNs 1 00pabOTKH
uH(popMaLuu;

COBPEMEHHBIE
UH(OpPMAIIMOHHBIE TEXHOJIOTUU
U TCXHUYCCKHUEC CPCACTBA
00paboTKU Pe3yIbTaTOB
VICCIIEIOBAHMSE

YMmerTh:

IMPUMCEHATH METOAbLI IIPOBCACHUSA
HCCJIICAOBAaHUA U SKCIICPUMCHTA,

0(pOPMIIATH pe3yIbTaThl
HCCJIETOBAHMS U IPOBOJMMOIO
AKCIIEPUMEHTA;

BbIOMpPATh MH(POPMAITUOHHBIE
TEXHOJIOTUU U TEXHUIECKHE
cpenctBa o0paboTKH
pe3yIbTaTOB UCCIICIOBAHUS H
HKCIIEPUMEHTA C YUETOM UX
cnenupuky;
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— MPUMEHATh HH)OPMAITOHHBIE
TEXHOJIOTUU U TEXHUYECKUE
cpenctBa 00paboOTKH
pe3yabTaTOB UCCIIEJOBAHUS;

Baanern:

— HaBbIKaMM MMPOBCACHUA
HUCCJICa0BaHUA,

— HaBBIKAMM COCTaBJICHUS
OTYETOB 110 PE3yJIbTaTaM
[IPOBEICHHOIO UCCIICAOBaHUS.

OIIK-9. Criocoben
pa3pabaTheiBaTh HOBBIE U
Mou(HUIIPOBATH
CYILIECTBYIOIINE METOIbI
CHUCTEMHOTO aHaJIn3a JIst
a/IaliTUBHOTO ¥ poOAaCcTHOTO
YIPABICHUS] TEXHUYECKUMU
00BEKTaMU B YCIOBHSIX
PEryJIIpHOW U XaOTUYECKOM
TUHAMUKHI

OIIK 9.1. Pa3pabatsiBaer
HOBBIE U MOJTUDUIIHPYET
CYIIECTBYIOIINE METOTBI
CHCTEMHOI'0 aHaJIh3a

3¢ (HEKTHBHOCTH YIIPABJICHHS
TEXHUYECKUMHU 00bEKTaMU

3HATh:

— MCTOABbI aHaJIM3a YCTOﬁqHBOCTH
n aJalITUBHOCTHU CUCTCM,

— METOAbI JCKOMIIO3UIIUH,
— arperupoBaHUs U KOOpAWHALIUH

- KpYHHOMaCI_HTa6HI>IX CHUCTEM
OIITUMAJIBHOTO,

— aJanTUBHOTO M po0acTHOTO
yIpaBJICHUS;

YMmerh:
— IIPOEKTUPOBATH CUCTEMBI

— YHOpaBJICHUA CIIOXKXHBIMU
MHOT'OCBsA3HBIMHA

— CHCTEMaMH;

— MoauuUIUpoBaTh
CYILLECTBYIOIINE METOIbI
CHUCTEMHOI'0 aHaJIu3a
3¢ (heKTUBHOCTH

— YyHOpaBJICHUA TCXHUYCCKUMU

— 00BEKTaMHu;
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Biagerp HaBBIKAMH I[PUMEHEHUS
HOBBIX W MOAWGUIHMPOBAHHBIX
METOJIOB CHCTEMHOTO aHAJIn3a s
aJalTHBHOIO u pobacTHOrO
YIIpaBJICHUA TCXHUYCCKUMU
00BEKTaMU B YCIIOBHSIX PETYJISIPHOM U
Xa0THYECKOW ANHAMUKHY.

OIIK-9.2. Crpour | 3narTs:
MaTeMaTHYECKHE MOJIENN
— METOAblI MATEMATHUUYCCKOI'O
CJIO’KHOTO TEXHUYECKOTO
MO/JICITUPOBAHHSI,
00BEKTA YIIPABICHHS U CPEIIBI
ero (yHKIMOHUPOBaHHS B | — TEOPHIO CUCTEMHOTO aHAIIN3a;

CIOBHSX  PErylsipHOW U
Y Y — 0COOEHHOCTH POOACTHOTO

XA0THYHOW JMHAMUKHU
A yIpaBJIeHUS;

YMeTh:

— OIpenensaTh TpeOOBaHUA K
MaTeMaTHYeCKOW MoJiesn
CJIO’KHOT'O TEXHUYECKOTO
00BEKTa yIpaBIICHUS;

—  Y4YHUTHIBaTh ()AKTOPHI CPEIbl
(GYHKIIMOHUPOBAHUSI CJIOKHOTO
TEXHUYECKOT0 00BbEKTa
YIIPaBJIEHUS B YCIOBHSIX
pPEryJIIpHOW U XaOTUYHOU
JTMHAMUKY;

Bnagerr HaBbBIKAMM  TOCTPOECHUS
MaTeMaTHYECKOU MOJEIN
(YHKIIMOHUPOBAHUS CJIO’)KHOTO
TEXHUYECKOT0 00BEKTa YIPABICHUS C
y4€TOM  YCIIOBUM pErylsipHOM U
XaOTHYHOMN TUHAMUKH.

IpodeccnonanbHbIe KOMIIETEHIIUN

Haylmo-ucmedoeameﬂbacmi mun 3a0au
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IIK-1. CrnocoOeH BBIBIATE U
OLIEHUBATH TEHIECHIUU
TEXHOJIOTUYECKOTO Pa3BUTUS B
obomactu UT u aBroMmarth3anu
OpraHH3aIlvH, OCYIIIECTBIIATh
TEXHOJOTHYECKOE

IMPOTrHO3UPOBAHKUC

IIK-1.1.
OLICHUBAET

Brisgsiser u

TEHICHIIM U
TEXHOJIOTHYECKOTO Pa3BUTHUSA
uT u
aBTOMATHU3aI[M1 OPTaHU3ALU

B o0iacTu

3HATh:

—  METOJBI TOCTPOCHUS
KOHIIETITYaIbHBIX,
MaTeMaTHYECKUX U
MMHUTAIIMOHHBIX MOJICIICH;

— IEpPEeNOBOM OTEUECTBEHHbBIN U
3apyOCKHBIN OTBIT B 00JIACTH
pa3BUTHUS HAYKH U TEXHUKHU;

— METOABI IPOrHO3UPOBAHMS,
TEXHUKO-3KOHOMUYECKHUX
UCCIJIEIOBAaHUM Hay4HO-
TEXHUYECKUX PEIICHUN U
HOPMAaTUBHOTI'O NPOEKTUPOBAHUS
MHHOBAIIMOHHBIX BUJIOB
IIPOYKIIMH U IIPOLIECCOB;

YMeTh:

— aHaJIM3UPOBATh HAYUHYIO,
Hay4YHO-TEXHUYECKYIO
uH(popmauuto B oonactu UT u
aBTOMaTHU3alluy OpraHU3alNH;

— BBIABIIATH U OLICHUBATh
TEHJEHIIMU TEXHOJIOTMYECKOT 0
pa3BUTHS B HAYKOEMKHUX cdepax
Ha OCHOBE aHaJin3a, 0000IIEHNST 1
CUCTEMATHU3aLMH I1IEPETOBOTO
OmbITa B cpepe THHOBATUKH I10
MaTepHaiaM BeTyLX HaydHbIX
KYpPHAJIOB U U3JJaHUH, C
MCII0JIb30BaHUEM DJIEKTPOHHBIX
OMOIMOTEK U UHTEPHET-PECYPCOB;

— OIICHWBATh BO3MOYKHBIC
pe3ynbTaThl BHEIPEHUS
MEPEIOBBIX TEXHOJIIOTHYECKUX
pemienuit B obmactu UT u
ABTOMATH3AIMH OpTaHU3aIUH;

Bnanerr HaBBIKAMU  IOJTOTOBKH
MPEeNIOKEHUH MO0  TOBBIIICHHUIO
s dexTuBHOCTH NEeSTEIbHOCTH
OpTraHU3aII’ MOCPEACTBOM
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BHeapenus UT wu  ocymectBieHus
aBTOMATHU3AIMU OPTaHU3aIlUH.

IIK-1.2. OcymiecTBiset
TEXHOJIOTHYECKOE
MIPOTHO3UPOBAHUE B 00JIaCTH
WT n aBToMaTu3anuu
OpraHu3aluu

3HaTh OCHOBHBIE IIOJIOKEHUS U
METO/1bI TEXHOJIOTUYECKOI0
IIPOrHO3UPOBAHUS;

YMmerh:

— HCIIOJIF30BaTh HCTOYHUKH
uHpOpPMALIK TS aHAJIK32
JIaHHBIX, HEOOXOUMBIX JJIS
COCTaBJICHUS [IPOTHO3A B
obnactu UT u aBTOoMaTu3anuu
OpraHu3alnu;

- HpI/IMeHﬂTI) METOABI aHAJIN3a
JIAHHBIX U ITOCTPOCHUS
MaTeMaTUYeCKNX MOJICIICH;

— IPUMEHATH IPOrPaMMHBIE
Cpe/cTBa MJIAaHUPOBAHUS,
MOHHUTOPHHIA, KOHTPOJIS
UCIIONTHEHUS, POPMUPOBAHUS
IIPOrHO3HBIX JAHHBIX;

— BBIIOJHATH TEXHUKO-
SKOHOMHYECKHM aHAIN3
MPOEKTHBIX, KOHCTPYKTOPCKUX
Y TEXHOJIOTUYECKUX PELICHUN
JUIs1 BBIOOpa ONTUMAJIBHOTO
BapHUaHTa pealu3aluu
MHHOBAIUH;

— INPOTHO3UPOBATH TEHICHLIMU
pPa3BUTHS HAYKU U TEXHUKH B
obmactu YT u aBTOMaTu3anuu
OpraHu3aINY;

Baaners HaBbIKaMu (opMUpOBAHUS
MPOrHO3a TEXHOJIOTHYECKOT0
pa3Butus B oomactu UT u
aBTOMATHU3allMU OpraHU3alluHU.

NPOEKMHO-KOHCMPYKMOPCKUIL Mun 3a0ay
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IIK-3. Criocoben
aHAIM3UPOBATh TPEOOBAHUS
ApXUTEKTYPBI IPOTPAMMHOTO
CpEICTBA, OPraHU3yeT
pa3paboTKy apXUTEKTYPHOTO
NPOEKTa MPOrPaMMHOTO
CpexacTBa.

IIK-3.1. Ananuzupyer
TpeOOBaHUS apXUTEKTYPbI
MIPOrPaMMHOTO CpEeACTBa

3HATh:

TpeOOBaHUS ApXUTEKTYPHI
IIPOrPaMMHOT0 CPEACTBA;

MeTtobl anainu3za I10;

MOJIETHN APXUTEKTYPHI;

Ymeer:

BBISIBJISITH U @HAIIM3UPOBATh
TpeOOBaHUS APXUTEKTYPHI
IIPOrPaMMHOTO CPEZCTBA;

AHAJIM3UPOBATH U OLICHUBATDH
ApXUTEKTYpy IPOTrPaMMHOTO
oOecrieyeHus Ha IpeIMeT
aTpuOyTOB KAa4yeCTBa;

Buaaaern HaBbIKaMU aHaIH3a

TpeOOBaHUIT ApXUTEKTYPbI

IIPOrPaMMHOTO CPEJCTBA.

IIK-3.2. Opranusyer
pa3paboTKy apXUTEKTYpPHOTO
IIPOEKTA IPOrPAMMHOTO
cpeacTsa

3HATH:

COBpEMEHHbIE pa3paboTKu U
TEH/IEHIINH B 00J1aCTH
npoektupoBanus [10;

METO/bI pa3pabOTKH U
npoektupoBanus [10;

YMmerh:

dbopMynupoBaHue 3a1a4 BEIOOpa
TEXHOJIOTHH U CPEJCTB
pa3paboTKu MPOrpPaMMHOTO
obecreyeHus;

IMPUMCEHATE COBPEMCHHBIC
pa3paboOTKU U TEHACHIIUH B
obnactu npoexktuponanus [10 B
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npo¢eCCHOHATBHON
JACATCIIbHOCTH,

MPOCKTHUPOBATh APXUTEKTYPY
POrPaMMHOTO O0ECTICUeHUS;

CO3/JaHNE YKOHOMHYECKOM
MOJIETTU apXUTEKTYPHOTO
MPOEKTA IPOTrPAMMHOTO
CpE/ICTBA;

HNPUMEHATh HHCTPYMEHTHI
pa3paboTKH TEXHUKO-
HKOHOMHUYECKOT0 0OOCHOBAHUS
BBIOPaHHOTO BapHaHTa
apXUTEKTYpbl KOMIIOHEHTOB;

Baanern:

HaBbIKAMU pa3padOTKH
aApPXUTEKTYPHOTO MPOEKTa

IPOrpaMMHOT0 CPE/ICTBA;

npoexmuo-mexnonozuttecxuil mun 3aoau

IIK-9. CriocobeH oCyIIeCTBISTh

pa3paboTKy IIPOEKTOB
COBEpPIICHCTBOBAHUS
IIPOU3BOJICTBA Ha OCHOBE

CpeACTB  aBTOMaTHU3allUd U
obecrieunBaTh
(GyHKIIMOHUPOBaHUE
aBTOMATH3MPOBAHHOW CHCTEMBI
yIIpaBJIEHUs IPOU3BOJCTBOM.

IIK-9.1. Pa3paGaTsiBaeT
MIPOEKTHI
COBEpIIIEHCTBOBAHUS
MIPOU3BOJICTBA HA OCHOBE
CPEJICTB aBTOMATH3AIHH

3HATh:

HAallMOHAJIbHYIO U

MEXIYHApOAHYIO HOPMAaTUBHYIO
6a3y B oonactu ACVTI,

O0COOEHHOCTH MPOEKTUPOBAHUS
ACVII;

OCHOBBI 2KOHOMUKU,
OpraHu3aIy MPOU3BOJICTBA,
TpyZJa U YIpaBJICHUS;

YMmerh:

MMPOrHO3UPOBATH TCXHUKO-
O9KOHOMHUYCCKHUE IMTOKaA3aTCIN
Pa3BUTH:A ITPOU3BOACTBA,

OLIEHUBATh HEOOXOAUMOCTh U
MOTPEeOHOCTH OpPraHU3aluU BO
BHE/IPEHUHU CPEJICTB
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aBTOMaTu3annu
MMPONU3BOACTBOM,

— TPOEKTUPOBATH
aBTOMATU3UPOBAHHbBIE CPEJ/ICTB
CUCTEMBI yIIpaBJICHUS
MIPOU3BOJICTBA B OpraHU3AIINY;

Buagers HaBbIKaMu pa3pabOTKH
IIPOEKTOB COBEPLIEHCTBOBAHHUS
IIPOU3BOJICTBOM Ha OCHOBE CPENICTB
aBTOMaTHU3alMK IPOU3BO/JCTBA.

IIK-9.2. O6ecnieunBaet
(YHKITMOHUPOBAHKE
ABTOMAaTU3UPOBAHHOU
CUCTEMBI YIIpaBJICHUS
MIPOU3BOJICTBOM B
OpraHu3alMH.

3HATh:

— OCHOBBI (DYHKIIMOHUPOBAHUS
ACVII,

— MeToabl (OPMHUPOBAHUS
nmokasarenei 3pGeKTHBHOCTH
KOHKYPEHTOCIIOCOOHOCTH
ACVII;

YMmerh:

— PYKOBOJHUTH
(YHKIIMOHUPOBAHUEM U
COBEPILIEHCTBOBAaHUEM
JICUCTBYIOILIEH B OpraHU3allu
ACVII;

— KOOPJMHHUPOBATH JAEATEIBHOCTD
MOJpa3/IeJICHU OpraHu3aliy B
obnmactu ACVYII

— KOHTPOJIUPOBATH
¢yuknuonuposanue ACVYII B
OpraHu3aluy;

Buiaaerb HaBbIKAMU PUHATHUSA
YIPaBICHYECKUX PEIIEHUN 10
KOHTPOJIIO U KOOPAHHAIIUU
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¢bynaxkunonupoanus ACYII B
OpraHH3aIiH.
HAYYHO-nedazo2uyecKuii mun 3a0ay
OpP2AHU3AUUOHHO-YRPAGIEHYECKUTL MU
IIK-12. Cioco6eH BBISIBIATH MK-12.1. Beissasier 3Harth:

MPOOJIEMBI OPraHU3aIHH,
CBSI3aHHBIC ¢ MH()OPMALIMOHHBIM
o0OecIieueHueM U
O0COOCHHOCTSIMHU YCTaHOBJICHHOM
0a3bl JTaHHBIX, AaHATH3UPOBATH U
OCBaMBaTL HOBLIE
WH()OPMAIMOHHBIC TEXHOJIOTHU
B oOJractu 0a3 JaHHBIX.

MPOOJIEMBI OPTraHU3aIIHH,
CBSI3aHHBIE C
MH(OPMAITMOHHBIM
o0OecrieueHneM 1
0COOCHHOCTSIMU
YCTaHOBJICHHON 0a3bI
JTAHHBIX

MPUHIIMAITE] PYHKITHOHUPOBAHUS
0a3 JaHHBIX;

OCHOBHBIC TCHICHIIMH Pa3BUTHUS
WH(OPMAIIMOHHBIX TEXHOJIOTHI
B o0J1acTu 0a3 JaHHBIX;

YMerh:

HCCIIEIOBATh PHIHOK
MNEPCICKTUBHBIX 6213 JaHHBbIX, UX
MPUHIMITHATIBHBIX
BO3MOXKHOCTEI;

OCYILIECTBIISATH COOp M aHAIIN3
HepeaTn30BaHHbBIX
oTpebHOCTEH Monb3oBareneit
0a3 JJaHHBIX;

aHAIIM3UPOBATH MPOOIEMBI
opraHu3aIu B 00J1acTh
MH(OPMAIIMOHHOTO
o0ecIreyeHus;

OlLIeHUBaTh 3(h(HEKTUBHOCTh
¢GbyHKIIMOHUpOBaHUs 0a3
JTAHHBIX;

Baanern:

HaBBIKAMH BBISIBJICHHS TIPOOIIEM
OpraHu3aliM, CBSI3aHHBIE C
MH(OPMaLIOHHBIM
o0ecrieueHHEM U
O0COOEHHOCTSIMU YCTaHOBJIEHHOMN
0a3bl JaHHBIX;
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— HaBBIKaMH IIPOTHO3UPOBAHHA
COCTOSIHUC U OCYIICCTBJIIATH
IIAHUPOBAHUC I10 PA3BUTHUIO 0a3
JaHHBIX B OpraHu3aluu.

IIK-12.2. Ananusupyer u
OCBauBaeT HOBEIE
nH(pOpMaIMOHHBIE
TEXHOJIOTHH B 00J1acTH 0a3
MaHHBIX

3HaTb: COBPEMEHHBIE U
NEPCIEKTUBHbIC TEXHOJIOTUH B
o0JtacTu 0a3 JaHHBIX;

YMmerh:

- HpOBOI[I/ITB MOHI/ITOpI/IHI‘ HOBBIX
HHGOPMALIMOHHBIX TEXHOJIOTHI
B 00acTu 0a3 JaHHBIX,
MOSIBIISFOIIMXCS HA PHIHKE,

— OCBaWBAaTh HOBBIE
WH(OPMAIIMOHHBIC TEXHOJIOTUN
B o0JytacTu 0a3 JaHHBIX;

— AQHAJIU3UPOBATH BO3MOKHOCTH
BHEAPEHUS HOBBIX
MH(OPMAIIMOHHBIX TEXHOJIOTHUIA;

Bianers HaBbIKaMU TUTAHUPOBAHHUS
OCBOCHUS Y BHEJIPEHUS B MPAKTUKY
aJIMHHHCTPUPOBAHUS OPTaHU3AINN
HOBBIX TEXHOJIOTHI paboTHI ¢ 6azaMu
JIAHHBIX.

IIK-13. CrnocobeH mnpuHUMATH
yIIpaBICHYECKHE pEHICHUS |

paszpabaThiBaTh TJ1aH o
Pa3BUTHUIO U OOHOBJICHHIO 0a3bl

JAaHHBIX OpraHu3aiuu.

IIK-13.1.
albTEpHATUBbI U IPUHUMAET

BrigBiser

YIpaBJICHUYECKUE PEIICHHUS TI0
paspaboTKe MaaHa pa3BUTHS U
oOHOBeHHUS 0a3bl JaHHBIX
OpraHu3aIu

3HaTh OCHOBHBIE TEHICHIIUNA

pa3BUTHUsA MH(GOPMAIIMOHHBIX

TEXHOJIOTHI B 00J1acTH 0a3 JaHHBIX;

YMeTb BBISBIATH AJIbTCPHATHUBBI Ha

OCHOBE 3a/IaHHBIX KPUTEpPUEB U

BBIOMPATh HAMITYYIITYIO;

Ba aleTh HaBBIKaMH IMPUHATHA

YOPABJIEHUYECKUX  PEIIEHWH 10

pa3paboTke TIIaHa

0OHOBJICHUS

pasBUTHI |
0a3el JTAHHBIX

OpraHH3aIH.
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ITK-13.2.
IUTaH Pa3BUTHUSL U OOHOBIICHUS

PazpabarsiBaer

0as3sl JaHHbIX OpraHUu3alun

3HaTh MIPUHIIMIIBI paboThl,
TEXHOJIOTUH u BO3MOKHOCTH
anmapaTHoro ¥ IPOrpPaMMHOTO

obOecreyenns 0a3 JaHHBIX;
YMmerh:

—  aHAJM3HPOBATh OCHOBHBIC
3Tallbl pa3BI/ITI/I$I nu O6HOBJI€HI/I$I
BEPCHI MPOrpaMMHOIO
obecneucHus 0a3 JaHHBIX;

—  ONKCHIBATh TUIIOBBIC MTPOIECCHI
10 Pa3BUTHIO U OOHOBJICHHUIO
Bepcuil 0a3bl TaHHBIX;

Buaaners HaBbIKaMH  pa3pabOTKH
IUlaHAa ~ peanu3alMd  IPUHATHIX
pEelIEHnH MO0  NEPCHEKTUBHOMY

pa3BUTHUI0O U OOHOBJICHHIO 0a3bl
JAHHBIX OPTaHU3AIINN.

IIK-14. Ciocoben
OCYIIECTBIISITh MIOMCK
UHGpOPMAIIMY 1 MOHUTOPUHT €€
u3MeHeHus B cetu VIHTepHeT U
z[pyrI/Ix HCTOYHHUKAX,
OCYIIECTBIIATh YIPaBICHHE
CaliTOM OpraHU3alUuN

IIK-14.1. Ocymectiser
MOMCK HH(pOpMALUU U
MOHHUTOPHHTI €€ U3MEHEHHUSI B
cetu MIHTEpHET N Apyrux
HCTOYHUKAX JJISl pEeLICHUS
3a/1a4 OpraHu3alnu.

3HATH:

— 0COOEHHOCTH CTPYKTYpPbI
OpraHu3aluy;

— OCHOBBI pabOTHI €
UH(POPMALMOHHBIMU
HMCTOYHUKAMU U
CTaTUCTUYECKUMU CEPBUCAMU
cetu UHTEpHET;

YMmerh:
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(hopMHUpPOBATH 3aITPOCH U
NoJIy4eHrne HHPpOpMaIuu oT
COTPYZHUKOB OpPTaHU3aIHH;

COIJIACOBBIBATh U YTBEPKIATh
MH(OPMaLIMOHHBIE MAaTEPUAIIBI;

nepenavya nHOOPMAaMOHHBIX
MaTepHaJIOB, 3aMECYaHU,
WCIIPABICHUN MEXIY
CIIELIMATTUCTAMH 110
nH(OPMaLIMOHHBIM pecypcaM U
JPYTUMH COTPYIHUKAMU;

MIPOBOJIUTH MOHUTOPUHT
HOSIBJICHUS] HOBOM MU
HE00X0MMOW HHPOPMALIUN
BHYTPH OpraHU3aINH;

OCYILECTBIATh OUCK U
MOHUTOPUHT TEMAaTUYECKUX
CalTOB JJI BBISABIICHHS HOBOM,
3HAYUMOM U HHTEPECHOMN
uH(popMauu Il perieHus
3a/1a4 OpraHu3aluu;

OILICHUBATh 3HAUUMOCTb U
IIPUOPUTETHOCTD NOJIYy4aeMOU
nHpopManuu;

paboTaTh ¢ OOIBIIMHU
o0beMamMu HHpOpMAIUY;

Baanern:

HABbIKaMU BBISBIICHUS
MOTEHLINAIbHBIX UCTOYHUKOB
uH(popMaLnu;

pa3IMYHBIMU METOAAMHU MTOMCKA
uHpopmanuu B cetd MHTEepHET
JUTSI pelIeHus 3a/1a4
OpraHu3aIum;

COCTaBIATh NHPOPMAIIMOHHBIE
MaTepHuabl Ha OCHOBE
MOBEICHHOTO aHAJIN3a
uH(popMaIuu IS perieHus
3aJa4 OpraHu3aluy;
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MPOrpaMMHBIM 0OecTiedeHUEM U
TCXHUYCCKUMU CPCACTBAMU IJIA
PEryJsapHOil KOMMYHHKAIUH,
MOHHUTOPHUHTA HH()OPMAIIHH B
HNurtepner.

IIK-14.2. Yopasisier calTom
OpraHu3aIu

3HATH:

TEPMUHOJIOTHIO U KITFOYEBbIC
napaMmeTpsl BeO-CTaTUCTUKY;

MHCTPYMEHTHI U METOBI cOopa
BE0-CTATHCTHUKHU;

YMerTh:

MIPOBOJIUTH aHAJIU3
IOCEIIaeMOCTH calTa
OpraHHu3aIiH U €ro ayIuTOPUU;

JIOKYMEHTUPOBATH PabOTHI IO
YIIPaBJICHUIO
MH(OPMaLIMOHHBIMU pecypcaMu
camrTa;

dbopMynupoBath TpeOOBaHUS K
CTPYKTYpE U cepBHUCcaM BeO-
caiira;

OpraHu30BaTh pabOTHI 1O
MPOEKTUPOBAHUIO CalTa U
aHaIu3y TpeOOBaHMIA
oJIb30BaTeliell, On3Hec-
TpeOoBaHUi, CyIIECTBYIOIIEH
CTPYKTYpPHBI U COJEP>KaHUs BEO-
caiita;

YMETh UCIIOJIb30BATh CUCTCMbI
YIIpaBJICHUA KOHTCHTOM,

Baanern:

CepBHCAaMU JIJIs1 OLEHKHU
MOCENIaEMOCTH U
XapaKTEPUCTUK ayTUTOPUH
caiita;

¢byukusmu CMS u
COLMATIBHBIX CETEN MIJII OLIEHKHU
MMOCEIAEMOCTH BeO-CanTa;
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HaBBIKAMH TIOATOTOBKH
UTOTOBOM OTYETHOCTHU O paboTe
caiita u popMHPOBATH
MPE/UIOKEHUS 110 PA3BUTHIO
caiira.

IIK-15. Cnocoben
pa3pabateiBath cTpareruto UT
OpTraHU3aIIH, B TOM YHUCIIE C
MIPUMEHEHHEM WHHOBAIIHH,
yIpaBiATh GOPMUPOBAHUEM H
BHE/IPEHHEM CHCTEMBI
noKasarteJsiei OIleHKH
appexruBaoctu UT

IIK-15.1. Pa3zpabaTsiBaecT
crpareruto UT opranusanuu
B TOM YHCJIE€ C TPUMEHEHHUEM
WHHOBAaINI

3HATH:

METOAMKHU CTPATETHYECKOTrO
YIIPABJICHUS U IUIAHUPOBAHUS,

METOAMKHU CTPATErMUECKOTro
ynpasienus UT;

METOJAbI MHBCCTHIIMOHHOI'O
aHaJIn3a,

YMerh:

dbopMHupoOBaTH LIETH,
IIPUOPUTETHI U OTPAaHUYEHUS
crpareruu YT B ToM guciie ¢
IIPUMEHEHUEM MHHOBALIW;

BBISABJISITh U OLICHUBATh PUCKU
peanuzanuu crpareruu UT;

OLIeHUBATh 3(h(HEKTUBHOCTh
crpareruu UT;

KOHTPOJIMPOBATh PEAU3ALHNIO
crpareruu UT;

Buaaners HaBbIKaMu pa3paboOTKH

crparernn UT opranusanuu.

IIK-15.2. Yopasnsier
(dhopMupoBaHHEM U
BHEJIPEHHUEM CUCTEMBI
MoKasaresei OIeHKH
s dextuBHocTr UT

3HATh:

MPUHIUIIBI 3KOHOMUKHN UT;

METO/IBI OICHKU
3¢ (HeKTUBHOCTH;

METO/IBI ¥ MOJICITH OLIEHKH
s dexruBroctu UT;
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YMmerh:

aHAM3UpOBaTh AP (HEKTUBHOCTH
HT;

dbopMupoBaTh TPEOOBAHUS K
cHCcTeMe ToKa3aTesen
s dextuBHocTH UT;

BBEIOMpATh MOKA3aTENIN OLICHKH
s dexruBroctu UT n
TUTAHUPOBATH UX IICJICBEIC
3HAYCHUS;

aHAJIM3UPOBATh PE3YJIbTATHI
OLICHKH ITOKa3aTelien

s dextuBroctn UT n
OCYIIECTBIISITH YIIPaBICHUECKUE
JEHCTBUS IO Pe3yJIbTaTam
aHaIIN3a,

Baanern:

HaBBIKAMU Pa3paOO0TKH CUCTEMBI
rokasaresiei OIleHKH

s dextuBnoctu UT B
OpTraHHu3aIfH, B TOM YHUCIIE C
MIPUMECHEHUEM WHHOBAIIHIA,

HaBBIKAMHU Pa3pabOTKH IJIaHa
BHE/IPCHHSI CUCTEMBI
MOKa3aTeliei OLeHKH
s dexruBroctu UT;

HaBBbIKAMU pa3pabOTKH
MIPEAIOKEHUH IO pe3yibTaTaM
MIPOBEJICHHOU OLIEHKU

s pexruBHoctu UT B
OpraHu3anuu.

ITIK-16. CriocoOeH BBISBIATH
TpeOoBaHUs U MOTPEOHOCTHU B
o0iactu nH(OPMALIMOHHON
0€30MMacHOCTH OpraHU3aluH,
paspabaThIBaTh TUTaH

IIK-16.1. Beisasisier
TpeOOBaHUS U MOTPEOHOCTHU B
o0actu nHOPMALIMOHHON
0€30MaCHOCTH OpTraHu3aluN

3HATD:

CTaHAapThl HH(GOPMAIIMOHHON
0€30I1acHOCTH;
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VIIPaBJICHUS €F0 U OCYIIECTBIISATh
KOHTPOJIb 3a €€ o0ecriedyeHuEM

— MCTOIMKH yIPaBJICHUS
nporeccoM HHPOPMAIIMOHHOM
0e301acHOCTH;

YMmerh:

—  BBISBJIATH TPEOOBaHUS U
noTpeOHOCTH B 00JacTh
HH(pOpMaAITMOHHOM
0e30IMacHOCTH;

— ¢opMynupOBaTh IEINH,
TpeOOBaHUS U PUOPUTETHI
yIpaBieHUST HTHPOPMAITUOHHON
6e3omacHocThio pecypcos UT;

— KOHTpOJIb U3MEHEHUH Ipolecca
yIpaBieHUsT HTHPOPMAITUOHHON
6e3omacHocThio pecypcoB UT;

— (opMHUpOBaHHE CUCTEMBI
OILICHKH IIpoIIecca YIpaBIEHUs
MH(OPMaLOHHON
6e3omacHocThio pecypcoB UT;

Buajers HaBbIKAMU OLIEHKU
noTpeGHOCTeH OpraHn3aluy B
o0nacTi UH(OPMAIIMOHHOMN
0€30IaCHOCTH.

I1K-16.2. Pa3pabarbiBaet
IUTaH YIpPaBICHUS U
OCYILECTBIISIET KOHTPOJIb
UH(pOPMaIMOHHOM
0€301aCHOCTH OpraHu3aIIH

3HATH:

— CTaHJapThl HHPOPMAITMOHHOMN
0C30ITaCHOCTH;

— MCTOAWKH YIIPABJIICHHUA
mporeccoM HH(POPMaITMOHHOM
0E30IMacHOCTH;

YMmerh:

— (opmynupoBaTh LenH,
TpeOOBaHUS U IPUOPUTETHI
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yIpaBiieHHs1 HHPOPMAIIMOHHOI
6e3omacHocTbi0 pecypcoB UT;

pa3pabarbIBaTh MOKa3aTeIn
OLICHKH TIpoIiecca yIpaBIeHUs
HH(pOpMaAITMOHHOM
6e3onacHocThIO pecypcoB UT;

OCYIIECTBISATh KOHTPOJIb
M3MEHEHUH mpoliecca
yrpaBieHUs] THPOPMAITUOHHON
6e3omacHocThIO pecypcoB UT;

Baanern:

HaBBIKAMU pa3pabOTKH IJIaHA
yIpaBieHus: HHHOPMaMOHHON
0€3011aCHOCThIO OpPraHu3allu;

HaBBIKaMH Pa3pabOTKU CUCTEMBI
oueHku dpdexruBHocTH UT.

IIK-18. Cioco6eH mianupoBaTh
1 OPraHMU30BbIBATHL CO3JaHHUC,
BHCAPCHUEC U U3BMCHCHUC
UH(OPMAIIMOHHON CUCTEMBI,
OCYIIIECTBISATH KOHTPOJIb UX
BBITIOJTHCHUA.

K-18.1. [nanupyer
CO3/1aHHE, BHEAPEHUE U
HU3MCHCHUC

MH(OPMALIMOHHON CUCTEMBI.

3HATh:

OCHOBBLI TCOPHH CUCTEM H
CHCTCMHOI'O aHaJIM3a,

YCTPOMCTBO U
(GYHKIIMOHUPOBaHHE
coBpeMeHHbIX UC;

COBpPEMEHHBIE MOAXO/IbI U
CTaHOAapThl aBTOMATU3allluN
OpraHu3aiuu (Harmpumep, crm,
mrp, erp..., itil, itsm);

OCHOBHBIC OTallbl MPOBCACHUA
OpTraHU3allMOHHBIX H3MeHeHHﬁ;

METOAWKU OIITMCAHUA U
MO/JICITUPOBAHMS OU3HEC-
MPOIIECCOB, CPEACTBA
MO/JICITMPOBAHMS OU3HEC-
MPOIIECCOB OpraHU3alHH;

OCHOBBI MCHC/IPDKMCHTA,

OCHOBBI (PTHAHCOBOTO
MJIAaHUPOBAHMUS;
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YMmerh:

MJIAaHUPOBATh PabOTHI 1O
CO3/IaHUI0, BHEAPEHHUIO U
n3meHennio MC;

MOJIeJIMpOBaTh OU3HEC-
IIPOLIECCHI OpraHU3aluy;

00ecreunTh COOTBETCTBUE
Hpolecca HHTETPaluy
MH(POPMALIMOHHON CUCTEMBI
HPUHATHIM B OPTraHU3aIMN HITH
MPOEKTE CTaHIAPTaM H
TEXHOJIOTHUSIM;

YUUTBIBaTb U3MEHEHUS
BHEIIIHEW U BHYTPEHHEHN CPEJIbI
OpraHu3alyy B polecce
wianupoBanus MC;

Buagers HaBbIKaMU pa3pabOTKH

IJ1aHa CO3aHHusA, BHCAPCHUA U

n3meHenus UC.

IK-18.2. Opranuzyet
CO3/1aHHE, BHEApPEHUE U
W3MEHEHUE
MH(POPMAIIMOHHON CUCTEMBI

3HATh:

OCHOBBI KOMaHI[006pa3OBaHI/I$I;
TCOPHUIO MOTUBAIIHUHU,

TEOPHIO OPraHU3aLMOHHOTO
MIOBE/ICHUS;

OCHOBEI YITIPaBJICHUA
KOMMYHUKAIIUAMU,

YMmerh:

pacrmpenensiTb padboT 1Mo
CO3/1aHMIO0, BHEJPEHUE U
M3MEHeHre NHPOPMAITMOHHOMN
CHCTEMBI;
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— OIICHMBATh MHTEPECHI U
MOTEHIIUAJ COTPYAHUKOB
(47I€HOB KOMaH/IbI);

— o0ecrneunBaTh KOMMYHHUKAITHIO
MEXTY COTPYIHUKAMU
(WwieHaMu KOMaH/IbI);

— HCTOJbh30BaTh METOMIBI
MOTHUBAIMH [IEPCOHATA JUIS
3¢ (HEeKTHBHOTO BHITIOTHEHHUS
pabor;

— OLIeHUBaTh paboTy MepcoHasa B
IIPOEKTE;

— OIeHUBATh YPPEKTUBHOCTH
MePCOHAIA U MEPOTIPUSITHUS 110
ero pa3BUTHIO;

— HIPHUMCHATb HHCTPYMCHTHI U
MCTO/bI YIIPABJICHUA
MMEPCOHAIOM;

Buajers HaBbIKAMU OpPTraHU3AIUH
rpynnbl (KOMaH[IbI) IO CO3JaHHUIO,
BHE/IPCHUIO U H3MCHCHUE
UH(GOPMAIMOHHON CHCTEMBI.

ITK-18.3. Kontponupyer
CO3/1aHHE, BHEIPEHUE U
U3MEHEHHE

MH(POPMAIIMOHHOM CUCTEMBI.

3HATH:

— TCOpHUIO0O MCHCPKMCHTA,

— OCHOBHBIC MCTOAbI
MOHUTOPHHT'Aa U KOHTPOJIA
BBITTOJTHCHU S pa60T;

YMmerh:

— TPOBOJUTH MOHUTOPUHT
BBINOJIHEHUS paboT 1o
CO3/1aHMIO0, BHEJPEHUIO U
U3MEHEHMIO NH(POPMAIIMOHHON
CUCTEMBI.
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pa3pabaThiBaTh MEPOTIPUSATHUS
I10 UCIIPABJICHUIO OTKJIOHEHUH
OT IJIaHA;

BJIa[[eTb MCTOJlaMU KOHTPOJIA

BBIIIOJIHEHUS pa0dOT IO CO3JaHMUIO,

BHCAPCHUIO U U3SMCHCHUTIO

UH(GOPMaLIMOHHON CUCTEMBbI

ClIeIII/IaJ'[I/I3I/Ip0BaHHbIe npo@eccnonanbnble KOMIICTCHI MU

Hpmc.na)maﬂ AHAJIUTHKA U YIIPpaBJICHHUE

CIIK-1. Cioco0eH onieHUBaTh
MHHOBAIMOHHBIHN ITOTEHIINAIT
COTPYJIHHUKOB JJisi 00ecreueHus
KOHKYPEHTOCTIOCOOHOCTH
OpraHU3aIyH.

CIIK-1.1. Onpenensier
TpeOOBaHUS K IEPCOHAITY C
Y4eTOM cIielu (UK PhIHKA
TpyZda u TpeOoOBaHUH K
MIPOU3BOJICTBEHHO-
XO3SMCTBEHHOM
JEATEIIbHOCTH OpTraHu3alnu

3HATH:

TEOPHUIO YIIPABJIECHUSA
[IEPCOHAJIOM;

o011Me TEHCHIIMY Ha PbIHKE
TPy/a ¥ B OTACIBHOM OTpaciy,
KOHKPETHO! Tpodeccuu
(TOKHOCTH, CIICITUATILHOCTH),

METO/IbI aHaINU3a TpeOOBaHUI
PBIHKA TPYIa;

YMmerTh:

aHAJIM3UPOBATh TPEOOBAHUS
PBIHKA TPYIa;

dbopmupoBanue TpeOoBaHUH K
MEPCOHAIY IS OCYLIECTBICHUS
MIPOU3BOJACTBEHHO-
XO3STMCTBEHHON JeITETLHOCTH
Y4ETOM OPraHU3alMOHHBIX U
TEXHOJIOTHYSCKNX U3MCHCHH;

coOuparb, aHaTM3UPOBATh U
CTPYKTYPUPOBATh HHPOPMAIUIO
00 0COOEHHOCTSIX U
BO3MOXHOCTSIX KaJpOBOT0
MOTEHIMAaJIa OPTaHU3aIlNH;
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Buiagerb HaBBIKaMM OIIPEIEIICHUS
HEOOXOAUMBIX TpeOOBaHUMN K
NIEPCOHAILY I OCYILECTBIICHUS
MPOU3BOJACTBEHHO-X 035 MCTBEHHOM
JEATEIBbHOCTH C Y4ETOM
MU3MEHSIOIINXCS YCIOBUN
BHYTPEHHEHN U BHELIHEH CPEJIbI.

CIIK-1.2. OnenuBaer
MHHOBAIIMOHHBIHN ITOTEHIIAAI
COTPYAHHUKOB IS
obecrieyeHus
KOHKYPEHTOCTIOCOOHOCTH
OpTraHu3aIuN

3HATh: METO/BI OLIEHKHA
npodeccnoHaAbHBIX KaYeCTB
nepcoHana;

YMeTh:

— BBIOMpATh KPUTEPUU U
[IOKAa3aTeIH OLEHKU
WHHOBAIIMOHHOTO MOTEHIINANA
[IEPCOHAIIA;

— OIICHMBATh NHHOBAI[MOHHBIH
MOTEHLIMAJ NIEPCOHaja ¢ y4eTOM
COBpPEMEHHBIX TPeOOBaHMIA
OpraHu3aliy U pbIHKA TPY/a;

Buiajers HaBBIKAMU COCTaBIICHUS
AaHAJIMTUYECKOTO OTYETA I10 OLIEHKE
MHHOBAIIMOHHOTO MOTEHIIMAala
COTPYJHUKOB.

CIIK -2. CnocoOeH npUMeHSTh
METO/Ibl aHaJIN3a JAHHBIX JUIS
pa3paboTKu IPOAYKTOBOM U
TEXHOJIOTHYECKOM CTpaTeruu
pa3BUTHS OpraHU3aLUH.

CIIK-2.1. [Tpumenser
METO/Ibl aHaJIN3a JAHHBIX JUIS
pa3paboTKu IPOAYKTOBOM U
TE€XHOJIOTHYECKOU CTPaTErnu
pa3BUTHS OpraHU3alUuU

3HATh:

— (yHIameHTaIBHBIE pa3esbl
MaTeMaTHKH;

— MCTOAblI CHCTCMHOI'O aHAaJIN3a,

— TEOPHIO MPOAYKTOBOTO
MCHCIPKMCHTA,

— TEOPHIO CTPATETHIECKOTO
MEHE/KMEHTA;
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YMmerh:

—  HCIOJIb30BaTh 3aKOHBI
€CTECTBCHHO-HAYYHBIX
JMCLHIUIMH B
npodecCHoHATBLHOM
JESITEIIbHOCTH U IPUMCHSITh
MaTeMaTUYeCKHUi anmnapar,
METOJIbI ONTUMH3AIUH, TEOPUU
BEPOATHOCTEH, MATEMAaTHYECKOU
CTaTHUCTHUKH, CACTEMHOT'O
aHanM3a sl IPUHSTHS
peleHuii B 00J1aCTH peIeHus
po¢)eCCHOHANIBHBIX 3a]1a4;

— HNPUMCHATb MCTOJbl aHaJIN3a
JaHHBIX;

— IPUMEHATh HHCTPYMEHTAJIbHbIE
U IIpPOrpaMMHbBIE CPEJICTBA IS
aHaJIM3a JaHHbIX;

— aHaJIM3UpOBATb U OLICHUBATDH
I/IHHOBaIII/IOHHHﬁ IMOTCHIMAJI
OpraHu3anuu,

— HOPOBOJUTH MAPKCTUHI'OBOC
HCCIICAOBAaHUC PbIHKA U
IMPOAYKTOB KOHKYPCHTOB;

— TPUMEHATH METOJIbI pa3paboTKu
CTpaTeruy pa3BUTHSA
OpraHu3aluy;

Biaaaern HaBLEIKAMU aHAIN3a
JAHHBIX JUISl peICHUs
npodeccnoHalbHbIX 33]a4 ¢
IIPUMEHEHUEM COBPEMEHHBIX
TEXHOJIOTHUH1 10 pa3paboTke
IIPOJYKTOBOM U TEXHOJIOTHYECKON
CTpAaTEeTuy Pa3BUTHUS OPraHU3ALNH.

CIIK-4. Criocoben
aHAJTM3UPOBATh U OLICHUBATD
BJIIVSIHUE U3MEHEHUN B

CIIK-4.1. Ananusupyer u
OLICHUBAET BIUSHUE
U3MEHEHUH B

3HATD:
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WH(POPMAITMOHHON CHCTEME Ha
OCHOBHBIE TTapaMeTPhI
OpTaHU3aIMH W/UIN TPOEKTa,
pa3pabaThiBaTh pEKOMEHIAIUN
IO UX YYETY.

WH(POPMAITMOHHOMN CHCTEME
Ha OCHOBHBIE IIapaMeTPhI
OpraHu3alK U/WIHA IPOSKTA

— METObl yIpaBICHUS
OpraHU3aIMOHHBIMU H
TEXHOJIOTHYECKUMHU
W3MEHEHUSIMU;

— MCTOAbI aHAJIM3a JaHHBIX,

— MCTOAblI CHCTCMHOI'O aHaJIn3a,

YMmerh:

— OLIEHUBATh TOTOBHOCTh
OpraHu3aIu K OCYIIECTBICHUIO
M3MEHEHHUS apXUTEKTYpPBI
MH(OPMALIMOHHON CHCTEMBI;

— AaHaJIM3UpOBATh U OLICHUBATH
BJIMSIHUE U3MEHEHUH B
MH(OPMaLIMOHHON CHCTEME Ha
OCHOBHBIE ITapaMeTpbl
opraHusanyu /U ITPOCKTA,

Buaageer HaBbikamMu (HOPMUPOBAHHS
OTYETa I10 BIIMSHUIO N3MEHECHHUH B
MH(POPMALIMOHHON CUCTEME Ha
OCHOBHBIC MMApaMETPbl OpraHU3aluu
W/WJIM TIPOEKTA.

CIIK-4.2. Pa3pabaTsiBaeT
PEKOMEHJALUU 110 YUYETY
W3MEHEHUH B
nH(OPMAIMOHHOM cucTeme
OpraHu3anyuu

3HATh:

— apXUTEKTYpy MH()OPMAIIMOHHON
CUCTEMBI OpraHU3allNH;

— O0COOEHHOCTHU Pa3BUTHUS
SKOHOMHUYECKOM ACATCIIbHOCTH
OpraHH3aluy;

YMmerh:

—  YYHUTHIBATh U3MCHCHUS B
SKOHOMUYECKOH AESITENbHOCTH
OpraHu3aIuy;
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— (opMupOBaTh OTYETHI O
HE0OXOIUMOCTH U3MEHEHUS
apXUTEKTYpbl HHHOPMALIMOHHON
CHUCTEMBI OPraHU3aLMY U €€
AIIEMEHTOB;

BuiajgeTs HaBBIKaMH pa3pabOTKU
PEKOMEHIALUU IO YUETY U3MEHEHHI
B HH(GOPMAIIMOHHOM cHCTEME
OpraHu3aIiH.

dopma 00ydeHHsI: OUHAs.

IV.®opmbI KOHTpOJISE

Kontponb 3a 0cBOGHHEM IUCHHUILIUHBI OCYIIECTBIACTCS B KaXJAOM JTUCHUILIMHAPHOM pasjiese
OTJENBHO.
Pybesicnvlii konmpons: TeCTUPOBaHWE W KOHTPOJIbHAs paboTa IO OTACILHBIM pasjeiam
JTUCIUTUIAHBL.
Hmozosas ammecmayus 6 3 cemecmpe — 9K3AMeH.

PesynbTaThl TEKyIIETO KOHTPOJISI M HTOTOBOW aTTecTanmuyd (POPMHUPYIOT PEHTHHTOBYIO OIEHKY
pabotbl oOyuatomerocsi.  Pacnpeznenenue 6aioB o OTJAeIbHBIM BHJIaM padoT B IIPOLIECCE OCBOCHUS
JUCHUIUIMHBL  «pa3pab0TKa MOOWJIBHBIX HPUJIOKEHUN» OCYIIECTBISIETCSI B COOTBETCTBHM C
ITpunoxenuem 1.

V. O0bém AucuMIIMHbI ¥ BUABI YueOHO#i padoThl

O06mwem kypca — 72 yaca, 2 3a4eTHbIe €IMHULIBI, B TOM yncie 30 yaca — ayIuTOpHAas Harpys3Ka, u3
KOTOpBIX 6 4acoB — JIEKLIUHU, 24 4yacoB — ceMUHaphbl, 42 4acoB — caMOCTOsATEIbHasl paboTa CTYIEHTOB.
N3zyuaetcs Ha 2 kypce (3 cemecTp), uToroas (hopMa OTYETHOCTH — IK3aMEH.

Bup yueOHoii padoThl Bcero yacos

KonrakTHble 3ansaTHS (BCEro) 30

B ToM uucie: -

Jlekuun 6
[Tpaktuueckue 3arstus (I13) -
Cemunapsl (C) 24
JlaGopatopusbie padotsl (JIP) -
CamocrosiTesibHasi padoTa (BCero) 42

B ToMm uucie: -

Jlomanraue 3agaHus 12
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Pedepar 8
[ToaroroBka K TECTUPOBAHUIO 8
IToaroroBka k ornpocy 5
[ToaroToBKa K KOHTPOJIBHOM paboTe 5
Bua npoMmexxyTouHO# aTTecTaiuu

OK3aMeH 4
OO01mmas Tpy10eMKOCTh (4achl) 72
3aueTHbIC SAUHUIIBI 2

VI.CtpykTypa u cofep:kaHue QU CHUILTAHbBI

n/n

Paznen

Conep:kanue (TeMbl)

OcHOBHbIE IOHSATHS U ornpeaeJieHust

OCHOBHBIC TOHSTHS W OMNPEACICHHS, OTHOCSIIUECT K
WHPOPMAITMOHHOW  OE30MAaCHOCTH:  aTakd, ySI3BUMOCTH,
MONMUTHKA  OE30MacHOCTH,  MEXaHW3Mbl U CEPBHUCHI
0e30macHOCTH; Kiaaccu(UKalus CETEBBIX aTak; IEIH U 3aJ1adu
obecrieueHns 0€30MACHOCTH: JIOCTYIMHOCTB, IIE€JIOCTHOCTS,
KOH(bI/II[CHHI/IaHI)HOCTI), OTBCTCTBCHHOCTb, TI'apaHTUPOBAHUC,
MOJIeIN  ceTeBoil  Oe3omacHOCTH W 0O€30MacHOCTH
WH(POPMAITIOHHOW CUCTEMBI.

AJTOpUTMBI CHMMETPHYHOTO
muppoBaHus

OcHoBHBIE TOHATHUS aITOPUTMOB CUMMETPUYHOTO
mudpoBaHus, KI0d mudppoBaHus, plaintext, ciphertext;
CTOMKOCTh aJrOpuUTMa, THUIIBI Olepauuii, ceTb DenTens;
anmroputMel  DES  u tpoiinoit  DES.  Anroputmsl
cummetpuaHoro mudposarus Blowfish, IDEA, T'OCT 28147,
PEKUMBI nux BBITIOJTHEHUS; CHOCOOBI CO3/1aHus
NCEeBIOCTYYalHbIX uHMceld. HOBBIM craHmapT anroputma
cumMmerpuyHoro umdposanus — AES; kpurepun BbIOOpa
aIropuT™Ma W CpaBHHUTEJIbHAs  XapakTepUCTHKA  MSATH
(buHAINCTOB; MIOHSITHE pesepBa 0e3omacHoCTH.
XapakTepUCTHUKU aJTOPUTMOB, OCOOCHHOCTH IPOrpaMMHON
peanu3annuy, BO3MOXHOCTh UX PEATM3aLUU B OKPYKEHHSX C
OrpaHUYEHHUSIMU [TPOCTPAHCTBA, BO3MOKHOCTD BBIYHCIICHUS HA
ety mnonkimroueit. Anroput™m Rijndael; maremaTtmueckue
TIOHSATHS, JIeXalue B ocHOBe anroputMa Rijndael; ctpykTypa
payHaa anropurMma Rijndael.

Kpunrorpadgust ¢ OTKpBITBIM KJIKOY0M.

OCHOBHBIE TOHATUS KPUNTOTPaQUU C OTKPHITHIM KIFOUOM,
CHOCOOBl €€ UCIONIb30BaHus: MH(POBaHHE, CO3JaHHE U
mpoBepka HU(POBOH MOANUCH, OOMEH KJIO4a. AJITOPHUTMBI
RSA n Iuddu-Xemmana.

Xom-pyHKuuu U ayreHTUGuKaAnns
coo0menmnii.

OcHoBHBIE MTOHATHUS 00€CTIeYEeHNUs LIETTOCTHOCTH COOOLICHUH ¢
nomompio MAC u Xau-QyHKIUH; TpoCThie XAMI-QYHKIIUH.
Cunpable xom-pynkuuun MDS, SHA-1, SHA-2, SHA-3 u
I'OCT 3411; o0Oecrneuenne I1EIOCTHOCTH COOOIIEHUH W
Berauciicane MAC ¢ MOMOIIBI0 aJITOPUTMOB CHMMETPUIHOTO
mmdpoBaHust, X3m-QyHKIMA 1 cranaapra HMAC.
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5

Hundposas nognuce.

TpebGoBanus K HUPPOBBIM MOMMUCAM, CTaHAAPTHI HU(POBOMH
moxrmicu [OCT 3410 u DSS.

AJIropuTMBI 00MEHAa KiI0Yel 1
MPOTOKOJIBI ayTeHTHhUKALUH.

[ousTHst MHPPACTPYKTYPHl OTKPHITOTO KIIOYa: CEpTH(HKAT
OTKPBITOIO KJIFOYa, CEPTU(PHUKALIMOHHBIA LIEHTP, KOHEUHBIN
peructpaumonseiii  unentp, CRL, mnonurtuka
perimaMeHT CcepTH(PUKAIUOHHONW MPaKTHKH,

YYaCTHUK,
cepTudukara,
MPOBEPAIOIIAsl CTOPOHA, peno3utopuid; apxurekrypa PKI.
[Mpoduns ceprudukata X.509 v3 u npopmwis CRL v2;
cepTu()UKAMOHHBIN TyTh; OCHOBHBIE MO CepTHU(HKATa U
pacmpenus cepTu(dukara; KPUTUYHBIE W HEKPUTUIHBIE
pacimpenust; cranaapTHeie pacmmpenus. [lpodwis CRL v2 u
pacmmpenus CRL, obmactu CRL, momasnit CRL, nenpra CRL;
ANTOpUTM MPOBEPKHU JEHCTBUTEIBHOCTH CEPTUDUKANMOHHOTO
mytd. [Ipotokonsr PKI ympasnenust ceptudukxarom. On-line
MPOTOKOJ OMpEIeNIeHus] craryca cepTu(dukara; TOJIUTHKA
cepTUdUKAaTa U periaMeHT CepTUPUKAMOHHON MPaKTHKH.
LDAP, LDAP ¢
PENALIMOHHBIMU 0a3aMy JIaHHBIX; MH(MOPMAIIMOHHAST MOJECIH
LDAP, JiepeBa
nmupexktopun, DN, cxemsl, 3amncy, aTpuOyTa 3ammcH, Kiacca
LDAP.
MIPOCTHIE u

CepBuC  OTUPEKTOPHUHU CpaBHEHHE

Mmozaenb uMmeHoBanus LDAP, mnonstue

o0bekTa.  OCHOBHBIE  CBOWCTBA  MPOTOKOJA
Abstract Syntax Notation One (ASN.1);

CTPYKTYpHBIE TUIIBL; UAEHTU(UKATOPA 0OOBEKTA.

Iporokoa TLS/SSL.

[Ipotokon 3amucu u TOPOTOKON PyKomoxkaTus, TMOHATHE

"coctostnue  coeguHeHus". I[lomHoe W cokpallleHHOE
Pykonoxarue. BripaboTka oOmiero cekpera M co3laHHE U3
HEro KIII0YeBOro Marepuajia C IOMOIIBI0 ITICEBIOCITydaiiHON
¢yuxiun (PRF). Pacimpenust, ucrions3yemsie uist 100aBIeHHAS

¢dyHKIMOHANIBEHOCTEH B TpoTokon TLS.

CemeiicTBo npoTokosioB IPSec.

IPSec.
Jetanu3anuu ynpasnenus tpadukom. [Iporokonsr ESP u AH.

Bo3mosxHbIe CITOCOOBI pcaiun3anuu CrereHn

IMonutnka  Ge3omacHocTH.  CrocoObl  ayTeHTU(UKAIMH

YYaCTHUKOB U PACTIPCACIICHUC KJIIOYEi.

Pa3nesibl IMCUMIVIMH U BUIbI 3aHATHH (aK. Yachbl)

n/n

HaumenoBanue pa3jaeia
AMCIUIINHbBI

Jlekuus

Hpaxkru-
yecKue
3aHATHA

Jlabopa-
TOpPHbIE
3aHATHSA

Cemunap

CPC

®opma
TeKYyLIero
KOHTPOJIA

OCHOBHBIE IOHATHSA U
onpeneaeHust

2

Omnpoc

AJITOPUTMBI CHMMETPUYHOTO
mudpoBaHus

Tect
Jlomainee
3a/IaHne

Kpunrorpadgus ¢ 0TKpbITBIM
KJIIOYOM.

Jlomainee
3a/laHne
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4 | Xom-dpynkunu n 1 - - 2 8 JdomamHee
ayTeHTU(PUKALUA COOOLEHU . 3agaHune
KP
5 | lndporas noanuce. 1 - - 2 4 Jlomamnee
3alaHKe
6 | AuropuTMbl 00MeHa KJI0Yei U 1 4 4 Jlomainee
NPOTOKOJIBI AyTeHTH(HHKANH. 3aJaHHe
7 | Hporokoa TLS/SSL. - 4 4 Jdomamnee
3a/laHKe
8 CemeiicTBo nmpoTokos0B IPSec. - 4 4 Jdomamnee
3aJaHue
IIpomeskyTOUHAS - - 4
arrecrauus
Hroro 6 - - 24 42

VII. Oo6pa3oBarejibHbIe TEXHOJIOTHH

B npouecce ocBoenus aucuuminibl «Pa3paboTka nporpaMMHOro o0ecredeHus»

HCIOJIB3YIOTCA CIICAYHOIINC O6p8.30BaT€J'II>HbIe TCXHOJIOT'HMH

1. Cmanoapmuule memoowbi 00yYeHUsL:

— JIeKLIUU;
— CEMHHaphbl;

— NHUCHMEHHBIE WIH YCTHBIE JOMAIIIHUE 3aJaHus;
— KOHCYJIbTAIIMU MPENOJaBaATEIICH;

— CaMOCTOATCIIbHaA pa60Ta CTYACHTOB, B KOTOPYIO BXOJAUT OCBOCHUC TCOPETUUCCKOT'O

Marcpualia, moAroToBKa K CECMMHapaM, BBIITOJJTHCHHUEC YKA3aHHBIX BbIIIC MTMCbMCHHBIX pa60T.

2. Memoowi 06yyenus c npumenenuem UHmepaKkmueHblx opm 00paz08amenbHbiX MexXHON0ULL:

— UWHTEPAKTUBHBIC JICKIINH;
— aHaJu3 JICJIOBBIX CUTYallMil HA OCHOBE KEHC-METO/Ia U UMUTALIMOHHBIX MOJENEH;
— KpYIJIbIE CTOJIBI,

— 00cyXJIeHHe TIOJITOTOBJICHHBIX CTyJeHTaMH pedepaToB;

— TPYIIIOBBIE TUCKYCCUU U MPOEKTHI;

— 00cyXJieHHe pe3yabTaToB paboThl CTYJEHUYECKUX UCCIIEI0BATEIbCKUX TPYIIIL.
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VIII. Y4eOHO-MeTOMUYECKOE, MH(POPMALMOHHOE U MATEPHUAJILHO-TEXHUYECKOE
of0ecrneyeHue U CHUNIHHBI

Y4yeOHO-MeTOANYEeCKOEe M HHPOPMALIMOHHOE 00ecriedeHue U CIUTIINHbI

a) OcHoBHas1 IUTEpaTYpa:

1.

Jlamonmna O.P. Kypc nekmuii. YueOHoe mnocobme «OCHOBBI CeTeBOM 0€30MMacHOCTH:
KpUNTOrpaduueckue aaropuTMbl U MPOTOKOJBI B3aUMOJEHCTBUSA» IMOJA peAakuuen mpod.
Cyxomnuna B.A. 2-e uzpnanume, ucnpasieHHoe, uzn. OOO «MHTYUT.py» Hnrepner-
Yuusepcurer UWudopmanmonnsix Texwomoruit, 2007r. ISBN  978-5-9556-0102-1
(MHTYUT.PY), ISBN 978-5-94774-650-1 (BMHOM.JI3), 531c. (33,5 ycu. neu. 11.), TUpax
2000 5x3. PexomeH10BaHO Yy4eOHO-METOANYECKHM OOBEAMHEHUEM B OOJIACTH MPHUKIATHON
UHPOPMATUKKA JUIA CTYJACHTOB BBICHIMX YUYEOHBIX 3aBEJCHHI, OOy4YaromUXCs I10
cnenuanbaocTd 510200 «[IpukinagHas MaTemMaTuka U HHQOPMaTHKAY.

Jlanonuna O.P. «OcHoBbI ceTeBoit 6e3onacHocTH. Y.2 TeXHONIOruH TYHHETUPOBAHUS », 101
penakmueit mpod. B.A. Cyxommmna, w3n. HarmuonanbHbIE OTKPBITBIA Y HHBEPCUTET
«MHTYUT», 2014r., ISBN 978-5-9556-0163-2, 474 c. (30 ycn. neu. i1.), Tupax 1500 k3.
Jomymeno YMO 1o K1acCH4ecKOMY YHUBEPCHTETCKOMY 00pa30BaHHIO B KAUECTBE YI€OHOTO
nocoOus JJig CTYIEHTOB BBICIIMX Y4YEOHBIX 3aBEJCHUI, 00y4aromMXcs MO HaIMpPaBJICHUIO
BITIO 010400 «IIpuknamnas marematnka U uHpopmartuka» U 010300 «DynnamentanbHas
uH(popMaTuka U HHOPMAITMOHHBIE TEXHOJIOTHUI.

0) lonoiHuTeIbHAS JINTEPATypa:

3.

10.
1.

12.
13.

James Nechvatal, Elaine Barker, Lawrence Bassham, William Burr, Morris Dworkin, James
Foti, Edward Roback « Report on the Development of the Advanced Encryption Standard
(AES)». Computer Security Division Information Technology Laboratory National Institute
of Standards and Technology Technology Administration U.S. Department of Commerce.
2000r. 116c¢.

locymapcrBennsiii  Crangapt  Poccuiickoit  ®enepannn «MTHOOPMAILIMOHHASA
TEXHOJIOI'MA. KPUIITOI'PAOUYECKASA 3ALIUTA MHOOPMALUU. Ilpouenypst
BBIPAa0OTKM M TPOBEPKU AIIEKTPOHHOM HUGPOBOW MoAmucH Ha 0aze acCUMMETPUYHOTO
KpUnrorpaduueckoro airopurmay 1994r.

locymapcrBennsiii  Crangapt  Poccuiickoit  ®enepannn «MHOOPMAILIMOHHASA
TEXHOJIOT'MA. KPUIITOI'PAOUYECKASA 3AUIUTA HNHOOPMALIUU. OyHkius
X3IIMpoBaHus» 1994r.

RFC 2251 «Lightweight Directory Access Protocol (v3)», 1997r. 50c.

RFC 2252 «Lightweight Directory Access Protocol (v3): Attribute Syntax Definitionsy,
1997r. 32c.

RFC 2253 «The String Representation of LDAP Search Filters», 1997r. 8c.

RFC 2256 «A Summary of the X.500(96) User Schema for use with LDAPv3», 1997r. 20c.
RFC 2587 «Internet X.509 Public Key Infrastructure LDAPv2 Schemay, 1999r. 8c.

RFC 3383 «Internet Assigned Numbers Authority (IANA) Considerations for the Lightweight
Directory Access Protocol (LDAP)», 2002r. 23c.

RFC 2246 «The TLS Protocol Version 1.0», 1999r. 80c.

RFC 3546 «Transport Layer Security (TLS) Extensionsy», 2003r. 29c.
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14.

15.
16.
17.

18.
19.
20.

21.
22.

23.
24.
25.
26.

27.

«HpopmanmonHas 6€30MaCHOCTD U 3aliTa HHHOpMALUU»
RFC 3280 «Internet X.509 Public Key Infrastructure Certificate and Certificate Revocation
List (CRL) Profile», 2002r. 129c.
RFC 3281 «An Internet Attribute Certificate Profile for Authorization», 2002r. 40c.
RFC 2401 «Security Architecture for the Internet Protocol», 1998r. 66¢.
RFC 2408 «Internet Security Association and Key Management Protocol (ISAKMP)», 1998r.
86¢.
RFC 2409 «The Internet Key Exchange (IKE)», 1998r. 41c.
RFC 2412 «The OAKLEY Key Determination Protocol», 1998r. 55c.
RFC 3383 «Internet Assigned Numbers Authority (IANA) Considerations for the Lightweight
Directory Access Protocol (LDAP)», 2002r. 23c.
RFC 2993 «Architectural Implications of NAT», 2000r. 29c.
RFC 2663 «IP Network Address Translator (NAT) Terminology and Considerationsy, 1999r.
30c.
RFC 3022 «Traditional IP Network Address Translator (Traditional NAT)», 2001r. 16¢.
RFC 3069 «VLAN Aggregation for Efficient IP Address Allocation», 2001r. 7c.
RFC 5389 «Session Traversal Utilities for NAT (STUN)», 2008r. 51c.
National Institute of Standards and Technology U.S. Department of Commerce «Intrusion
Detection Systemsy, Special Publication 800-31, 2004 r. 51 c.
National Institute of Standards and Technology U.S. Department of Commerce «Guide to
Intrusion Detection and Prevention Systems (IDPS)», Special Publication 800-94, 2007r.
127c.

Ilepeyenb pecypcoB HH(POPMALMOHHO-TEJIEKOMMYHUKAMOHHOK ceTH «AHTEepHET» N

HH(bOpMaIII/IOHHI)IX CIIPABOYHBIX CUCTEM

Ilepeuens npogeccHOHAIBLHBIX 023 JaHHBIX H HHPOPMALHOHHBIX CIIPABOYHBIX CHCTEM

1. DBC «tOpaiit» [paznen «BAIIIA [TOAIIMCKA: yue6H1KYN U yyeOHbIe TOCOOUS U3/1aTENIbCTBA
«tOpaiit»]: caiit. — URL: https://www.biblio-online.ru/catalog/

2. OBC u3narenbctBa «JIaHby» [yueOHbIe, HAyYHbIE N3aHMs, IEPBOMCTOUYHUKH, XYI0KECTBEHHBIE
MIPOU3BENICHNUS PA3IMYHBIX U3AaTEeNbCTB; XKypHaibl] : caifit. — URL: http://e.lanbook.com

3. https://www.econ.msu.ru/elibrary — sanekTpoHHast 6MOaOTeKa DKOHOMHUYECKOTO (haKyabTeTa
MI'y

4. https://www.nbmgu.ru — Hayunas 6ubanorexa MI'Y

IIepeuyensb pecypcoB HHGPOPMALMOHHO-TEIEKOMMYHUKAUMOHHOU ceTH «MHTEepHET»

1. https://ietf.org

PeKOMeHJIyeMbIe oﬁyqaloume, Cl'[paBO‘-IHO-I/[H(l)OpMaIII/IOHHI)Ie, KOHTPOJIMPYOIIUE U IIPOYHE

KOMIILIOTEPHBbIC MPOrpaMMbl, HCITOJIb3YEMbIC ITPU U3YUYCHUH TUCHUIIJINHDBI

Ha3Banue pexoMeHIyeMbIX 10 pa3jiejiaM H TeMaM
Nei/m | mporpaMMbl TEXHHYECKHX M KOMIIBIOTEPHBIX CPEICTB Homepa Tem
o0yueHust
1. MS PowerPoint 1-6
2. MS Excel 2-4
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«HpopmanmonHas 6€30MaCHOCTD U 3aliTa HHHOpMALUU»
MeToanyeckue yKasaHus I 00y4alOMIMXCS 110 OCBOCHUIO U CHUIIIHMHBI

B mpomecce u3ydeHuss kypca oOywaromuecs 00s3aHBI COOMIOMATH TUCIUIIINHY, BOBpPEMS
MNpUXOAWUTb Ha 3aHATHA, ACJIIATb AJOMAIIHWUC 3aJaHus, OCYHICCTBJIATHL IOATOTOBKY K CEMHHApaM U
KOHTPOJILHBIM paboTaM, MPOSIBIIATh AKTHBHOCTh HA 3aHSTHSX.

[Ipn 3TOM BaXHOE 3HAYEHHE HMMEET CaMOCTOATEeNbHAs paboTa, KOTOpas HalpaBieHA Ha
(bopMmupoBaHUe y ydanierocss yMEHUH U HaBBIKOB MPABUIIBHOTO 0()OPMIICHHUS] KOHCIIEKTa U paboThI ¢
HHUM, pabOThI C JIMTEPATYPOU U AIIEKTPOHHBIMH MCTOYHHKAMH MH(pOpManuM, e aHaiu3a, CHHTE3a U
0000menus. Jns mpoBeseHUs CaMOCTOATENBHOM padOThl O0YYalOUIMMCS MPEIOCTABISETCA CIHUCOK
y4e0HO-METOJMYECKON JINTEPATYPHI.

MaTepI/IaJILHO-TeXHI/I‘leCKOC o0ecrneuyeHue AUCIHHUIIIMHBI

Jlns mpoBeneHuss 00pa3oBaTENBLHOTO Mpolecca HEoOXoauma ayAauTopHs, 00OpYIOBaHHAS
KOMITBIOTEPOM U TMPOEKTOPOM, HEOOXOMUMBIMH JUIS JEMOHCTpaluu mpe3eHTarmid. O0s3arenbHOe
nporpammuoe obecnieuenue — MS Office.

IX.®OHJ OHEHOYHbIX CPEJICTB

Tembl KypcoOBbIX padoT
Kypcosas pabota no aucuuminne « [IpoektupoBanne 0a3 JaHHBIX» HE MPEyCMOTPEHA.

Jdomamnue padoTsl

IIpumep 3apanus Ne 1. TpeOyercs peannzoBaTh Ha C# mporpamMmy, BU3yalIu3UpYIOLIYIO paboTy
ceerodopa. CBeTodop mepekroyaeT CUrHAIbI ¢ HEKOTOPBIMU HHTEPBaJaMu: KpacHbIi roput K
CEKYHJI, )KENTBIN TOPUT M ceKyHJ, 3e1eHbli TopUT N ceKyHI. CUTHAIIBI IEPEKITIOYAIOTCS B
YKa3aHHOM MOCJIeI0BaTEIbHOCTH JI0 TEX MOp, [T0Ka Mporpamma He Oynet 3akpeita. Ha popme
pacrioyiaratoTcsi Tpu 3JeMeHTa yrnpasieHus TrackBar mo oJHOMy HanpOTHUB KaX10T0O CUTHAJIA
ceerodopa, 3anaromue napamerpsl K, L u M.

IMpumep 3axanus Ne 2. TpeOyetcs pazpaboTaTh IporpamMmy, MO3BOJISIONIYI0 CTPOUTH
3aJlaBaeMyI0 MOJIb30BaTENIEM JIOMaHYIO JIMHUIO U TIPOU3BOIUTD Psil HACTPOEK € 0TOOpakeHHUS.
I'maBHast popma momkHA 0TOOpaKaTh JIOMaHYI0, BEPITUHBI KOTOPOH MOJ30BATEIh YKA3bIBAET,
mEnKasi B Hy’)KHOM MECTE JIEBOW KHOMKON «MbIINy. [Llemdku «MBIIIbI0» JOCTPanBarOT JIOMaHYIO,
N00aBJIsAs K HEM OTPE30K, COSTUHSIOMNN TOYKH TOCIISTHETO U TIPEIBIIYIIero meinkoB. KHomnka
«[TapameTpsbI», pacronoXeHHas Ha TTITABHOM OKHE, I0JKHA OTKPBIBATh TOMOJHUTEIFHOE OKHO IS
3aJJaHus CIEYIONINX TTapaMeTPOB OTOOPAKEHHS JIOMAHOM: IIBET JJOMaHHOM, I[BET (poHa, TOIIINHA
JTUHUH.

BOl'lpOCbI AJIA TEKYHIECTro KOHTPOJHA CTYACHTOB

B kadecTBe OLICHOYHBIX CPEACTB JIs IPOMEXKYTOUHOTO KOHTPOJIS BBICTYIAIOT PE3YyIbTaThl CIaYl
3aJJaHU TEKYILEeW aTTeCTaluu
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«HdpopmanmonHas 6€30MaCHOCTD U 3alIUTa HHHOpMALUU»

1. ToanTuka 0e30mMacHOCTU — 3TO (BbIOepUTE camMoOe TOYHOE OIpe/eSieHue,
00uH omeem)

1. COBOKyHHOCTL AIMHUHUCTPATUBHBIX MEP, KOTOPLIC OMPCACIIAIOT MOPAAO0OK IMTPOXOoJaa
B KOMIIBIOTCPHBIC KJIACCHI.

2.

MHOeCTBO KPUTEPHUEB AJISI ITPEIOCTABICHHS CEPBUCOB OE30ITaCHOCTH.

3.
NPEIOCTaBIICHHUS CEPBUCOB OE30IIACHOCTH.

COBOKyHHOCTB KakKk aIMHUHHUCTPATUBHBIX ME€P, TaK W MHOXKECTBA KPUTECPHUEB IJIA +

4.

MexceTeBble OKpaHbl, UCIIOJIL3YEMbIC B OpraHU3alllu.

2.
cO0CTBeHHMK MH()OPMALMOHHBIX AKTUBOB (00UH 0meent)

le/l pa3pa60TKn MOJUTHKH 0€30MaCHOCTH rJIaBHOE, YTO N0J/IKCH OIPEACIUNTh

1. UVuadopmannoHHbIE IEHHOCTH, 0€30MIaCHOCTh KOTOPBIX CJIEAYET 00ECIeYHBaTh. +
2. ATaku, KOTOpble BO3MOXKHBI Ha HH(OpMaMOHHbIE IEHHOCTH.
3. MHoecTBO (haifiIoB, JOCTYN K KOTOPBIM JOIDKEH OBITh 3aITpelIIeH.
4. MHOXeCTBO CEpBUCOB, KOTOPBIE HE JJOIDKHBI OBITH TOCTYITHBI TOCTOPOHHUM.
3. Kakne noHsiTus He onpeeasiioT NOJHOCTHIO MOJIUTHKY 0€30MACHOCTH
1. MHOXeCTBO KOMMYTaTOPOB M MEKCETEBBIX OSKPaHOB, HCHOJb3YEMBIX B | |
OpTaHH3aIIH.
2. COBOKYITHOCTh KaK aJAMHHHUCTPATUBHBIX MeEp, TaK M MHOXKECTBAa KPUTEPHEB IS
MPEIOCTABIICHNS CEPBUCOB O€30MaCHOCTH.
3. AZIMUHHCTpaTHUBHbIE MEPHI, OTIPEICIIIONIIE TIOPSAAOK TOCTYIIA B IIOMEIICHHE. +
4. AJIMUHUCTPATHBHBIE MEPEI, OIPEAECIAIOIINE IOPAIOK JOCTyNA K Pa00YMM CTAaHUMAM U | 4
cepBepam.
2. 1. Yrto M3 nepevyncIeHHOI0 Bceraa ABJAsieTcsl yI3BUMOCTHIO
1. Crmaboe MecTO B CHCTEME, C HCIOJL30BAHHEM KOTOPOTO MOXKET OBITh |
OCYIIECTBJICHA aTaKa.
2. Omnbxa B MpOrpaMMHOM 00€CTICUCHHH.
3.  OtcyTcTBUE MOJUTHKHN 0€30MaCHOCTH.
4. OmmbKa B HACTPOHKaX MEKCETEBOTO IKpaHa.
2. YTo M3 MepeyncIeHHOr0 MOKeT He SIBISATHCH YA3BHMOCTHIO
1. Cnaboe wMecto B cCHCTEME, C WCIOJIb30BaHHEM KOTOPOTO MOXKET OBITh
OCYIIECTBIICHA aTaKa.
2. OmmbKa B IpOrpaMMHOM 00ECTICUCHHH. +
3. OmbKa B HACTPOHKAX MEKCETEBOTO HKpaHa. +
4. OmmbKa B HACTPOHKaX MapIIpyTH3ALNH. +
3. Yrto moHUMAaeTcs NOA aTaKoi HAa HMHGOPMALMOHHYIO CHCTEMY
1. JIroboe neiicTBue, Hapymniaroniee 0€301MacHOCTh HHPOPMAMOHHOI CUCTEMBI. +
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2. JlelicTBue WM  TOCICIOBATEIBHOCTh CBSA3aHHBIX MEXIy Cco0Oi  JCHCTBUIA,
UCIIOB3YIOIHUX YA3BUMOCTH JAHHOM HH()OPMALMOHHON CHCTEMBI U IIPUBOALINX K HAPYIIEHHIo | T
ITOJIMTHKH O€30IIaCHOCTH.

3. Vcnonp3oBaHue OMMOKH B IPOTPAMMHOM O0ECTICUCHHN.

4, HckmrouuTenbHO HecaHKHHOHHpOBaHHLIfI JOCTYIl B CUCTEMY.

1. Mexanu3m Oe3omacHOCTH — 3TO (BbIOepUTe caMoe TOYHOe OmpeeieHue,
00uH omeem)

1. TIlporpaMmHOe W/WiIM anmapaTHOE CpPEJCTBO, KOTOPOE ONpenenseT W/uid |
NPEeIOTBPAILAET aTaKy.

2. Hacrpoliku MexceTeBoro sKpaHa.

3. Hactpotiku mporpaMMHOTO 00ECTICYECHUSI.

4. Ammaparypa, KoTopasi IpeIOoTBpaIlaeT HEeCAaHKIIMOHHPOBAHHBIA JOCTYH K QaiiiaM u
porpamMMam.

2. CepBuc 0€30M1aCHOCTH — 3TO

1. Cepsuc, KOTOpBI 00€cHEeYMBAET 3aJaBAEMyI0 IOJMTHKOH 6€30macHOCTh | .
MH()OPMALMOHHBIX CUCTEM H/WIIH NIEPEIaBacMbIX JaHHBIX.

2. CepBuc, KOTOPHIH OIPEENACT OCYIISCTBICHUE aTaKH. +
3. CepBuc, KOTOpBIH IpenoTBpamaeT HECAHKIMOHHPOBAHHEIN nocTyn k caitmam u | 4
porpamMmam.
4, CepBuc, KOTOPBIN 00CCIICUNBACT B3aUMOACUCTBHE C BBIIICCTOSAIICH OpraHUu3aIiei.
3. Uro He OTHOCHTCS K cepBUCcaM 0e30MacHOCTH

1. Hcmomp3yemble MaTeMAaTHIECKUE aJTOPUTMEI. +
2. [IpenoTBpamieHre HeCAaHKITUOHUPOBAHHOTO TOCTYTIA.
3. OO6HapyxeHHe U TOKyMEHTUPOBAHHE TPOHUKHOBEHUSI.

4. BrimonHenue ayTeHTH(GUKALIMN cepBepa.

1. IIpu4mMHBI, 10 KOTOPHIM HEO0X0IMMO CO31aABATh «000POHY B IJIyOMHY»

1. Hu oxuH u3 cepBUCOB 6E30MACHOCTH He MOYKET rapanTupoBath 100%-Hylo 3amury. | T

2. Cooit CANHCTBCHHOI'O UCIIOJIB3YyEMOI'0 CEPBUCA 0e30IMaCHOCTH HE AOJDKCH O3HAa4YaTh, 4TO |
HapyHmurTeJIb NOJIYy1aceT TIOJTHBIA AOCTYII B CUCTEMY.

3. MeskceTeBoit 9KpaH HE MOXKET OBITh KOHEUHOH Toukoi VPN.

4. MexceTeBoil 5KpaH He MOXKET BBIIIOJIHSATh Ay TeHTH()UKALMIO TI0JIb30BATEIICH.

2. Y10 nOHUMAKT MO «000POHOIi B ITyOHHY»

1. Co3manue T1akod HMHPOPMAIMOHHOW HMHQPACTPYKTYphl, B KOTOPOH s
MHUHUMH3AI[AA  OTKa30B W  TPOHMKHOBEHMH  MCIIONB3YIOTCS — HECKONBKO | T
B3aMMOCBSI3aHHBIX MEXAY CO00I TeXHOIOTHH.

2. Co3manne TakoW WH(POPMALMOHHOW HH(MPACTPYKTYpHl, B KOTOPOH HCHOJIB3YETCS
HECKOJBKO MEXCETEBBIX IKPAHOB.
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3. Co3maHue Takoi ceTeBOM TOMOJOIHH, B KOTOPOI HUCIONB3YIOTCS MEXKCETEBbIE dKPaHbI
HECKOJBbKUX MPOU3BOJUTEICH.

4. CO3,HaHI/Ie TaKol ceTeBoit TOIIOJIOTHH, B KOTOpOﬁ HCIOJIB3YIOTCS MEKCETCBBIC 3KPAHbL
OAHOT'O IPOU3BOAUTEIIA.

3. Y10 HEe OTHOCHUTCH K MOHATHIO «000POHA B IIyOHHY»

1. Hcnonp3oBaHue HECKOJIBLKUX B3aHMMOCBSI3aHHBIX MCKIY c000# TEXHOJIOIHIA.

2. Hcnonp30BaHuE HECKOJIBKUX KOMMYTaTOpPOB. +
3. Hcnonp30BaHne HECKOJIBKUX MEXCETEBBIX IKPAHOB. +
4. Vcnonp30BaHue anmapaTHBIX CPEACTB Pa3HBIX MPOU3BOAUTENEH. +

1. Ilox 6e3onmacHOCTHLIO HHGOPMANMOHHOM CHCTEeMBbI IOHUMAETCS

1. 3amura OT HEABTOPM3OBAHHOIO NOCTYyHNa MIM MOAMGMKAIMH MHOOpMALUU BO | |
BpeMsi XpaHeHHsI, 00pabOTKU HIIH MEPECHUIKH.

2. 3ammTa OT OTKa3a B 00CTy)KNBaHUHU 3aKOHHBIX MOJIb30BaTENICH. +
3. Mepbl, HEOOXOAUMBIE ISl OTIPEIeNICHNUs], TOKYMEHTUPOBAHUS U YUeTa yrpo3. +
4. OTtcyTcTBHE BBIXO/1a B UHTEPHET.

2. Puck - 3To

1. BeposTHOCTB TOTO, YTO KOHKPETHAS aTaka OyJeT OCYIIEeCTBIIEHA C MCIIONb30BaHUEM | |
KOHKPETHOH YSI3BUMOCTH.

2. HeB0o3MOXHOCTB JIMKBHUPOBATH BCE YSA3BUMOCTH B MH(OPMAIIMOHHON CUCTEME.

3. HeB03MOXHOCTH UCTIPaBUTH BCE OMIMOKH B IPOrPaMMHOM O0ECIICUCHUH.

4. BepOﬂTHOCTL TOT'0, YTO B CUCTEMC OCTAJIMCh HCU3BECTHBIC YA3BUMOCTHU.

3. OcHOBHbIE KJIACCHI aTaK HA NepeJaBaeMble 10 CeTH JAHHbIe
1. AKTHBHas M aCCHUBHAs. +
2. Buanmas u HeBunuMas.
3. VY naneHHast ¥ JOKaJIbHasl.
4, BHemrHss u BHyTpeHHSIS.

1. TIloa reply-arakoii nonumaercst

1. Mopaudukamus nepegaBaeMoro COOOIMICHs.

2. [ToBTOpHOE MCTIONB30BaHIE HAPYIIUTEIEM [IEPEXBAYCHHOTO paHee COOOIICHNUS. +

3. HeBo3MOXHOCTH TMOJYUCHUS CEPBHCA 3aKOHHBIM I1OJIB30BATCIJIEM.

4, IIpocMoTp mepenaBaeMoro CooOIIeHMSI.

2. HOBTOpHOC HCIOJb30BAHHUE NMEPEXBAYCHHOI'0 paHee CcOoO00IIeHNsl Ha3bIBaeTCs

1. DoS-arakoii.

2. Replay-arakoii. +
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3. DDoS-arakoii.
4. Araxoii «man-in-the-middle».

3. YTo He OTHOCUTCS K replay-atake

1. TloBTOpPHOE MCHOJBK30BAHNE HAPYIINTENIEM IIEPEXBAUEHHOTO paHee COOOIICHNS.
2. W3meHeHne nepenaBaeMblX JAHHBIX. +
3. BrinonHenue He3aKOHHOTO MPOHUKHOBEHUS B CUCTEMY. +
4. [IpocMmoTp mepegaBaeMBbIX JaHHBIX. +

7. 1. ITox DoS-aTakoii moHuMaercs

1. Mopaudukamus nepeaaBacMoro COOOIICHHS.
2. [ToBTOpHOE UCIIONBE30BaHIE HAPYITUTEIEM MIEPEXBAYCHHOTO paHee COOOIICHUS.
3. HeB03MOXHOCTE AOCTyIa B CHCTEMY 3aKOHHBIM ITOJIE30BATCIICM.
4. HeB03MOXKHOCTh MOTYUYEHHS CEpBUCA 3aKOHHBIM MOJIb30BATEIIEM. +
2. HeB03MOKHOCTH MOJIyUeHHs CEPBHCA 3AKOHHBIM MO0JIb30BaTe/eM HA3bIBAETCS

1. DoS-arakoii. +
2. Replay-arakoii.
3. ITaccuBHO#1 aTakoi.
4. Arakoii «man-in-the-middle.
3. Yro He oTHOCHTCA K DoS-aTake

1. BrInmomHEeHNE HE3AKOHHOTO IPOHUKHOBEHUS B CHCTEMY. +
2. Onpenenenye TOMoJIOIMH CETH. +
3. [NombITKa McYepaTh KaKue-TH00 Pecypchl Ha [IEIeBOI CUCTEME.

4. TlompITka MOHOMIOJU3UPOBATH CETEBOE COEAMHEHUE.
8. 1. Artaka «man in the middle» siBasierca

1. IIaccuBHoii.
2. AKTHBHOM. +
3. Bugumoii.
4. MoskeT OBITh KaKk aKTHBHOM, TaK M MTACCUBHOM.
2. YT10 He OTHOCHUTCH K aTake «man in the middle»

1. BrImomHEHNE HE3AKOHHOTO IPOHUKHOBEHUS B CHCTEMY. +
2. [IpocMoTp mepegaBaeMbIX JaHHBIX. +
3. H3meHeHne nepeaBaeMbIX JaHHBIX.
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Hcuepnanue pecypcoB Ha 1IeJI€BOM CUCTEME.

+

Mopuduxkanus nepegaBaeMoro coo01eHus Ha3bIBaeTCs

1. DoS-arakoii.

Replay-arakoii.

IlaccuBHOM aTakoii.

Artakoi «man in the middle».

1. ArTaka Ha3pIBaeTcCsl NACCHUBHOI, eCJIH

1. OnmoHeHT He MMEET BO3MOXHOCTH MOAUDHUIIMPOBATE MIEpeIaBaeMble COOOIIIEHHS
M BCTaBISTh B MH()OPMAIMOHHBIN KaHAT MEKAY OTIPABHTENIEM U IMOJydaTeseM
CBOH COOOILIEHUS.

ONIOHEeHT HE aHAIN3UPYET NepeXBaueHHbIE COOOIICHNUS.

ONmnoHEHT He npeanojara€T NpoOHUKHOBCHUC B CUCTEMY.

4. OnmoHeHT HE HCHOJb3yeT HUKAKUX HWHCTPYMEHTAJBbHBIX CPEICTB IUIs
BBITIOJIHEHYSI aTaKHU.

YT0 He OTHOCHTCH K MACCUBHOM aTake

1. H3meHeHue nepenaBacMbIX JTaHHBIX.

IIpocMoTp nepenaBaeMbIX JaHHBIX.

BrmmonHeHne HE3aKOHHOTO MNPOHUKHOBCHUS B CUCTEMY.

N3y4yeHue TONoI0ruu CeTu.

AKTHBHO# Ha3bIBaeTcsl Takasi aTaka, pu KOTOPOii

1. OnmoHEHT UMEET BO3MOXKHOCTh MO,I[I/I(l)I/II_[I/IPOBaTB nepeiaBacmMbiC COO6H.[€HI/I$I.

OnmnoHeHT HCIIOJIBb3YET Kakoe-1100 HUHCTPYMCHTAJIbHOC CPCACTBO.

ONmnoHEHT UMEET BO3MOXKHOCTh BCTABJISATH CBOU COO6H_ICHI/ISI.

OnmnoHeHT AHAJIM3UPYCT NCPCXBAYCHHDBIC COO6H.ICHI/I$I.

10.

1. ArTaka cCKAaHMPOBAaHMA SIBJISIETCH PA3HOBUAHOCTBIO

1. TlaccuBHOM aTaku.

AXTUBHOM aTaKW.

3aKOHHOM aTaKH.

HeBunnmoii aTaku.

ATaku CKAaHHPOBAHUSA MOTI'YT ONPEACTATH

1. Tormosoruro 1eneBou ceTH.

Tumns! ceTeBoro Tpaguka, MPOMyCcKaeMble MEKCETEBBIM HKPAHOM.

OHepaHHOHHBIe CHUCTEMBI, KOTOPBIC BBIMIOJIHAKOTCA Ha XOCTaX.
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4. ITO cepBepa, KOTOPOE BBITIOIHIETCS HA XOCTaX. +
3. Howmepa Bepcwuit 1t Bcero o6Hapysxennoro I10. +
3. CkaHnpoBaHue ceTH

1. Bcerna siBageTcst aTakomu.

2. He sBnsgercs aTakoi.

3. SIBnsieTcst M aTakoi — onpezesseTcs NOIUTHKOM Oe301acHOCTH. +

4. SIBmsercs MU aTaKko# — OTpeAessieTCs] HACTPOMKAMH MEKCETEBOTO dKpaHa.

11. 1. ATaku CKAaHUPOBaHUSA

1. MoryT BBHINOIHATECA TEMH K€ HHCTPYMEHTAIbHBEIMHM CPEICTBAMH, KOTOPBIE | |
UCTIONB3YIOTCS 3aKOHHBIMY MONCKOBBIMH CHCTEMaMH B HHTEPHETE.

2. Z[OJ'DKHLI BBITIOJIHATHCA CICIUAJIbHBIMU MHCTPYMEHTAJIbHBIMU CPEICTBAMU.

3. MoryTr BBINOJNHATBCS TEMH K€ HHCTPYMEHTAIBHBIMM CPEICTBAMHU, KOTOPBIE
HCIOJIB3YIOT MEXCETEBbIE 3KPAHBI.

4. MoryT BBINONHATECS TEMHU K€ MHCTPYMEHTAJIbHBIMHU CPEJCTBAMHU, KOTOPHIE
HCIOJIB3YIOT MaplIPYTU3aTOPBIL.

2. YTo He OTHOCUTCS K aTaKe CKAHUPOBAHUSA
1. BrinosiHeHHE HE3aKOHHOTO IMPOHUKHOBECHUSA B CUCTEMY. +
2. Omnpenenenne Bepcuil yctanosnenHoro [10.
3. OmnpeneneHrne HOMEPOB OTKPHITHIX TIOPTOB.
4, Omnpenenenne TOMOJIOTHH CETH.
3. YTo He OTHOCUTCSI K aKTHMBHOIi aTake

1. MHN3mencHue nepeaaBacMbIX JaHHBIX.

2. ITpocMoTp nepenaBaeMbIX JaHHBIX. +
3. W3y4eHne TOIONOTHHU CETH. +
4. Onpenenenue Bepcuil ycranosnenHoro [10. +
12. 1. PasnoBuanoctu DoS-arak

1. DoS-araku mKBaJbHOH 3KCIITyaTalllu. +
2. DoS-araku HaBOTHEHMUS. +
3. DoS-aTaxu, ncnons3yromnue pecypcsl 3apaHee B3IOMaHHBIX KOMIIBIOTEPOB.
4. DoS-aTaxu mpOHUKHOBEHUS.
2. DoS-araku mIKBaJIbHON IKCIITyaTAUH

T

1. TIpuBOAAT K UCUEPIAHUIO PECYPCOB Ha LIEJICBON CHCTEME.

2. IIpuBOASAT K HCUEPTIAHUIO PECYPCOB aTAKYHOIIETO.
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1. TlpuBozdT K 3amycKy BCeX MPOrpaMM, yCTAHOBJICHHBIX Ha IIEJIEBOM CHCTEME.

2. IIpuBOAAT K OTKPBITHIO BCEX ITOPTOB Ha LIEIEBOM cucTeMeE.
3. IIpu DoS-arakax HaBOAHEHUS
1. ATakyromuil NONBITAETCS MOHOIOJIU3UPOBATH CETEBOE COEAMHEHUE C LIEJIEBOI
CUCTEMOH.
2. ATaKyIOLIUI MONBITAETCS BBINOJIHUTh HECAHKIIMOHUPOBAHHBIN 1OCTYII B CUCTEMY.
3. ATaKyIOITNHA MOIBITACTCS NCUEPIATh KaKue-THO0 PecypCHl B IIENICBOH CHCTEME.
4. ATaKyoUuii MeITaeTCA NOIYYUTh HECKOIBKO BAPUAHTOB IOCTYIIA B CUCTEMY.
13. 1. KonpuaeHunajibHOCTb — 3TO
1. HeB03MOXHOCTh HECAaHKIIMOHHUPOBAHHOT'O U3MEHEHUS TaHHBIX.
2. HeB03MOXHOCTh HECAHKIIMOHUPOBAHHOTO IPOCMOTPA JAHHBIX.
3. HeBo3M0OXHOCTh HECAHKITHOHUPOBAHHOTO BBITIOJIHEHNUS IIPOTPaMM.
4. HeB03MOXKHOCTh HECAHKIIMOHUPOBAHHOTO IOCTYIIA K JAHHBIM.
2. CepBuc, KOTOpbIH o0ecneyuBaeT HEBO3MOKHOCTh HECAHKUMOHHUPOBAHHOIO
NMPOCMOTPA JaHHBIX, HA3bIBAETCS
1. AyreHTuduKanuen.
2. IlenoctHOCTEIO.
3. HenocrynHocTtsio.
4. KoH(uaeHIHAIBHOCTEIO.
3. YTo U3 nepeyrcJeHHOro OTHOCUTCS K cepBHCcaM 0e30MacHOCTH
1.  ANropuTMBI aCHMMETPHUYHOTO IIU(PPOBAHHMS.
2. ObecnieueHne 1EIOCTHOCTH.
3. Oo0ecrnieueHne KOHGHICHINATLHOCTH.
4. AJNTOPUTMBI CHMMETPUYHOTO MIN(BPOBAHUSL.
14. 1. HenxocTHOCTH —3TO
1. HeB03MOXXHOCTh HECAaHKIIHOHHPOBAHHOTO MIPOCMOTPA HH(OPMAIIHH.
2. HeBo3M0oXHOCTh HECAHKITMOHHPOBAHHOTO M3MEHEH !SI HH(popMannm.
3. HeB03MOXHOCTh HECAHKIIMOHUPOBAHHOTO BBHIITOIHEHUS IPOTPAMM.
4. HeB03M0OXHOCTD HECAaHKIIMOHUPOBAHHOTO JIOCTYTIA K HH()OPMAIHIH.
2. CepBuc, KOTOpBIii o0ecrneyuBaeT HEBO3MOKHOCTh HECAHKIMOHHPOBAHHOIO

HU3MEHCHUA NAaHHBbIX, HA3BIBACTCHA

1.  AyreHTudUKaLUEH.

IlenocTHOCTEIO.
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3. JloCTYITHOCTBIO.
4. KonpuaeHnuansHOCTHIO.
3. JloCTYIHOCTH - 3TO

1. TapaHTHpOBaHHE TOTO, YTO ABTOPH30BAHHBIC MOJIB30BATEIN MOTYT UMETh JOCTYII

K MHQOPMAIMOHHBIM pECYpCaM, M TPM 3TOM obecreduBaeTcs Tpebyemas | T
MPOU3BOIUTENBEHOCTb.
2. TapaHTupoBaHWE TOro, 4YTO BCE IOJbH30BATEIM MOTYT HWMETh JOCTYII
K MH(pOPMAIIMOHHBIM pECypCaM.
3. I'apanTrpoBanue TOro, 4YT0 MH(MOPMAIIOHHBIE PECYPCHI TOCTYIHBI 24 Yaca B CyTKH, 7
JIHEH B HEJEIIO.
4. I'apanTpoBaHue TOro, 4TO NHPOPMAIMOHHBIE PECYPCHI MOTYT OBITh H3MEHEHBI JTF0OBIM
MOJIE30BATEIIEM.
15. 1. AyreHTuduxanus — 310
1. HeB03MOXHOCTh HECAHKIIHOHMPOBAHHOTO JIOCTYIA K JIaHHBIM.
2. IloareepxaeHre TOro, yro HMHGOpMANMs IONYYeHa M3 3aKOHHOTO MCTOYHHKA H |
MOJIyJaTeNneM SBIISETCS TOT, KTO HYXHO.
3. HeBo3MOXHOCTh HECAHKITHOHUPOBAHHOTO IPOCMOTPa HH(YOPMALIUH.
4. HeB03M0OXHOCTh HECAHKIIMOHUPOBAHHOW MOAU(PHUKALNH UHQOPMALIUH.
2. CepBuC, KOTOpPBI rapaHTupyer, 4To HH(OpMaunus NOJy4YeHa M3 3aKOHHOIO
HCTOYHHKA U MoJy4yaTe]eM SIBJIsIeTCS TOT, KTO HY’KHO, Ha3bIBaeTcsl
1.  AyreHTuduKanuen. +
2. IlenoctHOCTEIO.
3. KonpuaeHnmansHOCTHIO.

1. JlocTymHOCTBIO.

3. ABTOpH3aLMA - ITO

1. Cepsuc, KOTOpBI oOmnpefenseT IpaBa M pPa3pelICHHS, NPENOCTABISAEMBIE | |
MHAWBUAYYMY (WM TIpoLiecCy) B 00ecredrBaeT BO3MOKHOCTD JOCTYIIA K PECypCy.

2. HOI[TBep)KI[eHI/Ie TOTO, YTO I/IH(bOpMaLII/ISI MoJIydyeHa H3 3aKOHHOTO HCTOYHHKA U
TMOJY4YaTeIeM SABJIACTCA TOT, KTO HYKHO.

3. HeB0o3MOXHOCTh HECAHKIIMOHUPOBAHHOW MOJU(UKALNKE HHQOPMALIUH.
4. HeB0o3MOXHOCTh HECAHKIIHOHUPOBAHHOT'O IIPOCMOTpa HH(OpMaLny.
16. 1. Hnpentuduxanus — 31O

1. CepBI/IC, C IOMOIIBIO  KOTOPOro YKa3bIBalOTCA  YHHUKaAJIbHBIC anI/I6yTI)I +
HOHLBOBaTeJ’ICﬁ, MO3BOJIOIINE OTJIINYATh IOJIb30BaTelIeit APYT OT Apyra.

2. CepBrc, € TIOMOINBIO KOTOPOTO IOJB30BATENb YKAa3bIBaeT CBOK  (paMmiIHiO
aJIMUHHUCTPATOPY.

3. Cepauc, ¢ MOMOIIBI0 KOTOPOTO MPHUKIIATHOM cepBep nepenaet croit [P-aapec.

4. Cepsuc, ¢ TIOMOIIs KOTOPOTO MOXKHO TIOJNyYUTh MOATBEPKACHUE, YTO WH(POpPMALHSA

IMOJIy4€Ha U3 3aKOHHOI'O UCTOYHHKA U MTOJIY4YaTCIEM ABJIACTCA TOT, KTO HYXKHO.
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2. J151 rapaHTHPOBaHMS BBITIOJIHEHHS CEPBUCOB 0€30MACHOCTH He00X0IUMO
1. Pa3paboTaTh HOJIUTHKY OE30MTaCHOCTH. +
2. PaccMotperTs cyliecTByloIe HOpMaTHBHBIE TPEOOBAHUS U aKThI. +
3. ObecneunTh 00yUeHNE COTPYAHUKOB, OTBETCTBEHHBIX 3a 1b. +
4. ObecnednTh OTCYTCTBHE TIOCTOPOHHUX JIMII B OPTaHU3AIHH.
3. OT4YeTHOCTH BKJIIOYaET
1. Coznanue v ayAUT CUCTEMHBIX JIOTOB. +
2. MOHHUTOPHHT CHCTEM U CETEBOTO TpadHKa. +
3. OOHapykeHHe TPOHUKHOBEHUI. +
4. OunpTpoBaHUE HEXKENATEIBHOTO Tpaduka.
17. 1. AHaJM3 PUCKOB BKJIIOYAET
1. VpenTnduxauuio u NpuOpUTE3aLHI0 HHGOPMALMOHHBIX aKTHBOB. +
2. WneHTnuKanmio 1 KaTeropu3alyio yrpo3 3TUM aKTHBaM. +
3. [Ipuopuresanuto puckos. +
4. WnenTndukannio mocTOpOHHUX JIMI] B OPraHU3alHy.
2. Bo3mo:kHbIe cTpaTeruu ynpasJjeHUusl pUCKaAMU
1. IIpuHATH pHCK. +
2. VMEHBIINTE PUCK. +
3. Ilepenath puck. +
4. U306e%aTh pHCK. +
3. B cayyae npuHATHS PUCKA HEOOXOAUMO
1. KmeTh MOMHOE NpPEACTABIECHHE O MNOTCHUHUANBHBIX YTPO3aX M YA3BHMOCTSAX IJIA |
nH(OpPMAMOHHBIX aKTHBOB.
2. He noaxirouaTh ceTh OpraHu3aliii K HHTEPHETY.
3. 3aKpbITh BCE OPTHI B CUCTEME.
4. He xpannTsb B cucteme BaxxHbIe HHYOPMAIIOHHBIE PECYPCHI.
18. 1. Tlox yrpo3oii nonumMaetcsi
1. Jlroboe coObITHE, KOTOPOE MOKET HMMETh HEKeaTeNbHbIE MOCIHEACTBUA I |
OpTaHHU3aIIH.
2. [TpucyTcTBUE NOCTOPOHHUX JIMI B OPraHU3allUH.
3. Hannane 60bI10T0 YKCIIa OTKPBITHIX TOPTOB B CHCTEME.
4. Hanmmuue 6onpmoro konudectsa [10, ycTaHOBICHHOTO Ha KaXKI0W CUCTEME.
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2. IIpumepsI yrpo3
1. Bo3MOXHOCTH packpbITUsl, MOAM(UKAIMK, YHHYTOXKCHUS HHPOPMAIMOHHBIX
AKTHBOB.
2. HeB0o3MOXHOCTB NCTIONIB30BAaHMS HH(POPMAMOHHBIX aKTHBOB.
3. [IponnkHOBeHNEe wiHM JT000€ HapymeHHEe (YHKIMOHHPOBAHUS HH()OPMAIOHHON
CHCTEMBI.
4. OTKpBITHINA NOPT B CUCTEME.
3. IIpumepamu ySI3BMMOCTEH SIBJISAIOTCS

1. Hamnuwme cmadsix mect B I10.

2. Hanuuwre cnaObIx MeCT B CETEBO# TOMOIOTHH.
3. Hannawe cnaOpIx MecT, CBSI3aHHBIX C YEIIOBEUECKUM (PaKTOPOM.
4. Hannare oTKpBITHIX TOPTOB B CHCTEME.
19. 1. Y4yacTHHUKaMU ayTeHTU(PUKALHOHHOTO NpoLecca MOryT ObITh
1. Tlomb3oBaTenu.
2. MapupyTuzaTopsl.
3. MexceTeBble SKpaHbI.
4. [Tapomnu.
2. HNnenTuduxanus noJib30BaTelisi 4aeT BO3MOKHOCTh BbIYUCIUTEIBHOH cucTeMe
1.  OTnMyaTh OJHOTO MOJIL30BATENS OT APYTOTO.
2. T'apaHTUpPOBATh, YTO MOJH30BATEIb SBSICTCS TEM, 3a KOT'O OH Ce0s1 BBIAAET.
3. O0becnieuynTh KOPPEKTHOE YIPABICHUE TOCTYIIOM.
4. TapaHTHpOBaTh OTCYTCTBHE HECAHKIIMOHUPOBAHHOTO JOCTYTIA.
3. Tepmun cymHocTh (entity) wyacTro Jiyylle MOAXOAMT /I 0003HAYEHUS
npeabIBUTEIS] HIeHTHPUKALUH, YeM TEPMHUH M0JIb30BaTeIb, TAK KAK
1. VYyacTHuKamMH ayTeHTH()UKAUOHHOTO TIpOIecCa MOTYT OBITh HE TOJBKO
MIOJI30BATEIH, HO M IPOTPAMMEI U allliapaTHbIE YCTPOWCTBA.
2. VYdacTHHUKaMH ayTeHTU(PHUKAIIMOHHOTO TIpoIiecca SBISIOTCS HE IOJB30BATENH, a
MIPUKIIATHBIC CepBepa.
3. YuacTHUKaMUA ayTCHTU(HUKAIIMOHHOTO TMpOoIecca SIBJIAIOTCS HE IMOJb30BATEIH, a
MEXCETEBbBIE IKPAHBI.
4, YyacTHUKaMH ayTeHTU()UKAIIMOHHOTO TMpoIlecca SBISIIOTCS HE TOJb30BaTENH, a
arrapaTHble YCTpOICTBa.
20. 1. B kadecTBe ayTeHTH()MKALMH M0JIb30BaTe/I MOTYT HCIOJIb30BATHCS

1. Tlapomm.

2. Hudpossie cepTuduKaTHI
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3. BuomeTpuyecKkne IapaMeTpsl. +
4. daMunus Nonab30BaTeNs.
2. MHorodgakropHast ayrTeHTHQUKALUA 03HAYAET

1.  AyrentuHUMpyeMOH  CTOPOHE  HEOOXOAMMO  NPENOCTABUTH  HECKONBKO |
[apaMeTpOB, YTOOBI yCTAHOBHUTH TPEOYEMBIH YPOBEHB 1OBEPHSI.

2. AyTteHTH(]HKAIIA HE MOXKET BBIOIHATHCS € TIOMOIIBIO MApOJIsL.

3. AyTeHTH(HKALNS TOJKHA BRITOTHATHCSA TPEThEH JOBEPEHHONW CTOPOHOM.

4. AyTeHTHU(]UKAIMS JOJKHA BBIOIHITHCS C UCIOJIb30BAaHUEM CMapT-KapThl.

3. IenTpanu3oBaHHoOe ylpaBJieHHe HIeHTUPUKANNOHHBIMHU U

ayTeHTH(PMKANMOHHBIMH JaHHBIMH MMeeT cJieyIolHe MpeuMyInecTBa

1. Jlerkoe aqMHHUCTPHPOBAHHE. +
2. B03MOXHOCTB HCIIOIb30BaHUSI MHOTO()AKTOPHOH ayTeHTU()HKAIINHL.
3. B03M0OXHOCTB UCTIONB30BaHUS IIU(PPOBBIX MOAMKICEH.

4. BO03MOXHOCTb UCTIOJIB30BAHUS TPETHEH TOBEPEHHON CTOPOHBI.

21. 1. ¥YmnpasiieHue A0CTYNIOM HJIH ABTOPU3aLMsl 03HAYAET
1. Ompenenenue mpas U pa3pelIeHUH M0Ib30BaTeNeH 10 JOCTYITy K pecypcam. +
2. I'apanTHpoBaHME TOTO, YTO MOIH30BATEINb SBISETCS TEM, 32 KOTO OH Ce0sl BEIJACT.
3. lapanTupoBaHue TOro, YTO MOJb30BaTeNdb oOpamiaercss K TpedyeMoMmy pecypcy
(cepsepy).
4. HeB03MOXKHOCTh HECAHKIIMOHUPOBAHHOTO IIPOCMOTPA U U3MEHEHUS JAHHBIX.
2. OcHOBHbIE KOMIIOHEHTHI YIPABJIEHHS IOCTYIIOM
1. CyObeKTHL +
2. OOBEKTHI HITH PECYPCHI. +
3. Paspemenus (IpUBMIIETHN). +
4. MapuipyTuzaTopsl.
3. B cucremax ynpasiieHUs! 0CTYIOM Cy0beKTOM MOXeT ObITh
1. Tlomb30BaTens. *
2. AnnapartHoe yCTpoiCTBO. +
3. IIpouecc OC. +
4. TIpuKiagHas cHCTeMA. +
22. 1. B cucremax ynpapjeHHUs 10CTYNIOM 00bEKTOM MOKeT ObITh
1. aiin. +
2. JIro0oii ceTeBO pecypc, K KOTOPOMY CYOBEKT XOUET MOTYIUTh JOCTYII. +
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3. AnmapaTHoe yCTpoicTBO. +
4. IlpukiagHas cucrema. +
2. IIpu ynpaBjeHMH JOCTYIIOM HA YPOBHe (pDaiJIOBO#i cHCTeMbl JJIsl pa3rpaHUYeHust
AOCTYIIA HCIOJb3YIOTCH
1. Crucku ynpasienus gocrynoM (Access Control List — ACL). +
2. [IpaBuia GpUIBTPOBAHMS MEKCETEBOTO IKpaHa.
3. B/1 moauTnk 6€30MacHOCTH.
4. Craruueckre MapupyThl.
3. IIpu ynpasJieHHe JAOCTYIIOM Ha CeTeBOM YPOBHe /UIS pPa3rpaHU4YeHusi Tpapuka
HCIO0JIL3YIOTCS
1. MapupyTH3aTopsL. +
2. MexceTeBble SKpaHbI. +
3. KommyTatopsl.
4. Be6-cepaepa.
23. 1. TapanTMpoBaHHMe JOCTYHNHOCTH HpeANOJaraer
1. OmpeneneHre ToUeK BO3MOXKHOTO ¢OOS U JIUKBUAAINS STUX TOUEK. +
2. OmnpeneneHre KpUTHUECKH BaKHBIX YCTPOUCTB. +
3. OmpeneneHne KPUTHUECKH BaKHBIX CEPBHCOB. +
4, Omnpenenenne CIUCKOB YIIPABICHUS JOCTYIIOM.
2. IIpu ynpapieHun KoHPUrypanusiMm Heo0X0AUMO o0ecleuuTh cieaylolee
1. Perymsapuoe obHOBICeHHKE [10. +
2. YnpasieHne H3MEHEHHSIMH. +
3. Or1eHKa COCTOSHUS CeTeBOH 6€30IacHOCTH. +
4. PerynspHoe n3MeHeHNe NpaBuil QUIBTPOBAHMS.
3. IIpy  BO3HMKHOBEHMM  WHIMIEHTa, CBSI3aHHOI0 ¢  WH(OPMAIMOHHOI
0e30MmacHOCThI0, caMoe IJIaBHOe, YTO He00X0AUMO NMeTh (0/IMH 0TBET)
1. DddexTHBHBIC CIIOCOOBI €r0 PACIO3HABAHHMS. +
2. OddexTuBHBIE CITOCOOBI TPETOTBPAIIICHHS TOCIEAYIOMNX HHIIUIECHTOB.
3. D dexTrBHBIE CIOCOOBI N3MEHEHHS PaBHJI GUIIBTPOBaHUS TpadHKa.
4, OddexTuBHBIC CITOCOOBI CO3TAHUS JIOTOB.
24. 1. Hcnoab3oBaHue TpeTheii 10BEPEHHOI CTOPOHBI HEOOXOIUMO JIJIs1
1. PacmpeneneHus MeXIy AByMs yJaCTHUKAMH CEKPETHOH MH(pOpPMAILUH, KOTOpas He |
ctayia Obl JOCTYITHA OMIIOHEHTY.
T

2. Pewenust criopoB Mex1y AByMs y4aCTHUKAMH.
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3. Cosznmanus 3am@poBaHHBIX TYHHEIICH.

4. W3menenus npaBui GUIBTPOBaHUS TpadHKa.

2. Yro u3 NEePeYUCJICHHOIr0 OTHOCUTCH K MEXaHU3MaM 0€30IacHOCTH

1. Xom-(yHKuun. +

2. IlemocTHOCTL COOOIICHHUS.

3. AJNTOPUTMBI CHMMETPUYHOTO MIN(PPOBAHUSL. +

4. AyTteHTH(UKAINSI COOOIICHNS.

3. YTo U3 mepevHcIeHHOr0 He OTHOCHTCS K MeXaHH3MaM 0e30MacHOCTH

1. Xsm-¢pyHKimu.

2. I{en0CTHOCTEL COOOLIEHNS. +

3. AJNTOPUTMBI CHMMETPHYHOTO IH(PPOBAHHS.

4, AyteHTU(UKAIHS COOOIICHHUS. +

1. AaropurMbl CHMMETPUYHOT0 M (PPOBAHUA
1. B aaropurMax CMMMEeTPHYHOr0 HIM(PPOBAHHS CEKPETHBIM JI0JI:KEH ObITH

1. Kiou. *
2. Beck anroputm cuMMETpUYHOTO HIM(POBAHUSL.

3. TlapameTpbl BBIIOJHEHHS aIrOPUTMA CHMMETPHYIHOTO [IH(PPOBAHUSL.
4. OTenbHBIC 3JIEMEHTHI aITOPUTMa CHMMETPHUYHOTO IUPPOBaHus (Takue Kak S-box).
2. Kpunrorpaguueckasi cucreMa Ha3bIBaeTcsi CHMMETPHYHOM, IOTOMY 4TO

1. Uludpyemsiii 610K pa3drBaeTCs Ha MOJ0IOKHA OJANHAKOBOM JUTHHBI.
2. Hns mmdpoBanuss u pacmmpoBaHHsS HCHOJIB3YIOTCS OJUHAKOBBIE WM JIETKO | 4
BBIBOJIMMBIE OJIMH U3 IPYTOT0 KITFOUH.
3. ANTOPUTM HCHONB3yeT IUKIMYECKH IOBTOPSIOIIMECS OIEpalny, Ha3bIBaeMble
payHIamH.
4. ANTOPUTM UCTIONB3YET MOAKIIOYN OJJUHAKOBON JJTMHBI.
3. 3aBucMMOCTBL MKy KJII0YaMu UGpPoBaHus U paciuppoBaHus B aIropuTMax
CHMMETPHUYHOI0 N (POBaHUS T0JKHA OBITH CiIeyIomei

1. Kiroun mmdpoBanus 1 paciudpoBaHus T0DKHBI B TOYHOCTH COBIAATh. +
2. Kimtou pacimmdpoBanus JOIKEH JIETKO NOIy4aThCsl U3 KIoua IH(poBaHusl. +
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3. Mexny kimrodamu MAppoBaHUs W pacmudpoBaHUS HE MOHKHO OBITh HHUKAKOM
3aBUCHMOCTH.
4. Kitoun wmudpoBanus u pacumppoBaHusi CBs3aHbl (GOPMYJIOi, HO U3 KIHOYa
b POBaHUSL JOHKHO OBITH BEIYMCIUTEIBHO TPY/IHO HANTH KITFOY paciiippoBaHHs.
1. Ha BX0a aJropuT™My CHMMETPHYHOIO IIM(PPOBAHHUS MOAAETCS

1. Kirou. +
2. Hcxomroe HezammbpoBaHHOE COOOIICHHE. +
3. [TapamMeTpsl BBIMIOTHCHUS AITOPUTMA.
4. Teky1ue 1aTa 1 Bpemsi.
2. BbIX0/10M aJIrOPUTMa CHMMETPUYHOT0 IH(PPOBAHUS SIBJISETCS

1. 3ammppoBanHOE COOOIIEHHE. +
2. Kittou.
3. Teky1ue 1aTa ¥ Bpemsl.
4. [TapameTpbl OKpY>KEHUS, B KOTOPOM BBITTOJIHSIICS alITOPUTM.
3. AJITOPUTM CMMMETPHUYHOTO IH(pPoBaHUS 0003HAYAETCS

1. C=EK][P]. +
2. Y =F (X).
3. X=F-1(Y).

4. Y =FK (X).

1. TIpu MCOJIL30BAHUHU AJTOPHUTMOB CHMMETPHYHOI0 KU (PPOBAHUS 1EJIbIO
MPOTHBHHKA SIBJISIETCS

1. VY3uars kiou. +
2. VY3HaTh napoJsib MOJIb30BATEIIS.
3. V3HATh MCIOJIB3YEMBII AITOPUTM.
4. Y3Hath Aaty U Bpems muppoBaHusl.
2. Ilpu HMCMOJBL30BAHUU AJITOPHTMOB CHMMETPHYHOr0 MIH(PPOBAHUSA LEIbIO
MPOTHBHHUKA SIBJISAETCS

1. VY3Hare ucxomHoe COOOIICHHE. +
2. V3Hath 3amu(poBaHHOE COOOIICHHUE.
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3. V3HaTh Napoib cepBepa.
4. VY3HaTh napamMeTpbl OKPY)KEHHUSI, B KOTOPOM BBITIOJTHSIICS aJITOPHTM.
3. AJITOPUTM CHMMETPUYHOT0 U (POBaHUS HA3BLIBAETCSH 0JI0YHBIM, €CJIH

1. Anropurtm ocrnoBaH Ha cetu Defimrrens.
2. Jns mnpoBaHust UCXOAHBIN TEKCT pa30uUBaeTCs Ha OJIOKU (UKCUPOBAHHOMW JITHHBI. +
3. B anroputMme UCmonb3yroTes S-box.
4. B anroputMe HCHOIB3YIOTCS MUKITHISCKH MOBTOPSIIOIIUECS OTIEPAIIUH.

1. B aaropuTMax CHMMETPHYHOIO IH(PPOBAHHUS MCHOJBL3YIOTCH TOJbKO
cjeayiolue onepanuu

1. Omeparuu nmepecTaHOBKH U CIBHTA.
2. S-box — i GUTOB 3aMEHSIOTCSI Ha j OUTOB.
3. JIroOble U3 MEePEUNCIICHHBIX BBIIIE ONIEPALIHii, & TAK)KE MHOTHE JIPyTHE. +

4. Tlo6urosoe nckimouaromee win (XOR)
2. B anropurmax cumMeTpruyHOro mmupposanus S-box Ha3piBaercs

1. LIMKIMYECKHil CABHT HA EPEMEHHOE YUCIIO OUTOB.
2. TabnuuHas oJICTAaHOBKA, IPU KOTOPO#i rpyIina OUTOB 0TOOpaXkaeTcs B APYTYIO TPYIIY | +
OHTOB.
3. [MepeynopsimounBanue OUTOB BO BCEM OJIOKE.
4. Crnoxxenue o moay:o 2 (XOR) 6utoB HEOOIBIIOTO OJI0KA € MTOAKITIOYOM.
3. [ukinyeckoe TOBTOPeHHEe ONepaludii B  aJrOpuTME CHMMETPHYHOIO
M (ppoBaHusi Ha3bIBACTCHA

1. Paymmammu. +
2. brokamu.
3. Certbio Deitmrens.
4. CUMMETPHYHBIM aJITOPUTMOM.

1. Kawuy, ucnoab3yemMplii B KaxI0M payHjie ajJropurMa CHMMETPHYHOIO
1 (ppoBaHNs, HA3bIBACTCS

1. Tloaxmo4om. *

2. Kirouom paynna. +
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3. Kirouom ceccun.

4. Macrep-KIruoM.
2. C yBesinyeHHEeM KOJIHYeCTBA PAYHIOB CTOHKOCTH aJITOPUTMA

1. VYBenuumBaercs. +
2. YMeHbInaercs.
3. VYBenumunBaeTcs MPONOPIHOHATBHO YBEIIMUCHNIO KOINYECTBA PayH/IOB.
4. He usmensiercs.
3. Jasi  yBeqMYeHMsI CTOHKOCTH aJroOpurMa CHMMETPMYHOIO IIM(POBAHMS
KOJIMYECTBO PAYH/IOB CJIeAyeT

1. VMeHbIIHTS.
2. VBeIUYHTb. +
3. V IBOUTE.
4, [epeynopsi0YmTh.

1. Tlaardopmbl, Ha KOTOPHIX MOIYT HCHOJb30BATHCS  AJITOPUTMBI
CMMMEeTPUYHOr0 uppoBaHus

1. Mormnbie cepBepa. +
2. ITonp30BaTenbcKue paboYre CTAHIHH. +

3. VYcrpoiicTBa, copepiKalie BCTPOSHHBIE MUKPOKOHTPOJIIIEPHIL. +
4. CMapTQOHBL +
2. InatdopmMbl, HA KOTOPHIX MOTYT MCIOJb30BATHCSI AJITOPUTMBI CHMMETPHYHOTO
mmdpoBanus

1. HoyrtOykwu. +
2. Cmapr-KapThl. +
3. MapipyTH3aTopsl. +

4. HacrpauBaembie KOMMYTAaTOPbI. +
3. Peanuzauust airopuT™Ma CHMMETPHYHOTO IIU(POBAHUS MOKET ObITH

1. TIporpaMMHOI1, ¢ OTKPBITBIM KOJIOM. +
2. IIporpaMMHOH, C 3aKPBITBIM KOJIOM.

60




MI'Y numenun M.B. JlomoHOCOBa Pabouas mporpamma AMCHUIIIMHEL
«HdpopmanmonHas 6€30MaCHOCTD U 3alIUTa HHHOpMALUU»

3. AmnmnapaTtHoii. +
4. IIporpaMMHOM, TMLIEH3UPOBAHHON YITOJIHOMOYEHHBIM OPTaHOM.
1. Cerp ®eiimTesisi NIMPOKO HCHOJIB3YeTCs NMPU Pa3padoTKe aJrOpUTMOB
CHMMETPUYHOI0 K (POBAHMS, TOTOMY YTO
1. VYBenuuenue konmuecTBa payHaoB cetu Delnnresns MPUBOIUT K YBEIHUCHHUIO | 4
CTOMKOCTH aJropuT™Ma IU(PPOBAHUS.
2. s obparumoctu cetu Delitrens He TpedyeTcs 00paTuMOCTh 00pasyromeil QyHKIUHN | 4+
F.
3 Cetp DemTens T0CTATOYHO KOMITAKTHA ¥ IIPOCTA B peaTN3alIliu. +
4 Jdpyrux cmoco0oB peanu3allid JITOPUTMOB CHMMETPUYHOTO IMIM(POBAaHUA HE
CYILIECTBYET.
2. Cetpb DeiilTesst UMeET CJEAYIOUIYI0 CTPYKTYPY
1. BxojHO# GJIOK JAENUTCS HA HECKOJBKO PAaBHOM JJIMHBI MOAOIOKOB, HA3bIBAEMBIX | +
BETBSIMH.
2. Kaxxnast BeTBb 00pabaThiBaeTCs HE3aBUCUMO OT APYTOM. +
3. Kaxnas BeTBb 00pabaThIBacTCs 0 OJHOMY M TOMY XK€ alITOPUTMY.
4. [Tocne 0OpabOTKH KaXKAOH BETBU OCYHIECTBISACTCS LUKIMYESCKUN CIBUT BCEX BETBEU |
BJIEBO.
3. Iloa nIocKUM MPOCTPAHCTBOM KJIK0Yeil MOHUMAKOT
1. BO03MOXHOCTb HCIIOJIb30BaHHs JFOOON MOCIENIOBATEIBHOCTH OMTOB B KayecTBE |
KITI04a.
2. B03MOKHOCTB BBIUUCIATH KJIHOY U3 ABYX NapamMeTpoB X U Y.
3. B03MOKHOCTB MOTy4aTh K04 U3 001aCTH BHEIIHEH MaMsITH.
4. BO03MOXXHOCTb BBIYUCIISITH KJIFOY 0€3 MCIOIb30BaHMs [IAPAMETPOB, CBSI3aHHBIX CO
BpPEMEHEM.
1. KpunroaHaau3s —3To nmpouecc, Npu KOToOpoM
1. 3mas 3ammdpoBaHHOE CcOOOIICHHWE, TMBITAIOTCS Y3HATh He3amu(poBaHHOE |
coo01IeHue.
2. 3Has OfIHy WM HECKOJIbKO map (HesammppoBaHHOE cooOlIeHue, 3amuppOBaHHOE |
COOOIIIEHNE ), TTHITAIOTCS Y3HATH KITFOY.
3. M3menstoT nepegaBaeMoe 3ammu@poBaHHOE COOOIIECHNE.
4. [IerTaroTcst y3HaTh UCIOIB3yEMBIH alTOPUTM MIH(POBAHUSL.
2. Kpunrtorpaguueckasi cucreMa CYUTAeTCS BBIYUCIUTETBHO 0€30IIACHOI, ecJIH
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1. HeBo3moxHO pacmidpoBath cooOIIeHe 6e3 3HaHHs KITt0Ya IMUPPOBAHHUS.

2. Llena pacmmnpoBKU cooOIIeHHs OOIIbIIE [IEHBI CAMOTO COOOLICHUSI. +
3. Bpewmsi, HeoOxomumoe mns pacmmi@poBKH COOOIICHUS, OOJBIIE BPEMEHU JKU3HHU | 4
cooOIIeHus.
4. HeBo3moxxHO ompenenuTs K04 mu(pOBaHHS.
3. AJITOPUTM CUMMETPUYHOI0 M (PPOBAHUS MOKET MCIOJIb30BATHCS

1. Jns mmdpoBaHus JaHHBIX. +
2. Jns co3nanus ciydalHbIX YUCEIL. +
3. B kauecTBe anropuT™Ma X3IIMPOBAHHS. +
4, Jnst co3nanus g poOBOA MOITUCH.

1. OcHoBHble KpUTepHH, HCHOJb3yeMble NPH Pa3padOTKH aJrOPUTMOB
CHMMETPUYHOT0 uppoBanus

1. Anroput™m noypKeH UMETh pazmep 6sioka 64 wiu 128 our. +
2. ANTOPUTM JIOJKEH UMETh pa3Hble KIIOYH AJIS IUPPOBaHUS U pacinpoOBaHHS.
3. Hcnonb30BaTh MpOCThIE ONEpaIiu, KOTOpbie 3 (HEeKTUBHBI HA MHKPOIIPOIECCopax. +

4. JlomkHA OBITh BO3MOKHOCTH peajM3alliy alropuT™Ma Ha 8-GUTHOM IpoLeccope ¢ | 4
MUHHMAIBHBIMU TPEOOBAHMSIMU K TIAMSITH.

2. OcHOBHblEe KpPUTEpMHM, HCHOJb3yeMble TPH  Pa3padoTKH  aJroOpUMTMOB
CHMMETPHUYHOr0 M (ppoBaHUs

1. TIo BO3MOXHOCTH HE UMETh CIa0bIX KIHOYCH. +
2. ANTOpUTM JIOJDKEH MMETh MacIITaOUpyeMbIid K04 110 256 OuT. +
3. Kitrou pacimmdpoBanus He TOJHKSH BBIUUCISITHCS U3 KIH0Ya HTH(PPOBaHMSL.
4. Anroput™ pacmugpoBaHus 10JDKEH COBIAIATh C aITOPUTMOM IM(POBaHUSL.
3. Bei0epuTe npaBuiibHOE YTBEpKACHHE

1. B ocuose anropurma DES nexut cets Deimrres. +
2. B anropurme DES ucnons3syrorcst S-boxes. +
3. B anropurme DES ncnons3yercs yMHOXKEHHE 0 MOy 0 216 + 1.
4. Anroputm DES He sBiIsIeTCS UTEPAIIIOHHBIM.

1. Jauna karoua B anroputme DES paBua
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1. 56 6wur. +
2. 56 Gaiir.

3. 128 owr.
4. 256 6ur.
2. KonnuyectBo paynnos B anroputme DES paBHo

1. 1e. +
2. 24.
3. 32.

4. 256.
3. JuHa 6;10ka B anroputve DES paBaa

1. 64 owura. +
2. 128 outos.
3. 64 Gaiira.
4. 128 GaiiToB.

1. Tlpu pacmudpoBanuu DES noaxiiouu ucnoib3yoTcs

1. B ToM xe mopsiake, 4To U NpH MUPPOBAHHUH.

2. B oOpaTtHOM mopsi/ike OTHOCUTENBEHO MX UCTIONB30BAHMS IIPH IU(PPOBAHHY. +
3. B npou3BOIBEHOM TIOPSIIKE.
4. [Mopkiroun pacmmpoBaHus HE 3aBUCAT OT MOAKIIOYEH IU(PPOBAHHUS.
2. JABoitnoit DES He ncnoab3yercs, moromy 4ro
1. Henmocraro4Ha jiiHA KITFOYa.
2. CymiecTByeT aTaka «BCTpeYa MOCEPEeIUHEe», KOTOpas MO3BOJISICT CHU3UTh CTOMKOCTB | 4

anropuTMa 10 ctorkocTH nmpocroro DES.

3. CIUIIKOM CHJIBHO YBEJIMUUBAETCS CIOKHOCTH BBIYMCICHHM.

4. JlinHa Kiro4a CTaHOBUTCSI CIIUIIKOM OOJIBILIOM.

3. IIpnunHa Wenonb30BaHMs IBYX, a2 He Tpex kJiodedl B TpoitHom DES cocront B
TOM, YTO
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1. Tlpu ucmonb30BaHUM OBYX KIFOYEH OTCYTCTBYET aTaka «BCTpEYa IMOCEPEIMHE»,
MIPY KCTIONF30BAHUY TPEX KITIOUEH CYIIECTBYET aTaka «BCTpeda MOCEePe/IHE.
2. CTOWKOCTD anropuTMa He MOBBIIIACTCS MPU UCIOJIB30BAHUU TPEX KIOUEH BMECTO
JBYX.
3. IIpu ucnonb30BaHMM TPEX KIFOUEH 001Iast JTMHA KITtoda paBHa 168 OuTaMm, 9TO MOXET | +
noTpeOOoBaTh CYIECTBEHHO OONBIINX BRIYMCICHUHN TIPH €r0 paclpeaesiCHHH.
4. Tlpu WCHOIB30BAHUM TPEX KIOUCH CYIIECTBCHHO CHUXKACTCS CKOPOCTh
UG POBAHMUS.
1. B aaropurme T'OCT 28147
1. Pasmep S-boX IMOCTOSHHEIIA. +
2. Pa3smep S-box 3aBHCHT OT KITIOYA.
3. He ucnone3yrores S-box.
4, Pasmep S-box 3aBucuT OT HOMEpa payHa.
2. Pasmep S-box B anropurme FOCT 28147 paBen
1. 4 x4 6uros. +
2. 6 X 4 OUTOB.
3. 4 X 4 6aiTOoB.
4. 8 x 8 OUTOB.
3. Juna xkimoua B anroputme 'OCT 28147 paBna
1. 56 6utos.
2. 256 GUTOB. *
3. 56 GaiiToB.
4, 256 6aiiToB.
1. TlocjenoBaTeJbLHOCTD CAYyYAliHBIX YHCENT T0J3KHA ObITH
1. MOHOTOHHO BO3pacTaroIIEi.
2. Henpenckazyemoii. +
3. HmeTh paBHOMEpHOE pacIipe/iciieHuE. +
4. MOHOTOHHO YOBIBAOIICH.
2. Ciy4aiiHble YicIa HCIOJIB3YIOTCS B CeTeBOM 0e30IacHOCTH
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1. B cxemax B3aMMHOU ayTeHTH(HUKAIHH. +
2. B kayecTBe KJIt0Ya B AITOPUTMAX CHMMETPHYHOTO K (PPOBaHUSL. +
3. s onpeneneHys NocieA0BaTENbHOCTHU IEPEIaBAEMbIX COOOLICHUN B IPOTOKOJIAX.
4. s ompeneneHusl MOCIEAOBATEIbHOCTH OIEpaldii B aJrOPUTME CHMMETPUYHOTO
mudpoBaHUS.
3. CBOJCTBO CJIy4aiiHOCTH B MOCJI€10BATEJIBLHOCTH YK Ce/I 03HAYAET

1. PaBHOMepHOE pacrpezeneHue. +
2. HemnpenckasyemocTs. +
3. PaBHOMEpHOE BO3pacTaHue.

4. Wcnonp3oBaHUE anmapaTHBIX TEHEPATOPOB.

1. B kayecTBe reHepaTopa  ICEBIOCAYYAMHBIX  YHCEJ  MOMKET
HCI0JIb30BaThCs

1. AAroputM cuMMETpUYHOrO HIH(POBAHHUSI. +
2. JIt060i MaTeMaTHYECKHUI allrOPUTM.
3. Maremarndeckast GyHKIUS, HE UMEIOIIAsi OOpaTHOW QYHKIIUH.

4. Maremaruueckas GpyHKIUS, UMEIOIIAs 00paTHYIO0 HYHKIIHIO.
2. B renepartope ncesgocaydainbix yncea ANSI X9.17 ncnonb3yercs ajJaropuTm

1. DES.
2. TpoiHol DES ¢ aByMs KITro9aMy. +
3. TponHolt DES ¢ TpeMs kimrodamu.
4. AES.
3. Aaroputm Rijndael xapakTepu3yercs cjielyHOIUMH CBOHCTBAMH

1. Wwmeer nmuny 610ka 128 6uT. +
2. OcHoBaH Ha cetn Deitmrens.
3. Hcnone3yet S-box. +
4. KonmuecTtBo crnoeB B payHIe SBISETCS MapaMeTpoM ajroOpuTMa H  MOXKET
BapbUPOBATHCA.

1. Paszauunble pe:kuMbI IIH(PPOBAHUS MPeTHAZHAYEHDI JUISI TOTO, YTOOBI
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1. OGecmeunts BO3MOXHOCTH 00pabaThiBaTh COOOIIEHMS, JIMHA KOTOPHIX OOJIBIIE | 4
JUTHHBI 0JT0Ka mTHUdpOBaHUSL.

2. ObecneunTh BO3MOXHOCTH 00padaThiBaTh COOOIICHUSI MOPUHSIMU, MEHBIINMH, YeM |
JuTrHa O710Ka mH(poBaHUsL.

3. YBeIUuuTh CTOUKOCTD aJITOPUTMA.
4, Hcmonn30BaTh KITTOUW MH(GPOBAHUS Pa3HOHN JTITHHEI.
2. Pexxnm CBC B anropuTMax CHMMETPHMYHOI0 IM(POBAHUSA HCNOJb3YyeTC IS

TOI0, YTOOBI

1. OpmumnakoBele He3amM(POBAaHHbIE OIOKH IPEOOpPA3OBHIBAINCE B  Pa3IMUHBIE | 4
3amugppoBaHHbIE OJOKH.

2. He 65110 HEOOXOMUMOCTH pa30HMBaTh COOOIICHUE HA IIETI0€ YUCIIO OJIOKOB JOCTATOYHO
OOJIBIION IJTHHEI.

3. YBeINYNUTE CKOPOCTH IHN(POBAHUS.

4. Paznuunble He3amM(poOBaHHBIE OJOKA MPeOoOPa30OBLIBAIUCH B  OMHAKOBBIC
3amupoBaHHBIEC OJIOKH.

3. JonoHuTebHBINA NapaMeTp, Ha3blBaeMblii MHHUIUAJM3ALMOHHBIM BEKTOPOM
(IV), onpenesieH B pe:kume

1. ECB.
2. CBC. +
3. CFB.
4. OFB.

I. TIoTOKOOPHMEHTHPOBAHHOW TMepeAavyM JIyYllle BCEro COOTBETCTBYIOT
PeKUMBI AJITOPUTMOB CHMMETPUYHOT0 M (poBaHus

1. ECB.
2. CBC.
3. CFB. +
4. OFB. +
2. Ji1sl mepegavd KOPOTKHX COOOIIEHHWH JIy4llle BCEro COOTBETCTBYIOT PeKHMBI
AJITOPUTMOB CHMMETPUYHOT0 MM (POBAHUSA

1. ECB. "
2. CBC.
3. CFB.
4. OFB.
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3. Jlnst mepenayd GOJLUIMX COOOLIEHMIl JIydllleé BCEro COOTBETCTBYIOT PeKHMbI

aJrOPUTMOB CHMMETPHYHOrO IIHMPPOBAHMS
1. ECB.

2. CBC. *

3. CFB.

4, OFB.

17. 1. Auaroputmbl, BXxoasiue B uncio punaaucros AES

1. DES.

2. Rijndael.

3. Blowfish.

4. Twofish.

5. IDEA.

6. MARS.

2. Jaunna 6aoka anropurma AES no/kna ObITh He MEHbIIIE
1. 64 6wura.

2. 128 6uros.

3. 256 6uUTOB.

4. 512 6uToB.

3. Juna kiova anroputma AES no/2kHa ObITh He MeHbIIIE
1. 56 Guros.

2. 128 6uToB.

3. 256 6uTOB.

4. 512 ouToB.

18. 1. B kauectBe AES 0bL10 penieHo BLIOpaTh

1. Onuu anropuTM.

2. JlBa anropurma.

3. YeTpIpe anropuT™a.
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4. [Iate anropuT™MoB.

2. I'maBHBIM Tpe0OBaHHEM K aJropuTMYy ObLIA

1. Hwuskas CTOMMOCTH QJITOPUTMA.

2. IIpocToTa anropurma.
3. O HeKTUBHOCTH BHIMOIHEHUS AITOPUTMA Ha PA3IMIHBIX apPXUTEKTypax.
4, Be3omacHocTh aaropuTMa. +
3. IMox okpyskeHUSIMH ¢ OTPAHMYEHHBIMU BO3MOKHOCTSIMU MOHMMAIOT

1. VYcrpoiictea, o6s1agatoriye HeOOIbIIMMU 06beMaMu RAM. +
2. VYcrpoiicTBa, o01anaroniye HeOonbIUMU 00beMaMu ROM. +
3. VYcrpoiicTBa, nMerorre Hebonpiue Gu3ndecKue pa3Mephl.
4, YcTpolicTBa, He MOICPKUBAIOIUE BCE MPOTOKOJIBI HHTEPHETA.

1. Yrto o3Ha4YaeT ruOKOCTH AJTOPUTMA CHMMETPUYHOTO MK (POBaHUS

1. BO3MOXXHOCTBH HCIOJIB30BATh JIHHY KJIFOYA, OTIIMYHYIO OT TOH, KOTOpast AOJLKHBI |
MOJAEP’KUBATHCS 005I3aTEIBHO.

2. Bo3smoxnOCTh Oe30macHO u 3G (EKTHBHO pEalM30BHIBATHCS B PA3NAYHBIX THMIAX | 4
OKPY’KEHUH.

3. B03MOHOCTb HCTIIONIB30BaTh PA3INYHbIC PEKUMBI BBIIOJIHEHUS aJIrOPUTMA.

4. Bo03MOHOCTb BECTH IEPEroBOpsl B MPOTOKOJIAX OO0 HCHONB3YEMOM aITOpPUTME

CUMMETPUYHOTO NIH(POBAHHS.

2. Yto 03HaYaeT rHOKOCTH AITOPUTMA CHMMETPHYHOI0 IIM(POBaAHHS

1. B03MOXXHOCTH MCIOJIB30BATh UIMHY 0JIOKA, OTIIMYHYIO OT TOH, KOTOpasi JOJDKHBI |
MOJIEP’KUBATHCS 00513aTEIBHO.

2. Bo3mokHOCTE  HCIIOJIB30BaTh AITOpUTM B Ka4eCTBEC IMOTOYHOI'O ajropurMma
uMQpoBanns, XOI-YHKIMH M HPEIOCTABIATH JIONOIHHTENbHBIE KpHITOorpaduueckue |
CEpPBUCHI.
3. Bo03M0OKHOCTB peann30BaTh AITOPUTM Kak IPOrpaMMHO, TaK U armapaTHO.
4. B03MOKHOCTB 3aMEHSITH JTI0OBIE KOMIIOHEHTBI alNTOPUTMA.
3. Kakue U3 aJropurmMoB, paccCMaTpUBABIINXCHA B KayecTBe NpeTeHAeHTOB Ha AES,
OCHOBAHBI Ha ceTH DeifmTesist

1. MARS. "
2. RC. *
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3. Rijndael.
4. Serpent.
5. Twofish.
20. 1. OrcyrcTBue 3amacHoro ajgropurtma B KadectBe AES o0yciioBieHo
c1edyOIUMH IPUYUHAMHA
1. Cumxaercst UHTEpONEpabeIbHOCTh CUCTEMbI, B KOTOPOW OTCYTCTBYET peain3aiust
3aIlaCHOTO aJIropUTMa.
2. HeBo3MoXkHO MTpoaHaIn3upoBaTh 3alIaCHON alrOPUTM Ha HATMYUE CIa0BbIX MECT.
3. HeBo3mMoxHO TIpoaHaM3UPOBATh 3aIaCHON aTOPUTM Ha HAJTHIHE CIA0BIX KITFOUCH.
4. CHuxaeTcsl IPOU3BOIUTENIBHOCTh CHCTEMBI, B KOTOPOH €CTh peayin3alivs 3alacHOro
IrOpUTMA.
2. Aaroputm AES no/keH 3(p@QeKTHBHO Ppeaju30BbIBATHCS Ha CJAEIYIOLINX
apXUTeKTypax
1. 8-OuTHBIX.
2. 32-OUTHBIX.
3. 64-OUTHBIX.
4, 128-0MTHBIX.
3. IIpu npunstum cragaapra AES cuurtanoch, 4To0 caMbIMU PaCPOCTPAHEHHBIMH
ApPXUTEKTYPaMH SIBJSIIOTCS
1. 8-OutHble.
2. 32-6utHble.
3. 64-OuTHBIE.
4, 128-OutHbIe.
21. I. KaxkoMmy moimHOMY COOTBETCTBYET HIeCTHAAATEPHIHOE YHCI0 21
1. x6+1
2. x5+1
3. X7 +x5+1
4, x5+x4
2. Kakomy mojimHOMYy cOOTBeTCTBYeT mIecTHaAaTepuaHoe ynciao F8

1. x6+x5+x4+1
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2. X7+x6+x5+x4+x3+x2+x+1
3. X7 +x6 + x5 + x4 +x3 +
4. x8 +x7 +x6 + x5 + x4
3. Kakomy mosiuHoMy coOTBeTCTBYeT LIECTHAALATEPUYHOE YHCI0 3A
I. x5+x4+x3+x +
2. X6 +x5+x3 +x
3. x2+ 1
4. x3+x2+x+1
22. 1. B aaropurme Rijndael ciioii SubByte siBasiercsi
1. TIpeoGpa3oBaHueM, B KOTOPOM CTPOKH COCTOSIHHSI HUKIHYECKH CIBHTAIOTCS Ha
pa3aryYHbIC 3HAYCHMS.
2. [ToouToeiM XOR kirOUa payHia C TEKYIIIMM COCTOSTHHEM.
3. Henuneitnoit 6aiiTOBOMl IOJCTAaHOBKOW, BBHIMONHAIONMICHCS IJIs KaXA0ro Oaiita | 4+
COCTOSIHUSI HE3aBUCHMO OT APYruX OaiToB.
4, BaiiToBoii IOJCTaHOBKOH, MTOACTAHOBKA IS KXKIOTO CIEAYIOMEro 0aifTa 3aBUCHUT OT
MOJICTAHOBKH B MIPEABIAYIIEM OaiiTe.
2. S-box B anropurme Rijndael oTroopaxaer
1. 1 GaiiT B 1 Oaiir. +
2. 6 6uTOB B 4 OuTA.
3. 6 0aiiToB B 4 OaiiTa.
4. 4 Gaiita B 4 Gaiita.
3. Yucso paynnos B aaroputme Rijndael
1. TlocrosiHHOE U paBHO 14.
2. IlocrostHHOE M paBHO 12.
3. IlepemenHOe ¥ 3aBHCHUT OT JUTHHBI KJIFOYa U JTMHBI OJI0Ka. +
4. [IepemeHHOE M 3aBHCUT OT 3HAUYEHUS KIIOYA.
23. 1. Paynn anropurma Rijndael umeer

1. 3 cmos.
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2. 4 cnost. *
3. 5 croeB.
4. 32 crnost.
2. Juna ximoua B anroputme Rijndael mo:ker 0bITH

1. 128 6utoB. *
2. 192 6ura. +
3. 256 OUTOB. +
4. 512 Guros.
3. Jiuna 610xa B anroputme Rijndael moxert ObITH

1. 128 6uros. +
2. 192 6ura. *
3. 256 6UTOB. +
4. 512 6uToB.

1. BbiOepuTe NPpaBUIbHOE BHICKA3BIBAHUE

1. B amropurme Rijndael B ciioe MixColumn ucnons3syercst monuaoM B GF (28). +
2. B anroputme Rijndael B ciioe MixColumn ucnonb3yercs nosimaom B GF (2).
3. B anropurme Rijndael B cnoe ByteSub ncnonssyercsa noiaunom B GF (28).
4. B anroputme Rijndael B ciioe ByteSub ucnons3yercs nonuaom B GF (2). +
2. BriGepuTe npaBuiIbHOE YTBEpKIeHUE

1. B ocHose anroput™a Rijndael nexur tpaauimonnas cetb Oeimrrens.
2. B ocnoge anropurma Rijndael He nexur cets Deitmrrens. +
3. B ocHoBe anroputma Rijndael nexur cetp deititesnis cMEIaHHOTO TUIIA C 4 BETBAMHU.
4. B ocnoBe anroputma Rijndael nexur cerp @elimrTens CMENIAaHHOTO THIA C
MEPEMEHHBIM KOJIMYECTBOM BETBEH.
3. Ykaxutre (yHKOMHM, OTIHYHBIE OT IHM(PPOBAHHSA, KOTOPbIe MOIYT OBITH
BBINOJIHEHBI a1roputMoM Rijndael

1. MAC (Message Authentication Code). +
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2. AJNTOPUTM aCUMMETPUYHOTO MU(PPOBAHUSI.
3. Xour-pyHKIHs.
4, T'eneparop nceBnociny4yailHbIX YHCEIL.

2.

Kpunrtorpagus ¢ 0TKpbITHIM KJIKYOM, XOMI-PYHKIUHA U AyTEeHTU(PUKAIMUS COOOIeHU

I. Jlast co3gaHdMsi MOANMKCH C MOMONILI0 AJTOPUTMA ACHMMETPHYHOIO
muppoBaHus ciaeayeT UCNOIb30BATh

1. CBoii OTKPBITHIN KITFOY.

2. 3aKpBITHII KITFOY TIOIy4YaTels.

3. CBOif 3aKpBITHII KITFOY.

4. OTKpBITHII KJIIOY MOTyYaTes.

2. J1Jisi IPOBEPKH MOAIMMCH ¢ MOMOLIBI0 AJTOPUTMA ACHMMETPHYHOI0 K (PPOBAHUS

cjIeayeTr ucnojab30BaTb

1. CBoii OTKPBITHIN KITFOY.

2. CBOii 3aKpBITHII KITFOU.

3. OTKpBITHIN KITFOY OTIPABUTETIS.

4. 3aKpbITHIN K09 OTIIPaBUTETIS.

3. Jass mmdppoBanus cool0lieHUsi ¢ NOMOIILI0 AJTOPUTMA ACHMMETPHYHOIO

M (ppoBaHus cieayeT UCNOJIb30BaATh

1. CBoii OTKPBITHIN KITFOU.

2. OTKpBITHI KJIFOY MOTyYaTes.
3. CBOM 3aKpBITHIN KITIOY.
4. 3aKpBITHIN KIIFOY NOTyYaTes.

1. 3anpaueii pakTopuzanuM YMCIA ABJISIETCA

1. Pasnoxenue yncia Ha MMPOCTBIC COMHOKHUTCIIN.

2. Haxoxnaenne CTCIICHHU, B KOTOPYIO CJICAYET BO3BCCTHU IICJIOC YHMCIO IJIA IMOJYUYCHUA
3aaHHOI0 IECJI0ro 4ymcia.

3. Haxoxnaenne CTCIICHHU, B KOTOPYIO CJIIEAYET BO3BCCTU MPOCTOC YUCIO MJIA IMOJTYUYCHUA
3aaHHOT'O IICJIOro0 YHcia.

4. HaxoxneHre npousBeieHns IBYX MPOCTBIX YUCEN.
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2. 3ajaueii IMCKPETHOro JJorapupMupoBaHusl ABJISIETCS

1. Pasnoxenue 4ucia Ha MMPOCTBIC COMHOKHUTECIIN.

2. HaxoxnacHue CTCIICHU, B KOTOPYIO CJICAYCT BO3BCECTU LCJIIOC YHCJIO IJId MOJTYUCHHUA |
3aJaHHOT' O IICJIOro 4ucjia.

3. Haxoxnenue CTCIICHU, B KOTOPYIO CICAYET BO3BECTHU IPOCTOC YMUCIIO JIA NMOJTYUCHU
3aJaHHOT O IICJIOro 4ucjia.

4. HaxoxneHne nponsBeeHNs ABYX IPOCTHIX YHCEN.
3. Aytentuduxanus ctopoH B anroput™me {uddpu-Xennimana Heodxonmma, mnoTomy
4To

1. B npoTuBHOM ciTydae BO3MOKCH B3JIOM 3a/1a4d JUCKPETHOTO JIOrapr()MUPOBAHHS.

2. B npoTtrBHOM cityyae BO3MOXKEH B3JI0M 3a1a4i (HaKTOpU3ALMH YHCIIA.

3. B npoTuBHOM ciiyyae HapyIIUTENb MOXKET 3AMEHUTH ITEPECUIaEMBbIE€ OTKPBITHIE KITIOUH | 4
Ha CBOM OTKPBITHIN KIIIOU.

4. B IIPOTHUBHOM CJIy4a€ HAPYIIUTECIb MOXKCT 3aMCHUTD MEPECHIIIACMBbIC 3aKPLITHIC KITHOYN
Ha CBOH 3aKPBITHINA KITIOY.

1. Aaroputm duddu-Xeaaimana 1aet BO3MOKHOCTh

1. Be3omacHO OOMEHSTHCS OOIIUM CEKPETOM.

2. BezonacHo 0OMEHSTHCS! OOLIMM CEKPETOM MPH YCIOBUH ayTeHTH(HUKALIUK CTOPOH. +
3. [Moxnucars cooOmeH e,
4. 3ammndpoBaTh COOOLICHHUE.
2. Aaroputm uddu-Xemivmana 0CHOBAaH HA HEBO3MOKHOCTH pelleHHs 3a1a4H

1. uckpeTrHOTro jOrapudMupOBaHH,. +
2. dakTopu3aLMK YHCIA.
3. Omnpenenenusi, ABISETCS U JAHHOE YHUCIIO MPOCTHIM.
4. ITepeMHOXEHMSI IBYX NPOCTBIX YHCEIL.
3. AyTtenTudukanusa ctopoH B anroput™me Audpdpu-Xenimana Heodxonmma, mnoromy
4To

1. B IMPOTUBHOM CJIy4ac aTaKYIOH_[I/Iﬁ MOKET NEPEXBATUTDh IEPCAABACMBIC OTKPLITBIC |
KJIFOYU U 3aMCHUTDH UX CBOMM OTKPBITHIM KIIFOUOM.

2. B npoTtrBHOM cilyyae aTakyOIIMKA MOXKET B3JI0MaTh AUCKPETHBIN JIOrapruQM.

3. B npoTrBHOM Cilyyae CTOPOHBI HE CMOT'YT BEIYHCIIUTD OOIIUI CEKPET.
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4. B npoTHBHOM cily4ae CTOPOHBI HE CMOTYT BBIYMCIHTH 3aKPBITHIC KIIIOYH JIPYT JIpyTa.
1. Aaroputv RSA MosKeT HCIIOJIB30BATHCS 1151

1. Co3znanus U MPOBEPKH MOAHKCH. +
2. Iudpoanusi. +
3. OOMeHa O0IIMM CEKPETOM. +
4. ABTOpH3aIINH.
2. AaroputM RSA ocHOBaH Ha HEBO3MOKHOCTH PellleHHs] 3a1a49d

1. JuckperHoro norapuhMupOBaHHUSI.
2. dakTopU3aIKMy YHCIIA. +
3. Ormpenenenust, IBISETCS U TaHHOE YUCIIO TIPOCTHIM.
4. HaxoxeHus npousseieHus 1ByX INPOCTBIX YHUCEIL.
3. Hoanucek, co3naBaemast anropurMmoMm RSA, Ha3biBaeTcst

1. JlerepMuHHPOBAHHOM. +
2. PaH10MH3UPOBAHHOM.
3. HeoGparumoii.
4. KoppekTHOid.

1. Xom-(pyHKuun npeaHazHaYeHbI 111

1. Cxarus coobuieHus..
2. [Nonmy4eHus: «0THEYaTKOB MATBIEB» COOOICHHS +
3. Indporanus coodmeHus.
4. Koauposanus cooOIieHus..
2. BrixoaoM x3m-GpyHKIUM ABJISIETCH

1. CoobuieHune TOH ke [UTUHBI, YTO U BXOAHOE COOOIICHHE.
2. Coobuienne GUKCUPOBAHHOM JUIHHBI. +
3. CooOrieHre MEHbIIeH UTHHBI.
4. CoobuieHne 6obIiei UTHHBL.
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3. Xom-gpyHKIuUs J0JKHA 00J1a1aTh CJIEAYIOIIUMHI CBOiiCTBaMH

1. s mr060ro JaHHOTO 3HAYEHMS XOII-KOAa h BHIYUCIUTEIRHO HEBO3MOXKHO HAWTH | 4
M Takoe, uto H(M) = h.

2. Xamr-¢ysaxiws H T10DKHA TPUMEHSTHCS K OJIOKY TaHHBIX (PMKCHPOBAHHOM JTHHEL.
3. Xom-yHkius H co3naet BHIX0] PUKCUPOBAHHOHN JITTHHEI. +
4. Jns moboro gaHHOTO 3HAYEeHHS M BBIYHCIHTEIIEHO HEBO3MOXKHO HAWTH 3HAYCHUE
xa11-koaa h takoe, yto H(M) = h.
1. Xom-pyHKuus 10/KHA 00J13a1aTh CJAEIYIOIMMMH CBOHCTBAMHE

1. Xom-pyHKuus 10/0KHA TPUMEHITHCS K OJI0KY JaHHBIX JFO00M UTHHBIL. +
2. XanI-(hyHKIHS TOJKHA CO3AaBaTh BRIXO/ MTPOU3BOIBHON JITHHEI.
3. s mr060r0 JaHHOTO 3HAYCHMS XJII-KoAa h BEIYHUCIMTEIRHO HEBO3MOXKHO HAWTH | 4

M Ttakoe, uto H(M) = h.

4, Jst mro6oro coodmieHnss M BBIYHUCIUTEIILHO HEBO3MOXKHO HaiTH h Takoe, uro H(M) =
h.
2. Xdm-pyHKIHA T01KHA 00J1a1aTh CJeAyIOIIMMH CBOiCTBAMU

1. H(M) OTHOCHTEIIBHO JIETKO (32 OJIMHOMHAILHOE BPEMs1) BBIYUCIISICTCSI IS JTF0O00TO | 4
3HaueHUsI M.

2. Jl1st m000ro JAaHHOTO X BEIYMCINTEILHO HEBO3MOXKHO HAUTH y'x, 4TO H(y)=H(X). +
3. Jlst m000ro JAaHHOTO X BEIYMCIIUTEILHO HEBO3MOXKHO HaiTH H(X).
4. 3nHas H(M), OTHOCHTEIBHO JIETKO (3a MOJMHOMHAIBHOE BpeMs) BOCCTAHOBUTH

HCXOLHOE coolIIeHne M.

3. CBoiicTBO X3II-(PyHKIMH, KOTOpPOEe rapaHTHPyeT, 4YTO AJsl JIOO0ro JaHHOIO

3HAYeHHUsl X31I-KoAa h BbIYUCIUTESbHO HeBO3MOxkHO HaiiTm M Ttakoe, uro H(M)=h,
MO3BOJIAET

I. Hcnonb3oBath Xdm-QyHKIUIO UIS ayTCeHTH(OUKAIMKA C MOMOIIBI CEKPETHOTO |

3HAYEHHS.
2. Hcnosnb3oBaTh X31I-GyHKIMIO JUIsl ITU(PPOBAHUS COOOIICHUS.
3. Hcnonb30BaTh X3MI-QYHKIUIO IS CO3IaHUS TU(PPOBOU MOAMUCH.
4. Hcnons3oBaTh X31I-GyHKIMIO IS 00ecieYeHNs: KOH(PHUICHIIMAIBHOCTH COOOIIICHHUS.

1. CaoiicTBO X3II-(QYHKLIUH, KOTOPOE TapaHTHPYeT, YTO [JIsi JIHOOOro

coo0ueHuss M BBIYHCIMTEIbHO HEBO3MOKHO HaiitTu M’'M Takoe, 4TO
H(M)=H(M’), no3BoJjsieT

1. TIpemorBpariaet moyIesiKy 3TOro COOOIIeH s, KOT/Ia B KauecTBe ayTeHTH(UKaTopa | 4
UCIIOJIb3YETCsl 3AIIMILEHHBIN OT N3MEHEHUS XAII-KOJI.
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2. [IpengoTBpamaeT MOAACIKY ATOTO COOOIIEHHUsS, KOT/a B KavyecTBe ayTeHTHU(HUKATOpa
HCITOJIB3YETCS XAMI-KO. JIOTOTHUTEIHFHOM 3aIIUThI XOII-KOoa He TpeOyeTcs.

3. O6ecneunBaTh KOHPHUACHIIMAIEHOCTS 3TOTO COOOIICHWS.
4. Co3pmaBaTh HMGPOBYIO TOAMUCH JUISI STOTO COOOIICHHSI.
2. TpedoBaHHE 0MHOCTOPOHHOCTH XAI-PYHKIHH COCTOUT B CJIEAYHOIIEM

1. Xb3m-kox MOXKET ObITh BEIYUCIIEH IS COOOIIEHUS 000 JIMHBL.

2. Jlerko co3mark X3MI-KOJ 10 JJAHHOMY COOOIICHHIO, HO BBIYHCIUTEILHO HEBO3MOXKHO | +
BOCCTaHOBHUTH COOOIIEHHUE 110 TaHHOMY XAIII-KOJY.

3. BreruncnutensHO HEBO3MOXKHO HAWTH JBa COOOIICHUS, MMEIOIINX OJUHAKOBBIN XOIII-
KOZ.
4. HeBo3M0xHO HAalTH Ipyroe COOOIICHHE C TEM K€ CaMbIM X3III-KOJIOM.
3. JiuHa 0;10K0B, Ha KOTOpBIE AeTUTCs coodueHue B Xom-pynxkuun SHA-1, paBna
1. 160 6utos.
2. 512 GuroB. +
3. 1024 6uTOB.
4, 2048 6uToB.

1. «Ilapamokc AHS POKIEHHS» COCTOUT B TOM, YTO

1. JIst Toro 4ToObl BEPOSITHOCTD COBIIAICHUS THEH POXKICHHS Y JIBYX YeJIOBEK Obla | 4
0osbie 0.5, B rpyIie J0/DKHO OBITh BCEro 23 4yelloBeKa.

2. st Toro 4ToOBI BEPOSTHOCTH COBIIQJICHUS JTHEH POXKICHUS Y JIBYX YEJNOBEK Oblia
oombire 0.5, B Tpyrine AOKHO OBITH BCETO 32 YelloBeKa.

3. JInst Toro 4roOBbl BEpOSTHOCTH COBIAJCHUS THEH POXKICHUS y JBYX YeNIOBEK ObLIa
paBHa |, B rpymie T0HKHO OBITh Bcero 23 denoBeka.

4. st Toro 4yToObl BEPOSATHOCTH COBIIAACHUS THEH POXKICHUS Y JBYX UEJIOBEK Oblia
paBHa 1, B rpymme OMHKHO OBITh Bcero 32 deroBeKa.

2. CKo0J1bK0 B cpeHeM Heo0X0AuMO nepedpaTh COO0IIEeHN I, YTOObI ¢ BEPOSITHOCTHIO
ooabieii, yeM 50%, HaliTH COOOIIEHHE C TeM K€ CaMbIM X3II-KOJAOM, YTO H JaHHOE
coo0LIeHue, IPU YCI0BHH MCIOJIb30BAHUSA CHJILHOM KpunTorpaguyeckoi pyHkuumn

1. 2™ coobuienuii, rje n — JUIMHA X3II-KO/Ia. +
2. 2"2 cOOOIIEeH I, TJIe N — JUTMHA XAII-KO/a.
3. N coobmrennii, rae N — miInHa X3II-Koa.
4. 2n cooOIIeHunH, Iae N — AJHHA XJII-KO/Ia.
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3. C ToukHM 3peHHMsl TeOpPHMH BepOATHOCTEHl «MAPajOKC [HA POXKICHUS»

(opmynupyercst ciexyrommum odpazom
1. Ckombko 3nHauenuit Y1, ..., Yk HeoOX0quMo miepeGpaTh, 4TOOBI It KOHKPETHOTO
3Ha4eHus1 X BEPOSITHOCTh TOTrO, YTO XOTSI Obl 1T OZHOTO Y1 BBIIOJNHSIOCH

paBerctBo H(X)=H(Y), Opu1a O5I paBHa 1.

2. Ckonbko 3Hauennit Y1, ..., Yk HeoOxomumo mepedparb, 4ToOBl IJ1i KOHKPETHOTO
3HaueHUs X BEpPOATHOCTH TOTO, YTOOBI A7l Bcex Yi BeimomnHsiock paBeHcTBo H(X)=H(Y), Oblia

051 6oubie 0,5.

3. Ckonbko 3Hauennit Y1, ..., Yk HeoOxomumo mepedparb, 4ToOBI AJsi KOHKPETHOTO
3HaueHHst X BEPOSTHOCTH TOTO, YTO XOTA OBl I OXHOrO Yi BBIIOTHSIOCH PABEHCTBO | T
H(X)=H(Y), 6pu1a 681 6ombe 0,5.

4. Ckombko 3HadeHwit Y1, ..., Yk HeoOXxommmo mepeOparh, 9TOOBI ISl KOHKPETHOTO
3HaueHUs X BEpPOATHOCTH TOTO, YTOOBI AJ1sl Bcex Yi BeimomHsiock paBeHcTBo H(X)=H(Y), Obla

OnI paBHa 1.

I. Ckojbko B cpeaHeM HeoOX0AMMO mepedpaTh COOOIIEHHI, YTOOBI C
BEpPOSITHOCTBLIO Ooablueil, 4yem 50%, HaiiTHm JaBa coo0uieHust ¢
OJMHAKOBBIMH X3LI-KOJAMH NPH YCJOBMM HCHOJb30BAHUS CHJIbHOI
Kpunrorpaguyeckoii pynkuuu

1. 2™! cooblueHui, rae n — JUIMHA X3II-KO/a.
2. 2"2 cOOOMIEH I, T/Ie N — [UTHHA X3II-KO/A. +
3. N coobmrennit, rae N — miauHa X3I1-Koaa.
4. 2n cooOIIEeHHH, TIe N — JJIMHA X3II-KOa.
2. Ecau nuna xam-kona paBHa 128 0utam, To CKOJIBKO B cpeaHeM motpedyercs
nepedopatb co00LIeHUI, YTOObI HAWTH COO0LIEHHE € TeM Ke CaMbIM X3II-KOIOM, YTO U
JaHHOe COoO0lLIeHNe, NMPH YCJIOBHM MCHOJIb30BAHMS CHJIBLHOI Kpunrorpaguyeckoi
GyHKuMH

1. 2127 cooOmieHuii. +
2. 264 cooOmIeHH .
3. 2128 cooObmieHunil.
4, 128 cooOmieHui.
3. Ecau nuna x3m-kona paBHa 128 Outam, TO CKOJIBKO B cpegHeM mHoTpedyercs
nepedopath cOO0IIEHUIT, YTOOBI HAITH 1BA COOOLLEHNSI C OIMHAKOBBIMH X31I-KOJAAMH, IPH
YCJIOBUM UCNOJIb30BAHUS CWIBHON KpUnrTorpadguueckoil pyHkuuu

1. 2127 coobuieHui.
2. 264 cooO1IeHUiA. +
3. 2128 cool1eHHiA.
4. 128 coobuieHwHii.
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10. 1. BbiGepuTe npaBWIbHOE BHICKA3bIBAHHE
1. Kaxmas smementapHas GpyHkius B anroputMe MDS5 mosydaer omHO 32-0MTHOE
CJIOBO Ha BXOJIC U Ha BBIXOJE CO31aeT TpU 32-OUTHBIX CIIOBA.
2. Kaxxnas snementapHas GyHkius B anroputme MDS5 monygaeTr Tpu 32-OUTHBIX Cl0Ba
Ha BXOJIC 1 Ha BBIXOJIC CO3MAeT TpH 32-ONTHBIX CIIOBA.
3. Kaxxnas snementapHas GyHkius B anroputme MDS5 monyuaeTr tpu 32-OUTHBIX Cl10Ba
Ha BXOJI€ ¥ Ha BBIXOJI€ CO3/1aeT OHO 32-0UTHOE CIIOBO.
4. Kaxxnas snemenTapuas pynkuus B anroputMe MDS moxydaer na 32-OMTHBIX ciioBa
Ha BXOJIC U Ha BBIXOJIE CO3/1aeT OHO 32-0UTHOE CJIOBO.
2. Juamna x3m-koaa, co3aapaemoro x3m-¢pynkuuein MDS, paBHa
1. 128 6uros.
2. 160 GuTOB.
3. 512 6uroB.
4. 64 Gwura.
3. JiuHa 0,10Kk0B, Ha KOTOpBIE AeJIUTCS coo01eHue, B xam-pynkuuu MDS paBna
1. 128 6uros.
2. 512 6uroB.
3. 1024 6uTos.
4. 64 6wura.
1. 1. Kaxnplii 6,10k coodumenus B xam-pyukuuu MD5 oopadaTbiBaeTcsi
1. 4 pasza.
2. 16 pas.
3. 64 pasa.
4. 128 pas.
2. HepBbiM marom B x3um-pynkuun MDS BrinosHsieTcss 100aBjieHne OMTOB, LeJIb
KOTOPOTro

1. CkpbITh HCTHHHYIO JUTHHY COOOLICHUSI.

2. Crenarhb coo0rnenue KpaTHeiM 512 6urtam.
3. JT06aBHUTH CiTydaiHbie OUTHI, YCIOKHSIOIIHE BOCCTAHOBICHHE COOOIICHHSL.
4. Crenath HEBO3MOKHBIM BOCCTAHOBJICHHE MIEPBOHAYATIBHOTO COOOIIICHHSI.
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3. Xom-¢pynknus SHA-2 aBasercs
1. CoBOKYIMHOCTBIO IBYX (DYHKI[HIA.

2. CoOBOKYITHOCTBIO TpeX (yHKITHA.

3. COBOKYIMHOCTBIO YeThIpeX (DYHKIHH.

4. CoBokynHOCTBIO 16 hyHKINHA.

12. 1. Jdauna 6a0ka B xaom-pynkuusax SHA-2 Mmoxer ObITh

1. 256 6utos.

2. 512 Guros.

3. 1024 Gura.

4. 2048 6uTOB.

2. JiunHa x3m-koaa B xom-pyHknusx SHA-2 MosxkeT ObITh
1. 256 6utos.

2. 384 Gwura.

3. 512 GuroB.

4. 1024 6uToB.

3. Xom-¢pynknun SHA-2 onTHMHU3HPOBaHBI VIS APXUTEKTYPHI ¢ AJTHHOMH CJIOBA
1. 8 6uros.

2. 32 oura.

3. 64 6ura

4. 128 GuToB.

13. 1. JInuHa 6;10k0B, Ha KOTOpPBIE AeaUTCs cooduenne B xau-pynkuun TOCT
3411, paBHa

1. 256 6uros.

2. 512 GuToB.

3. 1024 GuroB.

4. 2048 6uToB.

79




MI'Y numenun M.B. JlomoHOCOBa Pabouas mporpamma AMCHUIIIMHEL
«HdpopmanmonHas 6€30MaCHOCTD U 3alIUTa HHHOPMALIUU»

2. B x3m-pynkmuu 'OCT 3411 npu BbIYMCIEHAH TPOMEKYTOUYHOT0 3HAYEHHUA XIIII-
KO/a UCMOJIb3YeTCsl AJropuT™M cumMeTpudHoro mudposanus 'OCT 28147.

1. Kirouwm i 3TOr0 airopuTMa SIBISFOTCS JOMOJHHUTEIBHBIM MapaMeTpOM X3III-

¢byaxmm ['OCT 3411.

2. Kimtoun g 3TorO anropMTMa BBIYUCIAIOTCA IO ONpPEAENeHHBIM (GopMylaM U3 | +
X3UIUPYEMOTO COOOILICHHS.
3. Kittoun 1151 3T0OTO anropruT™Ma BEIMHCISIOTCS U3 CTAPTOBOTO BEKTOPA XIITUPOBAHMSL.
4. Kiroun anst 5TOTO anropuT™Ma cTaHAAPTU30BAHBI U HE MEHSIOTCSL.
3. JonoanutensHbiMu napamerpamu x3m-pyaknuu 'OCT 3411 asasrorcs

1. CrapToBblif BEKTOpP XDIIHMPOBAHUSL. +
2. Kitoun st anroputma cummerpuynoro mudposanust [OCT 28147.
3. HavanbHoe 3HaYeHHe XOII-KO/1a.
4, HavansHe1ii 6510K X3IMIUPYEMOTO COOOIIECHUSI.

1. Jduamua x3m-koaa, co3aaBaemoro x3m-pyuxkuueis SHA-1, paBna

1. 128 6uros.
2. 160 6GuToB. +
3. 512 GuroB.
4. 1024 6uToB.
2. JimHa 0/10K0B, HA KOTOPBIE AeaUTCs coodmeHue B xom-pynkuun SHA-1, papna

1. 512 6uros.
2. 1024 Guros. -
3. 512 GaiiToB.
4. 1024 GaiiToB.
3. OrMeThTe X3MI-(PYHKIUH, XI1I-KOA KOTOPBIX 00JIbIIE WJIH PaBeH 256 OuT

1. MDs.
2. TOCT 3411. *
3. SHA-1.
4. SHA-256. +
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3. SHA-384. +

6. SHA-512. +

1. Kox ayrentuduxamuu coodumenusi (MAC) MokeT co31aBaThCst

1. ToabKO ¢ UCIONB30BAHUEM AJITOPUTMOB CUMMETPHUYHOT' O HH/I(i)pOBaHI/Iﬂ.

2. TonbKO ¢ HCHOTB30BaHUEM XAII-(DYHKIHHA.

3. Kak ¢ wucnonp3oBaHMeM alrOpUTMOB CHMMETPUYHOTO INMU(POBAaHUSA, TaK U C | +
WCTIOTB30BaHUEM X2II-(PYHKIINH.

4. C noMotibro u(POBOH TOAHKCH.
2. IIpu pazpadorke crangapra HMAC npecienoBaauch cieayrouue mneau
1. BO3MOXKHOCTB HCIIOIB30BATh O3 MOTH(HUKAIIT y/Ke HMEroITHecs Xom-byHKim. | +
2. B03MOXHOCTB YCHIIUTh QJIITOPUTM IO CPABHEHHUIO C UCIIONB3YyEMON UM XAII-PYHKIHEH.
3. Bo3MOXHOCTH JIeTKOW 3aMeHBI BCTPOSHHBIX X3I-QYHKIHKA Ha Ooilee OBICTpBIC WIH | 4+

0oJiee CTOMKHE.

4. B03MOKHOCTB HE IMETB OOIIIEro CEKPETHOTO 3HAYECHUSI TS 00eCTICUeHHS IETOCTHOCTH
MepeaBaeMoro COOOIIEHMS.

3. IIpu pazpadorke crangapra HMAC npeciegoBajiuch cieayrouue neam

1. CoxpaHeHre cKOPOCTH pabOTHI AITOPUTMa 0OECIICUCHH S IEIOCTHOCTH, OJIM3KOU K |
CKOPOCTH PadOThI UCTIONB3YyEMOM X3II-(DYHKLIUH.

2. Cy11ecTBEHHO YBEJIIMYUTH CKOPOCTh pabOThI aNropuTMa 00ecreyeH s LeJIOCTHOCTH 110
CPaBHEHHIO CO CKOPOCTHIO Pa0OTHI UCTIONIBE3YEMOU XIMI-()YHKIIUEH.

3. B03M0OXHOCTh NCTIOJIB30BaHMUS CEKPETHBIX KIIFOUYEH U MTPOCTOTA PA0OTHI C HUMH. +
4. B03M0OXHOCTH UCTIONIE30BaHMUs IU(DPOBBIX MOAMUCEH.
1. B crangapre HMAC nisi o6ecrieueHHsI EJTOCTHOCTH HCIOJIb3YeTCst

1. XosmmpoBaHue HCXOIHOTO COOOIICHHS U CEKPETHOTO 3HAYCHHSI. +
2. udpoast MoAMUCH KCXOTHOTO COOOICHUS.
3. AJTOpUTM CUMMETPUYHOTO IU(PPOBAHUS.
4. X3MMpOBaHNE UCXOTHOTO COOOIIEHUSI.
2. B crangapre HMAC M0:KHO BeCTH NeperoBopbl

+

1. OG6 ucnonb3yemoii X3uI-QyHKIUH.

2. OO0 ucnosp3yeMbIX KOHCTaHTaXx.
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3. 06 ucnonkzyeMbIx GopMynax IpeoOpa3oBaHusl.
4. OO0 ucnonp3yeMoii mociae0BaTeNbHOCTH PEe0Opa3oBaHUH.
3. Crangapt HMAC He no3BoJisieT BeCTH NePeroBopbl

1. OO ucnosap3yeMoii X3mi-)yHKIHH.

2. OO0 HCHONB3yeMbIX KOHCTAHTaX. +

3. 06 ucrnonp3yemMbIx popMmynax mpeoOpa3oBaHUs. +

4. 06 ncnonp3yeMoi ToCIeI0BaTeTFHOCTH IPE0OPa30BaHUH. +
3. HudpoBas noanuck, Kpunrorpadus ¢ HCNOJAb30BaAaHUEM IJLIUNTHYECKUX KPUBBIX,

AJITOPUTMBI 00MeHA KJII0UYel U MPOTOKOoJIbI ayTeHTUUKannu, UnppacTtpykrypa OTKpBITOro
Kiaroua

l. ®yHkuusi, KOTOPYI0 MOXKHO HCHOJIb30BAaTh B KPUNTOCHCTEME C
OTKPBITHIM KJIIOUYOM, T0JKHA 00J1aaTh CJeAYIOIUMHI CBOHCTBAMM:

1. He umers 06paTHO# GyHKITHH.

2. Borancnenne o6paTHOil GyHKINMU JOKHO UMETh NMOJMHOMHAIBHYIO CI0XKHOCTh
0e3 3HaHUs JOMOTHUTEILHON HH(OpMAIIHH.

3. Bhrancienne 06paTHO (GYHKIHH JOIKHO HMETh SKCIIOHEHINATBHYIO CIOKHOCT | T
0e3 3HaHWS JIOTOJHUTEIEHONH MH(OpPMAIMKM W MMOJMHOMHUAIBHYIO CIO0KHOCTB, €CITH 3Ta
nH(pOpMAaIns N3BECTHA.
4. Beruncienre o0paTtHOI (GYHKIMU JODKHO UMETh MOJIMHOMHAIBHYIO CI0KHOCTD
0e3 3HaHMSA JIOTIOJIHUTEIHHOW MH(QOPMAIIMK W 3KCIIOHEHIIMATBHYIO CIIOKHOCTD, €CITH 3Ta
WHpOPMAITUS U3BECTHA.
2. Bei0epuTe npaBuiibHOE YTBepKACHHE

1. [udposas noanuck odecreynBaeT ayTeHTHOUKAIIMIO OTIIPABUTEIIS. +
2. Hudposas noanmuck odbecrieunBaeT KOHPUISHITUATEHOCTH COOOIIEHYS.
3. [udposas noamuck 00eCIeYMBaET IIEIOCTHOCTh COOOIIEHUS. +
4. Lndposas noanucy odecrneynuBaeT ayTeHTUPHUKAINIO TTOTydaTeIs.
3. Bei0epuTe npaBuiibHOE yTBep:KAeHHE

1. Toamuce momkHA OBITH OWTOBBIM O0pPA3OM, KOTOPBIA 3aBUCHT OT | 4+
MOJIHUCHIBAEMOT'0 COOOIIEHHS.

2. Ilognmucey MODKHA WCTIOIB30BAaTh HEKOTOPYIO YHHUKAIBHYIO HWH(POPMAITHIO |
OTIpaBUTENA JJIsl IPEAOTBPAILICHUS TTOJICJIKM WU OTKa3a.

3. [Toanuce pomkHa obecrieynBaTh HEBO3MOKHOCTD ITPOCMOTpPA COOOIIIEHUSI.
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4. TToamuce moipkHa 0oOecIeurBaTh HEBO3MOYKHOCTH BOCCTAHOBJICHUS HCXOIHOTO
COOOIIICHNS HE3aKOHHBIM TIOTyYaTeIIeM.

1. IToamuch HA3BIBAETCS PAHAOMH3MPOBAHHOIM, €CJIN

1. Jlns pasHbIX COOOIIEHHI C MCIOIB30BAHHEM OJHOTO W TOTO K€ 3aKPHITOrO
KITFOYa TP KaKI0M TTOIITHCHIBAHUN CO3TAOTCS Pa3HBIC MTOITHCH.

2. I[HSI OJHOI'0O U TOTIO XK€ COO6H1€HI/I$I C HUCIOJIB30BAHUEM OAHOIO M TOIO XK€ |
3aKPBITOI'O KIIF04Ya IIPH KaXJI0M IIOAIINChIBAHUN CO3Oar0TCS Pa3HBIC ITOAIIUCH.

3. JI7151 0oTHOTO M TOTO YK€ COOOIIEHUS C NCITOJIb30BAaHNUEM Pa3HBIX 3aKPHITHIX KITFOUCH
MIPU KaXAOM MOAMKUCHIBAHUN CO3JAI0TCS PA3HbIC MOITUCH.

4. ,Z[HH Pa3HbIX COO6HICHI/II71 C HCIOJIb30OBAHUECM PA3HBIX 3aKPBITBIX KJIIOueH
CO3Jar0TCA pa3HbIC ITOAINCH.

2. IHoanmuch, Ha3bIBaeTCs1 AeTePMUHHUPOBAHHOM, €CJIN

1. JInst ogHOrO M TOTO € COOOILIEHUs C MCIOJIb30BAHHEM Pa3HBIX 3aKPBITHIX
KITFOUEH MPY KayKJJOM TIOJITICHIBAHUH CO3/]ACTCS OJTHA U Ta )K€ TOJIITHUCH.

2. Jis1 pa3HbIX cOOOIIEHNUH C HCIIOIB30BaHMUEM OJHOTO 1 TOT'O 3aKPBITOTO KIF0Ya IpU
Ka)KJIOM MOJUCHIBAHUH CO3JaeTCs OJIHA U Ta K€ MOJIHCh.

3. ,Z[HH OJHOI'0O U TOTI'O XK€ COO6HICHI/ISI C HCIIOJB30BAHUEM OJHOTO M TOTO XK€ | +
3aKpPBITOTIO KIIF0Ya MIPU KaXKI0M IMOATIMCBIBAHUH CO3Ja€TCA OJIHA U Ta KC IMOAIHNCE.

4. Jns pasHBIX COOOIIEHWH C WCMOJNB30BAHUEM PAa3HbIX 3aKpPBITHIX KIIOYeH
CO3JaI0TCS PA3HBIE TOITIHCH.

3. Hoanuck, coznaBaemas aaropurmom DSS, HazbiBaeTcst

1. JlerepMUHHPOBAHHON.

2. PannomMusupoBaHHOM. +
3. Heobpatumoi.
4. KoppekTHOI.
1. B DSS ucnoab3yercs X3m-QyHKIHs

1. MDs5.
2. SHA-l *
3. SHA-2.
4. I'OCT-3411.
2. YkaxuTe, Kakasi NOANUCH ABJISIETCS PAHAOMHU3UPOBAHHOI

1. RSA.
2. DSS. +
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3. T'OCT 3410. +
4. AES.
3. Ykaxkure, Kakasi NOANUCH ABJIAETCA JeTEPMHUHUPOBAHHOM
1. RSA. +
2. DSS.
3. TI'OCT 3410.
4. AES.
1. YpaBHeHHe )UIMNTHYECKOH KPUBOIi B 00111eM CJIyyae HMeeT BU/I:
. y»+axy+by=x>+cx*+dx +e *
2. y=ax’+bx +c¢
3. y*=ax’+bx+c
2. Kpunrtorpagusi ¢ mucmoap3oBaHHeM JIUIMNTHYECKHMX KPHUBBIX JaeT
NPEeUMYIIECTBA MO0 CPABHEHUIO C IPYTHMHU AJITOPUTMAMH, IOTOMY 4TO
1. TIpuHUMIHATBHO HE MOXET OBITH B3JIOMaHa.
2. ObecneunBacT IKBUBAJICHTHYIO 3aIIUTY TIPU MEHBINEH UIMHE KITI0Ya. +
3. [Ipomie B peanuzaum.
4, MoskeT OJJHOBPEMEHHO U MOAIUCHIBATE COOOIIEHMS, U IMN(POBATH UX.
3. Moanuck ¢ NCNOIb30BAHUEM NLIUNTHYECKHX KPUBBIX HMeEeT
1. OpuH KOMIIOHEHT.
2. JIBa KOMIIOHEHTA. +
3. Tpu KOMITOHEHTA.
4. YeThIpe KOMIIOHEHTA.
1. BpiGepuTe NpaBHJIbHOE YTBEPKICHHE:
1. B kpunrorpaduu ¢ UCIONB30BAHUEM HJUTHIITHYECKUX KPUBBIX BCE 3HAUCHMUS
BBIYHUCIISIOTCSI IO MOJIYJIIO N, TJIE N — IPOU3BEJICHUE JIBYX MTPOCTHIX YUCEIL.
2. B kpunrorpadguu ¢ HCHonbp30BaHWEM JIUIMINTHYECKHX KPUBBIX BCE 3HAYCHUS | +
BBIYUCIISIIOTCS [0 MOZYJIO IPOCTOTO YHCIIA P.
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3. B kpunrorpadguu ¢ HCHONB30BaHWEM DIUIMNTHYECKHX KPUBBIX BCE 3HAYCHUS
BBIYHCIISIFOTCS TI0 MOZYJIO IPOU3BOIBHOTO YHCTIA P.

2. 3agaya, KOTOPYW [0JKeH PpPelMTh aTakywmmii, dopmyaupyercs
cJIeAyIomuM 00pa3om:

1. Hauet Touku P u Q Ha snmnmmnTrdeckoit kpuBoii Ep (a,b). Heobxoaumo HaiTu
koadduument k < p Takoit, uro +

P=k'Q

2. Hana Touka Q Ha s;umnTHaeckoi kpuBoii E; (a,b) u menoe uncio k. Heobxoaumo
HaTH Takylo TOUKy P Ha maHHOM KPUBOH, YTOOEI

P=k’'Q
3. [Hana Touka P Ha smummntryeckoit kpusoit E, (a,b) u nenoe yncio k. Heo6xonumo
HaWTH Takylo TOUKy Q Ha TaHHOW KPUBOMU, YTOOBI

P=k'Q
3. IIpu wucnoNb30BaHUM KPUNTOrpaduu HA IUINNTHYECKHX KPHBBIX B

KavecTBe aHajiora anropurtma Jludpdu-Xenamana B ypaBuenun P, =ns'G

1. OTKpBITBIM KIFOYOM Yy4YacTHHKA A SBISCTCS Pa, 3aKPBITHIM KIIOYOM

+
YYaCTHHUKA A SIBJISICTCS Na.
2. OTKpBITBIM KITFOUOM YYaCTHHKA A SBISIETCS NA, 3aKPBITHIM KJIIOUYOM YHaCTHHKA A
siBsieTcs Pa.
3. OTKpPBITHIM KJIFOUOM y4acTHUKA A gBiisieTcs Pa, 3aKpBITHIM KIIFOYOM yYacTHHKA A
sBrsiercs Q.
1. HyJieBbIM 3JIeMEHTOM JIMNITHYECKOIl KPUBOii cunTaercs Touka O,
KOTOpast
1. umeer koopaunats (0, 0).
2. ABJsieTCSl OSCKOHEYHO YAAJIeHHOW TOYKOM, B KOTOpOH cCXOmATcs Bce | +

BCPTUKAJIBHBIC IIPSAMBIC.

3. umeet koopauHatsel (0, 1) mwim (1, 0).

2. HludpoBanue/nemnppoBanne ¢ UCNOAL30BAHHEM LIUNTHYECKHUX KPUBBIX
BBINOJIHSAETCS CIeYIOIIM 00pa3om:

I. VyactHuk A BbIOMpaeT CiydYaifHOE LENoe MOJOKHUTEIbHOE YHCIO K |
BBIYMCIIET 3amuppoBannoe coobumenne Cr, SABIAONIEECH TOYKOH HA |
SJUIANTUYECKON KPUBOM.

Cm={k ‘G, Pm+Kk P8}

2. VYyacTHUK A BBIOMpAET ClydaiiHOE 1eJI0€ TOJI0KHUTEIbHOE YHCI0 K ¥ BBIYUCIIAET
3amugpoBanHoe coo0MeHNE Cry, SBISIONIEECS TOYKON Ha SJUTUIITHYECKON KPUBOA.

Cm={Pm+k'PB}

3. VYyacTHUK A BBIOHpACT CiydaiiHOE 11e710€ TONIOKUTEIBHOE YUCIIO K M BBIUUCIIACT
3amugpoBaHHoe coo0eHHE C, SBIISIONICECS TOYKON Ha SJUTHITHUECKON KPUBOA.
Cu={k'G}
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3. DJleMeHTaAaMH JJIJIMITHYECKO KPUBOH ABJISAIOTCS Mapbl HEOTPHLATEIbHBIX
LeJIBIX 4YHCes, KOTOpble MEeHbIe MPOCTOr0 YHCIa P U yAOBJAETBOPAIOT YaCTHOMY
BUIY JUIMIITHYECKON KPHUBOIi:

1. y°x*+ax+b (modp)

+
2. y?°x* + ax + b (mod p)
3 203 + 2 + b d
. y° X’ +ax (mod p)
1. BpiGepuTe NpaBHJIbHOE BHICKA3bIBAHHE
. JIHCh UCIIOJIb30BAHUEM  JJUIMITHYECKUX  KPUBBIX  SIBJSIETCS
1. Tlommuc c CIIOJIb30BaHUE 3 ec eTc
JIETEPMUHUPOBAHHOM.
2. HOI[HI/ICB C HUCII0JIB30BaHUEM SJTUIITUYCCKUX KPHBBIX SABJIACTCS | +
PaHIUMU3UPOBAHHOM.
3. VYpaBHEHHsS Ha 3JUIMOTUYECKUX KPHUBBIX HEJIb3S HCIOJIB30BaTh ISl CO3JAHUS
TUQPPOBBIX MOIHCEH.
2. BrbiGepuTe npaBuiibHOE BHICKA3bIBAHUE
1. B kpunrorpaduu ¢ UCIOIb30BAHUEM DIUTUNITHYCCKHX KPHUBBIX HET aHAIIOTa
anroputMa nddu-Xemnmvana.
2. B kpunrorpadguu ¢ HCHONB30BaHMEM DSJUIMNTHYECKUX KPUBBIX €CTh aHAJIOT | +

anroputMa Jluddu-Xemimana.

3. Kpunrorpadus ¢ HCHONB30BaHUEM 3JUIMITHYCCKHX KPHUBBIX HE MOXET
WCTIONIb30BATHCS TS CO3TaHUsS OOIIETO CEKpeTa.

3. Bei0epuTe npaBuiibHOE BbICKA3bIBAHHE

1. Kpunrorpadus ¢ HCIONB30BaHUEM DIUTHITHYECKHX KPUBBIX MOXET | +
WCTIONB30BaThCs IS IU(PPOBaHUS COOOIICHNSI.

2. KpI/IHTOFpa(i)HSI C HCIIOJIb30BAHUEM OJUIMINTHYCCKHUX KPUBBIX HE MOXET
HUCIIOJIBb30BAaThCA OJIA H_II/I(l)pOBaHI/ISI COO6I].I€HI/I$I.

1. B ypaBHeHHSIX UIMNTHYECKHX KPHBBIX 0€CKOHEYHO YyIajeHHasi
TOYKAa, B KOTOPOH CXOASITCS BCe BePTUKAJIbHbIE MNpPsAMbBIE,
Ha3bIBaeTcst

1. Tenepupyromiei TOYKOM.

+
2. HynebiM anemMeHTOM.
3. OTKPBITBIM KJIFOUOM.
2. Ilpu wucnonb30BaHMM KPHUOTOrpaguu Ha IIJIUNTHYECKUX KPHUBBIX B
KayecTBe aHajora aaroputma JAupdu-Xeaamana B ypasuenuu P = na’G Ttouka G
HA3bIBAETCS
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. . +
1. Tenepupyroliei TOYKON.

2. HyneBbiM 31€eMEHTOM.

3. OTKPBITHIM KIFOUOM.

3. Ilpu wucnonb30BaHMU KPHUOTOrpaguu Ha IIJIUNTHYECKHX KPUBBIX B
KavecTBe aHajora aaroputma Juddu-Xenamana B ypapHenuu P = ny'G Touka Py
Ha3bIBAETCS

1. Tenepupyromieii TOYKOM.

2. HynebiM anemMeHTOM.

3. OTKPBITBIM KITFOYOM.

1. BeiGepuTe NpaBHJIbHOE YTBEPKIEHHE:

1. Mactep-kimt04 q0DKeH ObITh O0JIee 3aIUIICHHBIM, Y€M KIIF0Y CECCHH.

[1 Kirou ceccuu ToikeH OBITh O0JIee 3alUIEHHBIM, YeM MacTeP-KIII0Y.

0 MaCTCp-KHIO‘-I " K04 CECCUM OOJKHBI UMETh OJIMHAKOBYIO CTCIICHD 3allIUTHI.

[J Nonce — 310

[ TlocnmemoBaTeNbHBIM HOMEP TaHHOW CECCHHU.

[1 CmyuaitHOe 4HCII0, CO3TaHHOE CHEeMaIbHO ISl JAHHOW CECCHM.

[J OtmeTka BpeMeHH.

[J MacTtep-K/104 HCIIOJIb3YyeTCsl /sl

[ I[lncdpoBaHus KIIt04a CECCHH.

[ [udpoBanus NpUKIAIHBIX JaHHBIX.

[l IIudpoBaHus Kak KJIFOYa CECCHUH, TAK U MPHUKIATHBIX JaHHBIX.

(] ITox Ouj1eToM moHUMAeETCH

[l CnygaitHoe 9uCIIO.
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(] Bnox maHHBIX, 3am(POBAHHBIN CEKPETHBIM KIIFOUYOM, Pa3JesieMbIM KaKUM-JIH00 U3 | +
yaacTtHUKOB 1 KDC.

[ OrmeTka BpeMEHH.

[] BbiOepuTe NpaBUJILHOE YTBEP:KIeHUE

ll HpOTOKOJ’ILI ayTCHTI/I(bI/IKaHI/II/I HCIOJIB3YIOT TOJIBKO ACUMMETPUYHYIO KpI/Il'ITOFpa(bI/IIO.

ll HpOTOKOJ’ILI ayTCHTI/I(bI/IKaHI/II/I HCIOJIB3YIOT TOJIBKO CUMMETPHUYHYIO KPUIITOT pa(bmo

[1 IIpoTokonbl ayTeHTH(UKANMKA MOTYT HCIOJH30BaTh KaK aCUMMETPUYHYIO, Tak U | +
CUMMETPUYHYIO KPHUIITOTPaQHIO.

J IIpoTokos ayTeHTH(UKANMU C HMCHOJH30BAHMEM CHMMETPUYHOIO
mmdpoBanus U OWIeTa IJIf 3alUTHI OT replay-aTak uCnoJab3yeT

+
[J nonce
_|._
[] oTMeTKy BpeMeHHU
[J orkpsrThril kimou KDC.
[] Ilpu oqHOCTOpPOHHEI ayTeHTHIUKAIMYU OCYIIeCTBJIsIeTCs ayTeHTHGUKanmns
_|._
[1 OrnpaBurens.
[l Tlomyuatens.
[J KDC.
[] Tlpu oqHOCTOpPOHHEI ayTeHTHHUKAIMU KJII0Y CECCHM MOKeT M (ppoBaThCs
+

[J OTKpBITBIM KJIIOUOM TOJIy4YaTeIsl.

[J 3axpbITBIM KIIOYOM OTIPABUTEINS.

[] Macrep-KiI04oM Ui CHMMETPUYHOTO IU(PPOBAHUS, pa3/IeNieMbIM OTIPABUTEIEM H | +
KDC.

[J Ilpu ogHOCTOpPOHHel ayTeHTUDUKALINU

[J Hamnuue KDC o0s3arensHo.

[J Hammuwme KDC He 00s13aTeNbHO.

(1 B nporoxose Huaxama-1lIpenepa KDC BbinonHseT:
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+
[J AyTeHTHU(HUKALNIO yIaCTHHKOB.

[] PacmpeneneHue KIr04Ya CECCHH.

ll Pacnpe)leneHI/Ie OTKPBITBIX KJII0YeH Y4aCTHUKOB.

(1 B nmporokone Huaxama-ILlpenepa 3ammra oT replay-atak BbINOJIHSIETCS €
NMOMOIIbI0

[l oTMEeTKH BpEeMCHH.

[l mociemoBaTeanLHOTO HOMEpA.

[J nonce.

[1 B nportokose Jlennunra 3amura ot replay-aTak BHINOJHSAETCS € OMOIIBIO

[] OTMETKH BpeMEHH.

[] mocrmemoBaTebEHOTO HOMEpA.

[J nonce.

[1 BbiOepuTe npaBUJILHOE YTBEPKICHHE:

[ B mpoTokonax ayTeHTH(HUKAIMKA C HCHOJB30BAaHHEM IMU(PPOBAHUS C OTKPBHITHIM | +
KJIFOUOM YYaCTHHMKH JOJDKHBI 3HATh OTKPBITHIN Kitou AS nin KDC.

[ B mpoTokonax ayTeHTU(HUKAIMKA C HCHOJIB30BAHHEM IMU(PPOBAHUS C OTKPHITHIM
KJTFOYOM YYaCTHHKH JIOJDKHBI 3HATh OTKPBITHIE KIFOYH JAPYT JApYyTa.

[J B mpoTtokonax ayTeHTH(HUKALMKA C HCHOJIb30BAHHEM INHU(GPOBAHMUSA C OTKPHITHIM
KITFOYOM YYaCTHUKM JOJDKHBI 3HATh Kak OTKpBITHIA kmod AS mmum KDC, Tak u
OTKPBITBIE KIIIOYH APYT Apyra.

[] Bbi0epuTe NpaBUJILHOE YTBEpP:KACHME:

[J B moboMm npoTokose ayTeHTU(HKALWK KIIOY CECCHHM BCErga CO3JaeTcsl TpeTher
JIOBEPEHHON CTOPOHOH.

[l B mro60oM TIpoTOKOIIe ayTeHTU(HUKAITUN KIIFOY CECCHH BCETIa CO3/IAeTCsl YIACTHIUKOM
A.

[l CymecTByIOT pa3IWYHBIE MPOTOKOJBI, B OJAHHX KiI0U ceccun co3maercs KDC, B | +
JIPYTHX - OJIHUM M3 YYaCTHUKOB A wiu B.

[l Ilox replay-aTakoii B JaHHOM KOHTEKCTe MOHUMAIOT:

[ B03MO0KHOCTB B3JIOMa KJIF0Ya CECCHUH.
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+
[1 B03MOKHOCTh HUCITOIH30BAHUS CTaporo KJjiro4a CCCCUu.

[J BosmoxuocTts B3toma KDC.

[] CepTu(uraT 0TKPBITOro KJII0Ya UMeeT cjedyIolie XapaKTepUCTUKH

[] JIro0oit ygaCTHHUK, UMEIOIIHA OTKPHITHIHN KiTtod CA, MOXET BOCCTAHOBUTH OTKPBITHIH KITFOY YIaCTHUKA, |
st kotoporo CA co3man cepTudukar.

[J Huxro, KpoMe cepTU(UKANMOHHOTO IIEHTPA, BBITYCTUBIIECTO CEPTUPUKAT, HE MOXKET MOJACMOTPETh
CepTHQUKAT.

(] Hwukro, KpoMe CepTH(UKAIMOHHOTO LEHTPA, BBIMTYCTHUBIIETO CEPTU(HKAT, HE MOXKET HE3aMETHO | 4
MOJIUPHUINIPOBATH CEPTH(UKAT.

[] JIro6oit yaacTHUK, IMEIONTUI OTKPHITHIN KiTF0d CA, MOKET BOCCTAHOBHUTD 3aKPBITHIHM KITFOY Y9aCTHHUKA,
it kotoporo CA co3ian cepThdUKar.

(] Heasto PKI ssBasieTcst

[J VYnpasneHue BceM KH3HEHHBIM UKIIOM cepTU(HHUKATa OTKPBITOTO KITIOYa.

[1 Pacmpenenenne KiroUei cecCHi MEXIY yYaCTHHUKAMH.

[J IlpemocraBieHue TOBEPEHHOTO U IEHCTBUTEIHHOTO OTKPBITOIO KITIOUa YIaCTHUKA.

U IIpenocraBieHre JOBEPEHHOIO U ACHCTBUTEIILHOI'O OTKPBITOIO KIF0Ua KOPHEBOTO CEPTU(HUKALIIOHHOTO
LEHTpA.

[] Cepru¢puxanmonnsiii uentp (CA) —sto

[] YmomHOMOYEHHBIH OpraH, KOTOPBIH CO3/IaeT KIIFOYH CECCHU.

[J VYnosHOMOYEHHBIH OpraH, KOTOPbIA CO3/1aeT CepTH(HUKATHI OTKPBITOTO KIIFOYA.

[] YmomHOMOYEHHBIH OpraH, KOTOPBIH CO3/1aeT 3aKpPhIThIE KITIOYH.

[J YmomHOMOYEHHBIH OpraH, KOTOPHIH OMpe/IeNnseT TOJTHOMOYMS TOJIb30BaTeNeH.

[] Pemo3utopuii cepTUPUKATOB OTKPHITOT0 KJIIOYA — 3TO

[J baza maHHBIX, B KOTOpO# XpaHsTcsa ceprudurarsl 1 CRL.

[] Cucrema mnm HaOOp pacmpeesIeHHBIX CHCTEM, KOTOphIe XpaHsT ceptuduxarst u CRL.

[J baza maHHBIX, B KOTOPOH XpaHUTCS HH(OpMalKs cCepTH(HUKATMOHHOTO LIEHTpa.

[J Cucrema mu HaOOp pacrpeieieHHbIX CUCTEM, B KOTOPOU XpaHUTCs HHPOPMAITHS cepTHHUKAITIOHHOTO
LIEHTpa.

[] Ilemoyka cepTH(PUKATOB — 3TO
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[J TlocnemoBarenbHOCTh CepTH(HUKATOB, TO3BOJISIONIAS ONPEJCITUTh JICHCTBUTEIBHOCTL cepTHdUKaTa | +
KOHEYHOT'O YYaCTHHUKA.
[J INocnenoBaTenbHOCTH CepTH(PHUKATOB, BBIMTYLICHHBIX JaHHBIM CEPTH(OUKATUOHHBIM LIEHTPOM.
[l TocmenoBaTenbHOCTH CEPTU(HHUKATOB HEKOTOPOTO KOHEYHOTO YIaCTHHUKA.
[] TocmenoBaTenbHOCTH CEPTU(HUKATOB, HMEIOIUXCA y TTPOBEPSIIOIIEH CTOPOHBL.
[J CRL ->5T0
[] Crnmcok UCTEKIIUX CepTU(UKATOB.
[ Crmcok OTMEHEHHBIX CepTH(HUKATOB. +
[J Crnucok AeHCTBUTENBHBIX CEPTUPHUKATOB.
[J Crnmcok camMOIOIITUCAHHBIX CEPTU(HUKATOB.
(1 Ilepuoa NeHCTBUTEJHHOCTH cepTHPUKATA SABJSETCS HHTEPBAJIOM BpeMEHH, B TeyeHHe
Kotoporo CA rapaHTupyet, 4To
[J 3akpbITBIH KJIIOY YYACTHUKA HE B3JIOMaH.
[l Wndopmarus B cepTudUKaTe HE U3MEHIIACH.
[] CepTuhuKaMOHHBIH EHTP MOICPKUBACT HHPOPMAIIHIO O CTaTyCce CepTU(HUKATA. +
[J Tlonp3oBaTento HEe BBIJAHBI APYTHE CEPTH(PHUKATHI.
[J ITose Subject naeHTHUIHPYET YYACTHUKA, KOTOPBIH
[] Toamucan naHHbIN cepTH(UKAT.
[J SBisiercst cCOOCTBEHHUKOM CepTH(HKATA U COOTBETCTBYIOIIETO 3aKPBITOIO KITIOUA. +
[J SBusiercst cOOCTBEHHUKOM 3aKphITOro Kimoya CA.
[] MoskeT uMeTh JaHHBIA cepTU(UKAT B CBOEM XpaHWIHUIIIE CEpPTU(HUKATOB.
[] Pacmmpenus cepTuuKaTa NPeaoCTABISIIOT METOABI
[J JInst cBA3BIBaHHS JOTIONHUTEIBHBIX aTPHOYTOB C IMOJIB30BATEISIMUA HITH OTKPHITHIMU KITFOYaMH. +
[J Jlns ynpaBiieHHs cepTUQHUKATAMHU. +
[J Jns ykazaHus AONOJTHUTENBHBIX TOAMKCEH cepTuduKara.
[J s npeaoTBpalieHus MOICIKN CepTU(HUKATA.
[J Cepruduxart nonagaer B ClIMCOK 0TMeHEHHbIX CEPTH(UKATOB, €CJIH
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[] Kpuntorpadudeckas 0€30macHOCTb.

[J KommpomeTnpoBaH 3aKpbIThIH KJIF0OY KOHEYHOTO YYAaCTHHUKA. +
[1 KommpomeTupoBaH 3aKkpbIThIi K109 CA, BBITyCTUBIIETO TAaHHBIA CepTUDHUKAT. +
[J Hcrekio Bpems NeHCTBUTEIBLHOCTH cepTH(UKATA.
[J Cepruduxar Obu1 yKpajaeH.
[] CepTu(uKAT IBJIAETCH CAMOBBINMYIIEHHBIM
[J Ecnu DN, KOTOpbIE YKa3aHBbI B IIOJIAX CyOBEKTA U BHIITYCKAIOLIETO, SIBJISIOTCS IIyCTHIMU.
[J Ecnu DN, KOTOpBIE YKa3aHBbI B MOJISIX CyObEKTa M BHITYCKAIOIIETO, OJUHAKOBBI M HE ITYCTHL. +
[] Ecmu DN, KOTOpBIE YKa3aHBI B TIOJISIX CYOBEKTA M BRIITYCKAIOIIETO, SIBISTIOTCS THO0 OMHAKOBBIMU, JTHO0
ITyCTBIMU.
[J Ecnu DN, KOTOpBIE YKa3aHBbI B IMOJISIX CyOBEKTa U BHITyCKAIOIETO, HE COBIAIAIOT.
[] BbiOepuTe NMpaBUJbHOE YTBEP:KIeHHE
[1 JomkHO OBITH OTHOCUTEIHHO JIETKO CO37aBaTh MUGPOBYIO MOIIHCE. +
[J JlomxHO OBITH BBIYHCIUTEILHO HEBO3MOXHO MOAJENATh IIU(POBYIO MOAMKUCH KaK CO3JJaHHEM HOBOTO
COOOTIIIEHNS IS CYIIeCTBYIOMIeH mu(pOBOi MOAMUCH, TaK U CO3AAHUEM JIOKHON ITU(PPOBOMA MOATHCH +
JUTSL HEKOTOPOT'O COOOIICHUSI.
[] J1omkHO ObITh OTHOCHUTEILHO JIETKO MPOBEPATH HU(DPOBYIO MOIIHUCH. +
[] Toamuck 06s3aTENBHO TOKHA OBITH PAHIOMU3HPOBAHHOM.
(] IIporoxoa TLS/SSL
[] Heasimu mporokosa SSL/TLS aBasiroTcst
[l WureponepabenbHOCTb. +
(] IpenorBpamienne aTak «man-in-the-middle». +
[l TlpemorBpamienue DoS-arak.
[J OtHocurenbHast 53pHEKTHBHOCTb. +
[J Ieassmu npotoxosa SSL/TLS siBasiiorest
[J PacuupsieMoCTb. *
+

U Ilpenorspamenue DDoS-atak.

[J IlpemocraBieHue cepBHCOB il OMIIIMHTA.
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[J IIporoxoa SSL/TLS npenocraBisieT cepBUCHI §€30NMACHOCTH /IJIsI

[1 IlpukiramHoro mpoTOKOJIA.

[1 TpaHCTIOPTHOTO IMPOTOKOJIA.

[] IIpoTokojyia KaHAJILHOTO YPOBHSIL.

[] IIporoxona GU3NIECKOTO YPOBHSI.

[] PacmmpsieMmocTh B mpoTokojie SSL/TLS o6ecneyuBaercs TeM, 4TO

[J SSL/TLS ompenensier obummii kapkac (framework), B KOTOpBII MOTYT OBITH BCTPOCHBI HOBBIE | 4+
QITOPUTMBI OTKPBITOTO KITFOYa X CHMMETPHUYHOTO MIA(POBAHHSL.

[J SSL/TLS umeer ¢purcupoBaHHBII HAOOp aNTOPUTMOB CHMMETPUYHOTO ITH(POBAaHUS M ONpeaessieT
kapkac (framework), B KOTOpBIit MOTYT OBITh BCTPOEHBI HOBBIE aJITOPUTMBI OTKPBITOTO KITF0YA.

[ SSL/TLS wumeer QurcupoBaHHBIN HaOOp alITrOPUTMOB OTKPHITOTO KJIF0Ya W OIpeneiseT KapKac
(framework), B KOTOpBIH MOTYT OBITH BCTPOCHBI HOBBIE AJITOPUTMBI CHMMETPHYHOTO ITU(PPOBAHUSI.

[1 SSL/TLS mmeer ¢hukcupoBaHHBI HAOOP AITOPUTMOB CHMMETPHUYHOTO MHUGPOBAHUS U alTOPUTMOB
OTKPBITOTO KITIOYA.

[] OtHocutenabHas d¢pdexTuBHOCTH B MpoToKoiie SSL/TLS o6ecneunBaercs Tem, 4To

[] BBOauTCs MOHATHE CECCHU, B paMKax KOTOPOH MOXET ObITh cO3/1aHO HecKoJbKko TCP-coennueHuii.

[1 He ucnonp3yercst Kpunrorpadus ¢ OTKPHITHIM KJIFOUOM, TpeOyromas OONbIINX BEIYUCICHUH.

[] B kayecTBe TpaHCHOPTHOTO MPOTOKoJa ucnoibdyercs UDP, koTopsiii Oosiee ObICTPO yCTaHABIUBACT
coenuHeHne. HanexHocTh coeqrmHeHns obecrieunBaeTcsa Ha ypoBHe SSL/TLS.

UJ Hns obecneueHns KOHPUACHINATBEHOCTH UCTIONB3YIOTCS O0Jiee OBICTPhIE AJITOPUTMBI CHMMETPHYHOTO
i (poBaHUsI ¢ MEHBIICH JUTMHON KITtoYa.

(] ITporoxoa SSL/TLS umeer

[J OpnuH ypoBeHb.

(] [IBa ypoBHS.

[l Tpu ypoBHS.

[] Yetbipe ypOBHSI.

[J ITporoxoa 3anucu B SSL/TLS o6ecneunBaer

[J AyTreHTH(UKAIHIO KIHEHTA.

O KOH(I)I/I}_IGHI_II/IEIJ'IBHOCTL COCIMHCHUA.

[J LlenocTHOCTh COEAMHEHUSI.
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[l AyreHnTudukaimio cepepa.

(] IIpoToxoJ 3anucu UCNOJb3yeTcs

[l [is vHKATNCYISIIH Pa3IMYHBIX IIPOTOKOJIOB 00JIee BHICOKOTO YPOBHS.

[ Ins nakancynsiuu Toasko HTTP-nporokona.

[J JInst vHKancyJIsaLUuK TOJIBKO NpoToKoja Pykonoxarus.

[l Hdns nakancynsmun TCP-ipoTokoa.

[] B3ammHoOe pacmnoJio:keHHe NPOTOK0JI0B 3anucu U PykonoxkaTus ¢ cTeke NpoTOK0JIOB

[l Ilportokom PykomoskaTusi MCHONB3yeT MPOTOKON 3amUCH B KadecTBE TPAHCIIOpTA U BENCHUS | 4
TIEPEroBOPOB O MapaMeTpax 0e30MacHOCTH.

[J Tportokon 3amucu MCMoab3yeT MPOTOKON Pykomoxatusi B KadecTBe TPAaHCIOPTa Uil BEACHUS
NIEPEroBOPOB O IapameTpax 6e30MacHOCTH.

[J IIporokomsl Pykomoskatns u 3amucu pacHoNOXXeHbl Ha OJHOM YPOBHE B CTEKE IPOTOKOIOB H
BBITIOIHSIOTCS 1OBepX nporokona TCP.

[J IIporokomsl Pykomoskatus u 3amuicu pacHoiOXeHbl Ha OJHOM YPOBHE B CTEKE IPOTOKOJOB H
BBIIIOJIHAKOTCS TIOBEPX IpoTOKoJa IP.

[] Iporokon Pykomno:kaTusi ofecneynBaeT 0€30MaCHOCTHL COeTHHEHHUs, HCIOIB3YH CJIeAyIoLIne
CepBHUCHI

[J YuacTHUKHM ayTeHTHU(QHULIUPOBAHEI C HCIIOIB30BAHUEM KPUNITOTPA(UH C OTKPBITBHIM KIIFOUOM.

[J Jnsa ayTeHTUDUKAIMN YIaCTHUKOB ncnionb3yetcs Tpetbs JJoBepennas CtopoHa, cepTH(HKAT KOTOPOH
UMEET KaKJblil YUYaCTHHK.

[ TleperoBopsl 0 pa3aeisieMOM CEKpeTe HaIeKHBI.

[J YuacTHUKH ayTeHTU(DHUIMPOBAHBI C UCTIOJIL30BAHUEM OOIIETO CEKPETa MM KPUITOTpa(Hu ¢ OTKPBITHIM
KIIFOUOM.

[] Iporokoxa Pykomno:kaTusi ofecnieynBaeT 0€30MaCHOCTH COeTHHEHHUs, HCTIOIB3YH CJIeAyIolIne
CepBHCHI

[] TleperoBopbl 0 pa3eiiseMOM CEKpETe HAICHKHBI, €CIIU BBITIOJIHEHA ayTeHTHHOUKAIHS XOTS Obl OHOM U3 | 4+
CTOPOH.

[J Ons ayreHTH(UKAIMHA YIaCTHHKOB Hcnofb3yeTcs Tpetbs loBepenHast CTOpoHa, ¢ KOTOPOH YUYaCTHUKH
UMEIOT 00N CEeKpeT.

[J ITeperoBopsl 00 UCIONB3YEMBIX AJITOPUTMAX MIU(PPOBAHHUS O€30MaCHBI, T.€. UX HEJIb3S HOJCMOTPETb.

[ TleperoBopsl 0 pa3aeisieMoOM CeKpeTe 0e30MacHbl, T.€. 3TOT CEKPET HeJb3sl OJCMOTPETh.

[] Bpi0epuTe MpaBUJIbHOE yTBEpP:KAeHHE

[J B mporokone SSL/TLS ydacTHWKM ayTeHTH(QUIUPYIOTCS C HWCIOJNB30BAaHWEM KpUNTOrpaduu C | 4+
OTKPBITBIM KJIIOYOM.
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[J B mporokone SSL/TLS yyacTHHKH ayTeHTUDHUIIUPYIOTCS ¢ UCIOIb30BaHUEM Pa3AesieMOr0 CEKpeTa.

[] Bupotokone SSL/TLS cepsep ayrerTudunmpyer ceds ¢ HCIOIp30BaHUEM KPUNTOTPadhr C OTKPBITHIM
KITFOYOM, ayTeHTH(DUKAIIMS KITUSHTA BBITIOIHSIETCS TI0 TIapOJTIO.

[l B mporokome SSL/TLS cepsep ayreHTHQHIHpYET ceOs MO MApONI0, ayTeHTH(UKAIUS KIHEHTa
BBITIOJTHSICTCS C UCIIOJIb30BAHUEM KPHUIITOTPA(QHH C OTKPBITHIM KITFOYOM.

[ Ilox 6e30mMacHOCTHIO EPErOBOPOB 0 Pa3/Ie/isieMOM CeKpeTe MOHUMAETCsl

[] Paznmensiemblii 001U CEKpET HEBO3MOXKHO TIOJICMOTPETb.

[1 Pazmensiemblif 00NN CEKPET HEBO3MOYKHO U3MCHHUTD.

[] HeBo3moxHO Y3HaThb AJITOPHUTMBI, IJII KOTOPBIX CO34aCTCA pa3IleJ'ISICMBII>i O6IHHﬁ CCKPCT.

[J HeB03MOXHO y3HATh PEKHMBI BHITIOHEHHS aITOPUTMOB, [T KOTOPBIX CO3/1aeTCs pa3AeisieMblid 00mni
CEKpeT.

[] Ilox HaEesKHOCTHIO MEPEroBOPOB 0 Pa3/iesieMOM ceKpeTe IOHUMAeTCs

[J Arakyromui, pacroyioOKEHHBIH B cepeIHE COCAMHEHHSI, HE MOXET MOJTUPHUIIUPOBATD MTEepeaaBaeMblil | +
CEKpEeT HE3aMETHO IS YYaCTHUKOB COCIUHEHHUS.

[J Arakylomui, pacroyioKEHHBIH B CepeJHE COCAMHEHHS, HE MOXKET MOJCMOTPETh IepeaaBaeMbIil
CEKpET.

U ATakyrooImui, pacHojiO)KCHHbIA B CEpPEAMHE COCAUHEHUS, HE MOXET Y3HaTb alCOPUTM, C
UCIIOJIb30BaHUEM KOTOPOI'O NIEPENAETCS CEKPET.

[J  Atakylomui, pacrojoXeHHBIH B CepelMHE COCAMHEHHs, HEe MOXKET Y3HAaTh AalTOpUTM, s
HCIIOJIB30BAHUA B KOTOPOM IIEPENAETCA CEKPET.

[J Conepxumsbim nporoxoiaa Alert B SSL/TLS siBisiercs

[J daranpHOE COOOIIEHNE O 3aKPBITHH COEAHHEHHSI.

[] JIubo darampHOE, THOO MpEeayIpEkKAAOIIEE COOOIICHHUE. +
[l I[penynpexnatoriee cOOOIICHNUE.
[J CooOuieHue, Ioka3piBaEMOE MOJIb30BATEIIIO JUIS BBOA JIOTHMHA U TIAPOJIs TIOJIh30BaTEIIs.
[J IIporoxo.a 3anmucu BbINOJIHSET clleAylolee
[1 ®parmentupyet coobuieHne Ha OJI0KH HY>KHOU JUTHHBIL. +
+

OcCymIecTBIISET CXKATUE TaHHBIX.

AyTteHTH(UIPYET cepBep.

HO,I[HI/ICLIB&CT nepeaaBacMbIC JaHHBIC.

] IIpoToko. 3anucH BBINOJIHSET cIeaylolee
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[J Berauciasser HMAC. +

[1 3ammdpoBBIBacT JaHHBIC. +

[J AyreHTudHUUMpPYET KIHEHTA.

[] CornacoBbIBaeT 00U CEKpET.

[1 B nportokosae SSL/TLS ¢pyuxuus PRF

[1 CozmaeT ciay4aifHyI0 IOCIEIOBATEIFHOCTH OUTOB.

[] BeIpabaThiBaeT MacTep-CEKpET.

[] PacmmpsieT MacTep-ceKpeT J0 HY>KHOW JITWHBI IJIs1 CO3IaHUs BCEX HEOOXOANMBIX KITFOUEH.

[J VBenuuuBaeT AMMHY MacTep-CEKpeTa B Ba pasa.

[1 Cocrosinne coenuHeHusi B nporokoiae SSL/TLS

[J OmnpenensietT mapaMeTpsl BBIIIOJHEHUS POTOKOIIA 3aIHCH.

[1 Ompenensier cioco0® ayTeHTHU(PUKAITUN KIINEHTA.

[J Ompenensier ciocod ayTeHTU(DHUKAIIUN CepBEpa.

[] Ompenensier MpUKIAAHON MPOTOKOII, KOTOPBIH BBITIOTHIETCS BEIIIE IPOTOKOJIA 3aIHCH.

[] INapamerpamu coeanHenus B npotokoje SSL/TLS aBasiorca

[l Anroput™m cxaTHsl.

[J Anroput™m mudpoBaHus.

(] [aponp kmueHTA.

[J Cepruduxar ceprepa.

[] IMapamerpamu coeauneHusi B npotokoje SSL/TLS saBasirorcs

J MAC-anropurm. +

[J Cexperst MAC, k1104 anropuTMa MmMuppoBaHUs 1 HHULUATU3AIHOHHbBIE BEKTOPA.

[J WpenTudukarop KIueHTa.

[J Cepruduxar KimeHTa.

[] OmnpenesieHbl CJIeAYIOIHE COCTOSTHUS COeTUHEHHS

[1 Texymiee COCTOSHUE YTCHUSL.

96




MI'Y numenun M.B. JlomoHOCOBa Pabouas mporpamma AMCHUIIIMHEL
«HdpopmanmonHas 6€30MaCHOCTD U 3alIUTa HHHOpMALIUU»

[] Tekyiee COCTOSIHHC 3aITHCH. +

[] OxunpmaeMoe COCTOSIHHE YTCHHS. +

[1 OskmmaeMoe COCTOSTHUE 3aINCH. +
[] IMapamMeTpsl 0€30MACHOCTH JJIsl 03KAAAEMbIX COCTOSTHHII YCTAHABJIHBAIOTCS

T

[] Iporoxomom Pykomoxarusi.

[l Ilporoxomom HTTP.

[J Ilporoxonom TCP.

[1 Ilportoxosom IP.

[] IpoToxos udmMeHenus mudpoBaHus

[] Henaet oxugaeMoe COCTOSIHUE TEKYIIUM, B Pe3yJIbTaTe Yero COOTBETCTBYIOIHE MTAPAMETPhI TEKYILETO | 4+
COCTOSIHUSI COPachIBAIOTCA M 3aMEHSIOTCS TapaMEeTPaMHu 0XKUJAEMOr0 COCTOSIHUSL.

U [emaet oxxunaemMoe COCTOSIHUE TEKYLIUM, B PE3YJIbTATE YEr0 COOTBETCTBYIOLINE TapaMETPhl TEKYILEr 0
COCTOSTHUSI 3aMEHSIOTCS ITapaMeTpaMu 0’KUAaeMOr0 COCTOSTHUS, a MapaMeTphl 0KHIAEMOT0 COCTOSIHUS
— mapaMeTpamMH TEKYIIETo.

[J Jlemaer oxuaaeMoe COCTOSIHHE TEKYIIUM, B PE3yJbTaTe Yero mapameTpbl TEKYLIEro H OXKHAAeMOro
COCTOSIHUI cOpachIBAOTCS.

J [lemaer oXuzaemMoe COCTOSIHME TEKYLIMM, B PE3yJbTaTe Yero COOTBETCTBYIOLIME IapaMeTphl
0’KHMJJaEMOT'0 COCTOSIHUSA COPachIBAIOTCS U 3aMEHSIOTCS TapaMeTpaMy TEKYILEro COCTOSHUS.

[l U3 MacCTep-CEeKpeTa CO3AAKTCH CJICAYIOIINE JTaHHbIC

UJ Kiroun MAC, pa3Hble B 000MX HAalpaBICHUSIX.

U Kirouwm 1t anroputMa CUMMETPUYHOTO MIM(POBaHUS, pa3HbIe B 000MX HAIIPABICHUSX.

[J Ceprudukarsl cepBepa.

[l I/IHI/II_II/IaJ'II/BaLII/IOHHBIe BCKTOpa U1 aJlrOpuTMa CUMMCETPUYIHOT'O H_II/I(l)pOBaHI/ISI, OJMHAKOBBIC B obonx
HaIlpaBJICHUAX.

[l U3 MacCTep-CEeKpeTa CO3AATCH CJICAYIOIINE TaHHbIC

[J Vunumanu3anuoHHBIE BEKTOpa Ul QJITOPUTMa CUMMETPUYHOro MH(pOBaHMA, pa3Hble B 000X | 4+
HaTpaBJIEHUSIX.

[l Ceprudukarsl KIHECHTA.

[] Kmroun AJid aJiroputMa CUMMETPUYIHOTO HJI/I(prBaHI/IH, OJNHAaKOBBIC B oboux HaIpaBJICHUAX.

[J Ilpu3Hak BO30OHOBISIEMOCTH CECCHHU.

W IMapamerpbl OGe3omacHocTH B mporokosie SSL/TLS naas  oxugaeMbIX COCTOSTHUIA
YCTAHABJINBAKOTCH
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[l TIIporoxosioM PykomoskaTusi.

+

[1 IlpoToxoiioM 3ammcH.

[J Lentpom pacnpeneneaus kiroueii (KDC).

O HpOTOKOHOM MPUKIIaAHOTO YPOBHA.

(] Iportoxos Pykono:xkatus B SSL/TLS 06s13aTe1bHO BKIIOYAET caeYIONIHe HIATH

[] O6meH coobmenusimu Hello KIMeHTa U cepBepa.

[] Tlocwinka cepTuduKara ceppepa.

[1 ObmeH cooOmeHnsIMHA T BRIPAaOOTKH 0OIIEro ceKpeTa.

[J Toceka cepTuduKara KIUEHTA.

[1 Coobmenust Hello B nporoxosie SSL/TLS o6ecnieunBaror

[J CormacoBaHue UCHONB3YEMbIX aJllOPUTMOB.

[1 OOMeH cny4JaitHBIMU 3HAYEHUSIMIL.

[J TlpoBepKy BO30OHOBISIEMOCTH CECCHHU.

[] AyreHTHdUKaIus ceppepa.

[] Iportoxoa Pykono:xkatus B SSL/TLS mo:keT He BKIIOYATH cieayIONIHe HIATH

[l Obmen coobmenusmu Hello KITUEHTa U cepBepa.

[J Tlockuiky ceprudukaTa cepsepa.

[] Moceuiky cepTrrkara KIHEHTa.

[J OOMeH cooOmeHnsIMH TSl BBIPAOOTKH OOIIETo CeKpeTa.

[] BbiOepuTe NpaBUJbHOE YTBEpP:KAeHHE

[J B nporokone SSL/TLS nepBbIM BBIIONHSAET ayTEHTU()UKALINIO KIUCHT.

[J B mporokosie SSL/TLS niepBbIM BBITIOIHACT ayTEHTU(UKALIUIO CEPBEP.

[J B mporokone SSL/TLS ayTeHTH(HKanus KIWEHTa M CepBepa BBIMOJHAETCS OJIHOBPEMEHHO C
ucnonb3zoBanueM Tperbeii JloBepeHHON CTOPOHBI.

[J B mporokone SSL/TLS HuKkor/a HE BHIMOMHSIETCS HA ayTeHTU(UKAIHAS KIMESHTA, HU ayTeHTHQHUKAIIUS
cepsepa.

[] Bpi0epuTe MpaBUJIbHOE yTBEpP:KAeHHE
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[J B mnpotokone SSL/TLS Tonpko ayTeHTH(HUIMPOBAHHBIA KIMEHT MOYET 3alpOCUTh CEPTHU(HHUKAT
cepsepa.

[J B mporokone SSL/TLS Tombko ayTeHTU(QHUUMPOBAHHBIA CEpBEP MOXKET 3allPOCHTh CepTH(UKAT | +
KIIMCHTA.

[1 B mporoxone SSL/TLS ayrenTudukaiys u KIUeHTa, U cepBepa ABIsIeTcS 0053aTeIbHON.

[J B mpotokone SSL/TLS Hukoraa He BHINOMHSETCS HU ayTeHTU(UKAIMS KIMEHTa, HU ayTeHTH(PHUKALUSI
cepsepa.

[1 Coxpamennoe Pykonos:xkarue B mporokose SSL/TLS no3BoJisier

[J VYBenuuuTh Mpou3BOAUTENbHOCTS poTokona SSL/TLS.

[J INoBeicuTh Oe30macHOCTh npotokona SSL/TLS.

[] TloBeicuTh HHTEpOIIEpPaOENBEHOCTH TTpoToKOTa SSL/TLS.

[] IToBwicuTh HaJIeXKHOCTH MpoTokoa SSL/TLS.

[] Pacmmpenus SSL/TLS npennaznaveHbl 1Jisi o0ecnedeHns cJIeIyOIUX BO3MOKHOCTEH

[J Ilo3BonuTh cepBepaM 3alpallinBaTh ABTOPU3ALUOHHYIO HH(POPMAIUIO KIHEHTA.

[J Ilo3BonnTh KIIMEHTAM YKa3bIBaTh UMs BUPTYaJIBHOIO CEpBepa.

[J  TlozBomute SSL/TLS wmakcumanbHo 3(dekTuBHO (QYHKIHMOHHPOBATH B HOBBIX OKPYKCHHAX C | 4+
OTPaHWYECHHBIMU BO3MO)KHOCTSMH.

[J HMcnonp30BaTh HOBBIE KPUIITOIpAaQHUECKHE AITOPUTMBI.

[] O06paTHasi COBMeCTUMOCTH NPH UCHOIb30BaHuM pacuupenuii SSL/TLS o3navaer

[J Kyments! Bepcun TLS 1.0, KoTOpbIe MONAECP)KUBAIOT PACLIMPEHNUs, MOTYT o0mmaThes ¢ cepsepamu TLS |
1.0, HE TOIEPKUBAIOIIIMMHY PACIITUPEHUSL.

[J Kuuentsr Bepcun TLS 1.0, koTOpble HE OJIEPKUBAIOT PACIIHMPEHHUSI, MOTYT OOIIATHCS C CepBEpamMu | 4+
TLS 1.0, noaaepKuBarIUMA PacIMPEHUSL.

[l HpI/I HCII0JIb30BaHHNN pacmnpeHHﬁ CJICAYCT YCTAHABIMUBATDH JOIMOJIHUTCIBHOC I1O Ha CTOPOHC KJIMCHTA.

[ Ilpu ncrnonb30BaHUM PaCIIUPEHUH cileyeT ycTaHaBIMBaTh JonoaHurensHoe 110 Ha cTopoHe cepsepa.

[] Coob6menue Finished npotokosa SSL/TLS noceuiaercs

O I[J'ISI IMMPOBCPKU YCHCIIHOT'O 3aBCPIICHU 0o0MEHa KIIIo4a u mpoueccoB aYTeHTI/I(i)I/IKaI_II/II/I.

[] i 3aBepuieHnsI UCTIOIb3yEMOT0 TPAHCTIOPTHOTO MPOTOKOJIA.

O 21.1'[5[ YKa3aHU€ HUCII0JIb30BaTh HOBBIC aJITOPUTMBI U KITFOYH.

[J Mns ayreHTH(UKAIUKN KIHEHTA.
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Cnucox BOIIPOCOB MJiA MHAUBUAYAJBHOI'O coﬁecem)BaHm[ Ha l'[pOMG)KyTO‘[HOﬁ aTTeCTAalluM.

1.

10.

11.
12.

13.
14.

15.
16.
17.

18.
19.

20.

21.

OCHOBHBIE TIOHATHUS U ONPEICITICHIS, OTHOCAIIUECS K MHPOPMAITMOHHOHN 0€30MacHOCTH:
aTaky, yI3BUMOCTH, ITOJIUTUKA O€30MaCHOCTH, MEXaHU3MBbI H CEPBUCHI OE30ITaACHOCTH;
KJlaccu(UKanus aTak.

Anroput™msl cummeTpuuHoOro mudposanus. [lonsTre cToiikocTu anropuTma, TUIIbI
OTepanuii, NCIOIB3YEMBIX B aJITOPUTMaX CUMMETpUYHOTO mudpoBanus. Cers Deimmrens.

Anropurmsl DES u tpoiinoit DES.
Anroputmsl cumMmeTpuaHoro mudposanus Blowfish, IDEA, TOCT 28147.

PeXrMBbl BBITIOTHEHUS AJITOPUTMOB CUMMETpHYHOTO MmHdpoBanus. CrocoObl CoO3aaHus
IICEBJOCIYyYalHbIX YHUCE.

Anroputm Rijndael. Marematnyeckue noHsATHS, JeKaliyue B OCHOBe anroputMa Rijndael.
Crpykrypa anroputMma Rijndael.

OCHOBHBIE TIOHSATHS, OTHOCSIIUECSA K KPUIITOrPapHH ¢ OTKPBITHIM KIIFOYOM, CIIOCOOBI
HCIIOJIb30BAHUS AJITOPUTMOB C OTKPBITHIM KIIFOUOM: MU(POBAHKE, CO3TAHNEC U TIPOBEPKA
nudpoBoi moamnucH, 0OMeH Kiroyva.

Anroputm RSA.
Anroputm Auddu-Xemnnmana.

TpeboBanust k kpunrTorpaduueckum x3m-pyHknusaM. Xsm-¢pyakmun MDS, SHA-1, SHA-
2, SHA-3 uI'OCT 3411.

O0ecneueHre NEITOCTHOCTHA COOOIIIEHUHN.

OcHoBHbI€ TpeOOBaHUA K IU(PPOBBIM MOANUCAM, CTaHIAPTHI HU(ppoBoit noanucu [OCT
3410 u DSS.

KpHnTorpa(me C UCITOJIb30BAHUCM JJINIMIITUYCCKUX KPUBBIX.

OcCHOBHbBIE POTOKOJIBI ayTEHTU(UKALIMU 1 OOMEHa KITI0UYel ¢ HCII0JIb30BaHUEM TpeThe
JIOBEPEHHOW CTOPOHBI.

Ayrentudukanus u ooMeH Kiroueit B nmporokose Kerberos.
WudpactpykTypa oTkpsiToro kitoya. Ceprudukarsr X.509 v3.

Nudpactpykrypa oTKphITOTO Kitoda. Pernosutopuii ceptudukaroB. CriocoObl OTMEHBI
cepTudUKaTOB.

AytenTudukanys u ooMeH kimoued B mporokone TLS/SSL.

KHaCCI/I(I)I/IKaI_II/ISI MCIKCCTCBLIX DKPAHOB. IlaketHEIE (bI/IJ'IBTpBI C HO,[[ILCp)KKOﬁ u 0e3
MOAACPIKKU COCTOSHUAA.

Tlousatne DMZ. Paznuunsie Tonmosiorud DMZ ceTelt ¢ UCIIOb30BAHUEM MEKCETEBBIX
SKPAaHOB Pa3HOIr0 THUIIA.

Crnioco0w! kiaccudukanuu cucteM oOHapyxeHust Bropskeruit (IDS).
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22.

23.
24.
25.

26.
27.
28.

29.
30.
31.
32.

33

34.

«HpopmanmonHas 6€30MaCHOCTD U 3aliTa HHHOpMALUU»
[Tpunnume! 6e30macHOro pa3BepThiBaHus cepBrucoB DNS. 3ammura TpaH3akiui ¢
ucnons3zoBanueM HMAC (cranaapt TSIG).

bezonacnocts DNS Query / Response (ctangapt DNSSEC).
TexHonmoruu ayreHTHGHUKAIIMT B BEO.

Be3onacHOCTE BeO: TEXHOJIOTHH aKTUBHOIO COACPKUMOI'0 Ha CTOPOHE CEpBEpa U
CBA3aHHLIC C O9TUM YA3BUMOCTH.

OCHOBHBIE TIPEBEHTHBHBIC CPECTBA 0OecTIeueH s 0€30IMacCHOCTH BeO-TIPUITOKESHUH.
Ocnosnble Tunbl SQL-injection.

OCHOBHBIE BO3MOXKHOCTH MEXKCETEBOI0 SKpaHa MPUKIIAJHOTO YPOBHS JJIsl IPOTOKOJIA
HTTP (WAF) ModSecurity.

Ayrentudukanus u oOMeH Kiroueii B mporokosue SSH.
[Iporokon GRE u npotokonsl kaHansHOro ypoBHsi PPP u L2TP.
CewmeiictBo npotokoiioB [PSec. I[Iporokonst AH u ESP.

CemeticTBo npotokonoB [PSec. AyrenTudukaius cTOpoH 1 0OMeH KJIr04a B IPOTOKOJIE
IKE.

. TexHomoruM co3anusi €AMHOTO BX0Ja, cTanaapt SAML.

CrniocoOsl yrpaBieHus TOCTYIIOM, TUCKPEIIMOHHBIN U MaHAATHBIN CIOCOOBI YIIpaBICHUS
nocrynom, RBAC.
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[Ipunoxenue 1.

CHUCTEMA PEUTUHI OBOM OLIEHKH Y KOHTPOJISI 3SHAHUI CTYJEHTOB

Ne banabl no kaxaomy
CTPYKTYPA MOJY.JTI0
/T
1. | OueHka 3a akTUBHOE yJacTHe B y4eOHOM mporiecce
U NIOCEILCHUE 3AHITHUI:
Bcex 3ansTuit 5
He menee 75% 4
He menee 50% 3
He menee 25% 2
Hroro: o5
2. | ycTHBIH ompoc B popme cobecenoBanus (YO-1) 5
MUCBMEHHBIH onpoc B Bujie Tecta (I1P-1) 10
MUChbMEHHAs KOHTposbHas pabota (I1P-2) 10
yCTHBIN onpoc B ¢popme kostokBuyma (YO-2) 10
nucbMeHHas pabota B ¢popme pedepara ([1P-4) 10
Hroro: 45
3. | Ok3amMeH 50
BCETI'O: 100

Ilepecuet Ha 5 GaTIBHYIO CHCTEMY

2 3 4 5
(Hey0BIETBOPHTENLHO) (YAOBJIETBOPHUTEJIBHO) (xopomo) (oTJIM4HO)
<50 50-64 65-84 85-100

S3BIK npenogaBaHus: pyCCKHUH.
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ABTOp (aBTOpBI) MporpamMmal: K.¢..M.H., goteHT ¢akynpbreta BMK MI'Y umenu M.B. JlomoHocoBa
N.H Cmupnos.

IIpenoaaBarens (mpenoaaBaTtesin) NporpamMmbl: K.¢..M.H., noueHT dakynsreta BMK MI'Y nmenu
M.B. Jlomonocosa 1.H CmupHOB.
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