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MI'Y umenun M.B. JlomoHocoBa Pabouas mporpamma JUCHUIUTAHEBL
«HdpopmannonHas 6e30MaCHOCTD U 3alUTa HHHOpMALUU»
PabGouass mporpamMma AUCHUIUIMHBI (MOJIYJisA) pa3paboTaHa B COOTBETCTBUM C CaMOCTOSTEIBHO

yctanoBieHHBIM MI'Y oOpazoBarensHbiM ctangaprom (OC MIY) mist peann3yeMbIX OCHOBHBIX
npodeccHOHABHBIX  00pa30BaTENbHBIX IMPOTPAMM  BBICIIETO OOpa30BaHHS IO HAMPABICHUIO
noarotoBku / crnenuanbHocTH 27.04.03 «CuCTeMHBI aHanmu3 W yhopaBieHHe» (mporpamma
MarucTpaTypsl), yrBepkaAeHHbIM IIprkazoM MI'Y ot 29 mast 2023 rona Ne697.

I'ox (roasr) mpuema Ha oOyuenue: 2024.



MI'Y umenun M.B. JlomoHocoBa Pabouas mporpamma JUCHUIUTAHEBL
«HdpopmannonHas 6e30MaCHOCTD U 3alUTa HHHOpMALUU»
I. Ilean u 3aga4u yueOHOMH TUCUMILIAHBI

Heabto u3yuenus: nucuuiuinabl «MHDoOpManmonHas 6e30MacHOCTh U 3aluTa UHHOPMAITUN
W3Y4YCHHE METOJOJIOTUYECKUX W AITOPUTMHUYECKUX OCHOB, CTAaHAAPTOB, a TAaKKE MEXaHM3MOB U
CepBUCOB 0€30MacHOCTH HMH(POPMAIIMOHHBIX TEXHOJIOTUH. 3HAUYUTENbHOE BHUMAHUE YIENACTCS
M3Y4YEHHUIO HambOosee BaXKHBIX CEPBHCOB M MEXaHH3MOB 3alllUThl HHPOPMAIMK, KPUNTOrpadruyecKux
QIITOPUTMOB H ITPOTOKOJIOB, MPo0IeM HHPOPMAITMOHHOW 0€30MaCHOCTH B CETH UHTEPHET.

3agayaMu JUCUUIUIMHBI SIBJISIFOTCS: HW3YYE€HUE OCHOBHBIX aJrOPUTMOB CHMMETPUYHOIO
mmdposanus: DES, 3DES, IDEA, T'OCT 28147, Blowfish, Rijndael, a Takxe pexuMoOB uX
UCIOJIb30BAaHUS; U3yYECHUE AITOPUTMOB MIHPPOBaHUS ¢ OTKPBITHIM KitouoM: RSA, [Tludpdu-Xennmana
u DSS, nzydeHnune npuHLIKIIOB paclpeeleHnsl OTKPBITHIX Kitouei, cranaapra X.509 TpeTseit Bepcuu u
MPUHLIMIIOB  CO3JIaHUsl HMHQPACTPYKTYpbl OTKPBITOTO KIIOYa, U3Y4YeHHE Haubosiee IIHPOKO
UCTOJB3YEMBIX TPOTOKOJIOB CETEBOM 0€30MacHOCTH MPHKIIAJAHOTO YPOBHS M NPOTOKOJIOB CO3/IaHUS
BUPTYaJIbHBIX YaCTHBIX CETEH.

Il. Mecto mucuuniuusl B crpykrype OIIOIT BO

Hucnurnnuna «Pa3paboTka mporpaMMHOT0 00ECIICYSHUS» SBISETCA TUCHUILTUHON MO BBIOOPY
npodeccnoHanbHOro 0J0Ka BApUATUBHOM YaCTH MPOTPAMMbI MarucTpaTyphl.

W3ydeHne MUCHUIUIMHBI 0a3upyeTcs Ha 3HAHHUSIX U YMEHHUSX, TOJYyYECHHBIX O0yUJaIONUMUCS B
mpolecce H3y4YeHHs] TyYMaHUTapHbIX, JKOHOMuYeckux u |T nucnumumn: «MHQOpMaOHHBIE
TEXHOJIOTUI.

Jl71s ycrienmHoro OCBOSHHS IUCIUTUIMHBI 00YYarOIIHICs TOKEH:
3HaTh:

—— OCHOBHBI€ MOHATHUS U KJIaCCU(UKAIIMIO OCHOBHBIX CXEM CTPYKTYPHOTO MPOTPAMMUPOBAHHS;
Ymers:
— pabotare ¢ mHpoOpManmel B TIIO0ATHHBIX KOMIBIOTEPHBIX CETSIX, pa3pabaThiBaTh M PEan30BBIBATH

HpOCTCI\/'IIIH/IC AJITOPUTMBI Ha OCHOBC IIOCTABJICHHOTO 3aJlaHus, HIPHUMCHATHL B HpO(beCCI/IOHaHBHOI‘/'I

JIeSITEIbHOCTH COBPEMEHHBIE SI3BIKM IIPOrPaMMUPOBAHUS;

Biaagern:
— HaBBIKAaMU pPa0OTHl C KOMIBIOTEPOM KaK CpEICTBOM YIpaBlieHUs WHGOpMaIe, pa3paboTKu
AITOPUTMHUYICCKHUX U ITPOTrPAMMHBIX peH.IeHI/Iﬁ B 06J'IaCTI/I IMMPUKIIaIHOTO NIPpOrpaMMHUPOBAHUA.

3HaHUS, HaBBIKM W YMEHHMs, IIOJIyYCHHbIE NpPU M3Y4YEHUH AUCHUIUIMHBI «Pa3paboTka
MIPOrpaMMHOT0 OOecTeueHus» He0OX0IUMBI JUIsl POXO0KAEHHS POU3BOICTBEHHOM U MTPETUILIIOMHON
NPAKTUKH, OCYLIECTBICHHUS HAy4YHO-HCCIEI0BaTeIbCKOW pPabOThl M  HAMMCAHUSA  BBITYCKHOMN
KBaJIM(HUKAIIMOHHON paboThl (Marucrepckoil nuccepranun). Mzyuaercs Ha 2 kypee (3 cemectp).

I111.TpeboBanus K pe3yabTaraM 0CBOCHHUS AUCHHMIIIHHBI

B pesyapTaTe OCBOGHHSI JUCHUIUIUHBI JOJDKHBI OBITh CPOPMUPOBAHBI  CIEAYIOIINE
KOMIIETEHIINH:

Koa n HaumenoBaHue Koa n HaumeHoBaHue IlnanupyemMsblie pe3ybTaThl
KOMIIeTEHIIUH HHMKATOpa

YHuBepcajibHbIe KOMIIETEHIIUH

YK-1. Cnocoben ocymectisate | YK-1.1. Ananmmsupyer 3HaTh:

KPUTUYECKUH aHaIn3 MpoOJIEMHYIO CUTYAITUIO KaK
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pOOJIEMHBIX CUTYyalUi Ha
OCHOBE CUCTEMHOI'0 110/1X0/1a,
BbIpa0AaThIBATh CTPATETHIO

JIEUCTBUI

CUCTEMY, BBIABJIIAA €€
COCTaBJIAIOIIME U CBA3H
MCXKIYy HUMU

— OCHOBHBIE METOJIbI KpUTUYECKOTO
aHaju3a;

— METOJOJIOTHIO CUCTEMHOIO
IOJIX0/1a;

YMmerh:

— BBIABJIIATH HpO6HeMHI)Ie
CUTyalliu, UCIIOJIb3Yys MCTO/AbL
aHaJIn3a, CHHTE3a U a6CTpaKTHOFO
MBIIJICHUA,

— OCYILECTBJIATH [IOUCK PEIICHUN
POOJEMHBIX CUTyallui Ha
OCHOBE JICHCTBUI, SKCIIEPUMEHTA
U OIIbITA;

— MPOM3BOJIUTH aHAIN3 SIBJICHHH,
00pabaTbIBaTh MOTyYCHHBIC
pe3ynbTaToB, AeNaTh
000CHOBaHHBIC BBIBOJIBL;

— OIpPCACIIATh B paMKax
BBIOPAHHOTO aJIrOpUTMa BOTIPOCHI
(3amaun), moJIekKaIIe
JanbHee pa3paboTke u
npeaiaraTh CrocoObl UX
pelIeHus;

Baanern:

— TEeXHOJIOTHSIMU BBIXOJIa U3
MPOOJIEMHBIX CUTYalUH,
HaBBIKAMU BBIPAOOTKH CTpaTETUN
JIEUCTBUI;

— HaBBbBIKAMH KpI/ITI/ILICCKOFO
aHaImn3a;

— HaBbIKaMHU IPUMEHEHUs
CHCTEMHOTI'0 TI0JIX0/1a K aHATIN3y
MPOOJIEMHBIX CUTYaLIUH.

— HaBBbIKaMH UHTCPIIPETAlNN
MOJTyYEHHBIX JaHHBIX B XOJI€
aHaJin3a MpoOJIEeMHOMN CUTYallH U
¢dbopmupoBaHus 000CHOBAHHBIX
BBIBO/IOB.
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YK-1.2. PazpabarbeiBaer u
00OCHOBBIBAET CTPATETHUIO
JIEUCTBUM MO PEUICHUIO
MpOOJIEMHON CUTYyalluy Ha
OCHOBE CHCTEMHOTO U
MEX T CIUTTNHAPHBIX
MTOJIXOJIOB.

3HATH OCHOBHBIE MOJIOKECHHUS
pa3paboOTKU CTpaTeruu JIeHCTBUH MO
peLIeHUIO TPOOIEMHON CUTYaINH;

YMmeTh:

— paspabaTeiBaTh U 00OCHOBBIBATh
CTpaTerHIo ICHCTBHIA 11O
pelIeHuto MpoodIEMHON
CHUTYAaIVH;

— HCIIOJIb30BaTh CUCTEMHBIN U
MEXIUCIUTUTMHAPHBIC TTOJAXOABI K
pEIIeHHUI0 MPOOIEeMHON
CUTYaIUH;

BuajgeTs HaBBIKaMU pazpabOTKH
CTpaTEruu JCUCTBUH 110 PELIEHUIO
poOJIEMHOM CUTyallud HAa OCHOBE
CHUCTEMHOTO U MEXKIUCUUIUIMHAPHBIX
MMOIXO0I0B.

YK-1.3. Hcnonb3yeT J10TuKo-

METOAO0JIOTUYECKHUI
WHCTPYMEHTAPUN T
penieHus npo0sIeMHOI
CUTYyalUi.

3HAaTh OCHOBHBIC ITOJIOKECHUS
HCIIOJIb30BaHUA JIOTHUKO-
METOA0JIOTHUYECKOI'O

UHCTPYMEHTAPHS;

YMeTh UCITOJIL30BaTh JIOTUKO-
METOIOJIOTHYECKUN
WHCTPYMEHTApUI
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JUTSL peIeHus TpoOIeMHOM
CUTYaLHii;

Baagers HaBbIKAMU IPUMEHCHUS
JIOTUKO-METO/I0JIOT HYECKOT0
UHCTPYMEHTApU IS PELICHUS
poOJIEeMHOM CUTYAITHIA.

YK-4. CiocobeH npuMeHSITh
COBpPEMEHHBIE
KOMMYHUKATHBHBIE TEXHOJIOTHH,
B TOM YHCJIe Ha
MHOCTPaHHOM(BIX ) S3bIKe(ax),
TUTSL aKaZeMUIeCKOTO
poecCUOHATEHOTO
B3aUMO/JICHCTBHUS.

YK-4.1. YcranaBnuBaeT u
pa3BUBAaEeT KOMMYHHKAIUIO
Ha rocyJapCTBEHHOM U
WHOCTPAHHOM SI3BIKE
(MHOCTpaHHBIX SI3bIKAX) B
MPOIIeCCe AKATEMUIECKOTO U
npodeccrnoHalIbHOTO
B3aMMO/ICHCTBHS

3HATh:

— OCHOBBI KOMMYHUKATHBHOTO
noBeieHUs (BepOAIbHOTO U
HeBepOaIBHOTO);

— MCTOJbl KOMMYHHKAIIUN B
JIEJIOBOM Cpene;

— CTPYKTYPY U OCHOBHBIC A3BIKOBLIC
KJIMILIE IIEPETOBOPOB,

— COBpEMEHHbIE HH()OPMALMOHHO-
KOMMYHHUKAIIMOHHBIC TEXHOJIOTHH
B cepe akaieMHUYECKOTo U
npo¢eCcCuOHATHLHOTO
B3aHMOJICHCTBUS;

YMmerh:

— MOHUMAaTh UHOS3bIUHYIO YCTHYIO
Y IUCBbMEHHYIO aKaJJEMUYECKYIO
peus;

— OCYIICCTBIIATh KOMMYHHKAITUIO
Ha MTHOCTPAHHOM SI3bIKE
(MHOCTpPaHHBIX S3bIKAX);

— BECTH JuaJior, CO6J'II-O,Z[8.5[ HOPMBI
pEYCBOTO 3THUKETA,

— YCTaHaBJIMBaTb KOHTAKTHI U
OCYUIIECTBIATH KOMMYHHUKAIIUIO B
JIEJIOBOM CpeLE;

Baanern:
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— HaBBbBIKAMH MC)KKYHLTypHOFO
B3aUMOJICUCTBHUA C
HCII0JIb30BAaHUEM COBPEMEHHBIX
KOMMYHI/IKaTI/IBHBIX TGXHOJIOI‘I/II;'I;

— HAaBBIKaMU YCTHOW U NUCbMEHHOU
peur Ha TOCYJapCTBEHHOM U
MHOCTPAHHOM SI3bIKE
(MHOCTpAHHBIX S3BbIKAX) TS
HOJICPIKaHUS
npoheccuoHaNbHOTO JIEJI0BOTr0
OOIICHMS,

— HaBBIKAMH CaMOCTOSTEILHOIO
ITOMCKA 3HAHUN U UX OCBOCHMS
JJIs y.HyLIIIICHI/Iﬂ CBOUX SA3BIKOBBIX
CIIOCOOHOCTEM;

— HaBBIKAMHU aKTUBHOI'O
BOCHPUATHS apryMEHTaluu
cobeceHUKa, BEIPaKEHUS
SMIAaTHH, YOEXKIECHUS C
UCIOJIb30BAHUEM aJICKBATHBIX
A3BIKOBBIX CPEJICTB.

YK-4.2. YuactByer B
HAYYHBIX KOHQEPCHIHSIX,
(dhopymax, 1eT0BbIX
BCTpeuax, KOHKypcax
MIPOCKTOB,
apryMEHTHPOBAaHHO H
KOHCTPYKTHUBHO
MIPEACTABIISET PE3YJITATHI
aKaJIeMHYEeCKOH 1
npodeccnoHanbHOM
NeSITeTbHOCTH.

3HATh:

— CTPYKTYpPY HAYIHOU TyOTHKAIIIN
1 OM3HEC-TIPE3CHTAIINH;

YMmerh:

— BECTHU JHUCKYCCHIO 11O
HaIpaBJICHHUIO IMTOATOTOBKH,

— MPOBOAUTH IEPETOBOPHI U
COBEIIIAHUS;

— TPEACTaBIATH U
apryMEeHTHPOBAHHO OTCTauBaTh
CBOIO MO3MIIHIO B aKaJIEMUUYECKUX
U NMpo¢eCcCHOHATbHBIX
JUCKYCCHSAX Ha rOCYAapCTBEHHOM
Y UHOCTPAHHOM SI3bIKE
(MHOCTpPaHHBIX S3bIKAX).

— HaxXOoJUTb KOMIIPOMUCCHBIC
pPEIICHUA B z1e6aTaX H IPUMCHATH
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aJICKBaTHBIE A3bIKOBBIE CPEJICTBA
JUISL X JIOCTHKCHUS,

YK-4.3. Cocrasuser,
MIEPEBOUT U PEIAKTHPYET
TEKCThI Ha TOCY1apCTBEHHOM
Y UHOCTPAHHOM SI3bIKE
(MHOCTpPAHHBIX SI3bIKaX) B
pamMKax aKaJeMU4YecKOro u
npodeccrnoHalbHOTO
B3aUMOJICVCTBHUS

3HATH:

— >KaHPOBBIC PA3HOBHIHOCTH
TEKCTOB;

— IPHUEMBI U TEXHOJIOT'MHU IIEPEBOAA.

YMmeTh:

— IEepEeBOJUTH TEKCTHI Ha
MHOCTPAHHOM SI3bIKE
npodeccnoHanbHOM
HaIIpaBJIEHHOCTH B YCTHOU U
MUCbMEHHON (hopMax Ha PYCCKHIA
SI3BIK;

— OCYILECTBIISATH MIOUCK
nH(OpMaIUY HAa HHOCTPAHHOM
SI3bIKE, CHCTEMATH3UPOBATh,
0000111aTh ¥ aHATTU3UPOBATH €€;

— HCKIII0YaTh U30BITOYHYIO
MH(pOPMaIINIO, BECTU AUCKYCCHIO
10 TEME CIELMATbHOCTH;
HaXOJUTh KOMIIPOMHCCHBIE
pelieHus B Aedatax v NPUMEHSTh
aJICKBaTHBIE SI3bIKOBBIE CPENICTBA
IUI X TOCTHKEHUS;

— BECTH JICJIOBYIO TIEPEMUCKY U
OCYUIECTBJIATH AIEKTPOHHYIO
KOMMYHHKAITHIO B paMKax
aKaJIEMUYECKOro U
PO eCCHOHAIIBHOTO
B3aNMOJICHCTBH,

Baagern:

— MeETOoJaMH aHaju3a
MEPUOINYECKOMN TIeYaTH 1o
HAIMPABJIEHUIO TOATOTOBKH;
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— HaBbIKaMH IICPEBOAA
AYTCHTUYHOI'O TCKCTA I10
HaITpaBJICHHUIO ITOATOTOBKH,

— TPUHUMATPH y4acTHE B
aKaJeMHYeCKHUX U
PO ECCHOHATTBHBIX TUCKYCCHSIX
Ha TOCYJJapCTBEHHOM H
WHOCTPaHHOM SI3bIKE
(MHOCTpaHHBIX SA3bIKaX);

Ob6menpodeccnoHaibHbIe KOMIIETEHIIUN

OIIK-2. Criocoben
(dbopMyIHpOBaTh 3a71a4U
yIIPaBIICHUS B TEXHUYCCKUX
cucremMax ¥ 000OCHOBBIBATh
METOJIbI UX PEIICHHUS

OIIK-2.1. ®opmynupyer
3a7[a4M yIpaBJICHUS B
TEXHHYECKHUX CUCTEMax Ha
OCHOBE 3HaHUH, TPO(PUITBHBIX
pa3zesioB MaTeMaTHYECKUX U
€CTeCTBEHHOHAYYHBIX
TVCIUTUIAH

3HaTh: QyHIAMEHTAIBLHBIC Pa3/ICiibl,
npodUIbHBIEC Pa3AeIbI
MaTE€MaTUYeCKUX U
€CTECTBEHHOHAYYHbIX JTUCLMILINH;

YMmeThb GopMyIIMpPOBATh 3a1a4H
poQeCCUOHATIBHOM eI TETbHOCTH
Ha OCHOBE 3HAHHIA, TPOPHIBHBIX
pa3/iesioB MaTeMaTHYECKUX U
€CTeCTBEHHOHAYYHBIX JAUCIIUTUINH;

Baagers MeTomaMu
dbopMynupoBaHus 3a/1a4
npodeccnoHaNbHOI eATENbHOCTH
Ha OCHOBE 3HAHUH B 00/1aCTH
MaTeMaTHKH, €CTECTBEHHBIX M
TEXHHUYCCKHUX HaYK.

OIIK-3. CniocoGeH pemaThb
33714 CUCTEMHOTO aHaJIu3a U
YIPaBICHUS B TEXHUUECKHX
chcTeMax Ha 0ase MociIeJHUX
JOCTHKECHUI HAYKU U TEXHUKU

OIIK-3.1. [Tpumenser
pe3yabTaThl U TEHIEHIIUN
MOCIEHUX JOCTHUKECHHUI
HAyKH M TEXHUKH JIJIS
pereHus 3a1a4d B 00JacTu
YIPaBICHUS B TEXHUYECKHX
cucTeMax

3HaTh: 0COOCHHOCTH Pa3BUTHUS
MOCJEAHUX JOCTUKEHNU HAYKU U
TEXHHUKHU B 00JIACTH yIIPABJICHHUS B
TEXHUYECKUX CUCTEMAX;

YMmerh:

— BBIABJIATH TCHACHIINU
TEXHOJIOTHYECKOTO Pa3BUTHS B
HayKOeMKHX chepax
JCSITEIIbHOCTH,
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— pelIaTh 33/1a4d YIIPABICHUS B
TEXHUYECKUX CUCTEMax C
HCIIOJIb30BAHUEM COBPEMEHHBIX
TEXHOJIOTHI;

Baagern: HaBBEIKaMU MIPUMCHCHUA
COBPCMCHHBIX TEXHOJIOT UM JJIA
PEIICHHUA 3aJa4u YIIPpaBJICHHUA B
TEXHUYCCKUX CUCTEMAX.

OIIK-3.2. Ucnonb3yer
(byHIaMEHTaJIbHBIC 3HAHUS
JUISL pelieHus1 0a30BbIX 3a/1a4
yIPaBJICHUS B TEXHUYCCKUX
crcTremMax

3HaTh: 00IIMe METOBI pEIICHUS
0a30BBIX 33724 yIIPaBJICHUS B
TEXHHYECKHX CUCTEMaX;

YMmerh:

— HIPUMCHATDL 3HAaHHUA €CCTCCTBCHHBIX
HAayK JJIsA TIOCTPOCHUA
MaAaTEMATHYCCKHUX MO,Z[CJ'ICIZ
00BEKTOB U IIpoucCCoOB;

— IPUMCHATH MCTOABI U CI10COOBI
PCUICHUA 0a30BBIX 3aJ1a4 B
TCXHUYCCKUX CUCTEMAX,

Buaagern HaBBIKAMU pelcHuAd
0a30BBIX 3ala4 yIpaBJICHUS B
TEXHUYCCKUX CUCTEMAX.

OIIK-4. Cniocoben
OCYIIECTBIISITH OIICHKY

3 PEKTUBHOCTH TEXHUUECKUX
CHUCTEM METOJIaMH CHCTEMHOTO
aHaJIN3a U yIpaBJICHUS

OIIK-4.1. Beibupaer u
paspabarbIBaeT KpUTEPUH
OLIEHKH 3 PEeKTUBHOCTU
TEXHUYECKUX CUCTEM

3HATh:

— MaTeMaTHYeCKHE METOJIbI JIJIs
o1eHKH d(hPeKTUBHOCTU
TEXHUUYECKUX CHCTEM;

— KPUTEPHH U TIOKA3aTeJIA OIICHKH
3¢ (HEeKTUBHOCTH TEXHUYECKHIX
CHUCTEM;

— 0COOEHHOCTH pa3pabOTKH
KpUTCPUAIIbHBIX CUCTEM OLICHKH,

YMmerh:

10
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— BBIOMpATh aKTyaJbHBIC C YIETOM
paboueii cuTyanun KpUuTepuu U
MOKa3aTeH OLCHKH
3 (PEKTUBHOCTH TEXHUIECKUX
CHCTEM;

— pa3pabaThIBaTh KPUTEPHU U
MOKa3aTeH OICHKH
3 PEKTUBHOCTH TEXHUYECKUX
CHCTEM;

— (GopMyIHpOBATH BBIBOJ 00
3¢ PEKTUBHOCTH TEXHUYECKUX
CHCTEM;

Baanern: HaBbIKaMU pa3padOTKU
KPUTEPHAIBLHON CHCTEMBI OLICHKH
3 PEKTUBHOCTH TEXHUUECKUX
CHUCTEM Ha OCHOBE COBPEMEHHBIX
MaTEeMAaTHYECKUX METOJIOB.

OIIK-4.2. OcymecTBisieT
OIICHKY (P (EKTUBHOCTH
CHCTEM YIPaBJICHUS

3HATH:

— MaTeMaTHYeCKHE METOJIbI JIJIs
oreHKH 3(hPEeKTUBHOCTH
TEXHUYECKHX CHUCTEM;

— KPUTEPHH U TIOKA3aTeJIH OTICHKU
3¢ (HEeKTUBHOCTH TEXHUYECKHUX
CHUCTEM,;

— MEeTOo/bI OLeHKH 3(h(PeKTUBHOCTH
TEXHUYECKHUX CUCTEM;

YMmerTh:

— TMPUMCHSITH OCHOBHBIEC METOIBI
MaTeMaTHYeCKOro amnmnapara s
OCYIIECTBIICHHSI OI[CHKH
3G (HEeKTUBHOCTH TEXHUYECKHUX
CHUCTEM;

— pa3palaThIBaTh KPUTEPHH,
BBIOMpATh U IPUMEHSITh
MOKa3aTeH OICHKH
3¢ (HEeKTUBHOCTH TEXHUYECKHIX
CHCTEM;

11
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— (GopMyIHpPOBATH BBIBOJA 00
3 PEKTUBHOCTH TEXHUIECKUX
CHCTEM;

BJIaI[eTb: HaBbIKaMH OLICHKH

3¢ (HEeKTUBHOCTH TEXHUYECKUX
CUCTEM Ha OCHOBE COBPEMCHHBIX

MAaTEMAaTHYCCKHUX MCTOOOB.

OIIK-4.3. BripabaTbiBaeT u
peann30BBIBACT
yIIpaBJIEHYECKUE PEIICHUS 110
MOBBIIICHUIO YPPEKTHBHOCTH
KPUTEPUEB OLIEHKU CHUCTEM
yhnpaBjieHUss B objactu
UHHOBALMOHHOU
JesITeIbHOCTH

3HATH:

— OCHOBHBIE 3JIEMEHTBI CUCTEMBI
yrpaBieHus: B 001acTu
WHHOBAIIMOHHOM e TEIIbHOCTH;

— 0COOCHHOCTH pa3pabOTKH
KPUTEPHAIBHBIX CUCTEM OLICHKHU;

YMmerh:

— IPOBOJUTH AHAJIU3 IPUMEHAEMOMN
KPUTEPUAIBbHON CUCTEMBI
OLICHKH;

— BBIPa0ATHIBATh U PEATM30BIBATD
yIIpaBJIEHYECKHE PEIICHUS IO
MOBBIIIEHUIO 3P PEKTUBHOCTH
KPUTEPHEB OIICHKH CUCTEM
yIpaBJIeHUs B 00J1acTh
MHHOBAIMOHHON JEATEIbHOCTH.

Buasers HaBbIKaMU BBIPaOOTKH U
IIPUHATHS YIIPABIECHUYECKUX
PELIECHHI IO MOBBIIIEHUIO

3¢ (HEKTUBHOCTU KPUTEPUEB OLIEHKU
CHCTEM YyIpaBJeHUs B 001acTH
MHHOBAIIOHHOM J1eATEIbHOCTH.

OIIK-6. CiocoOeH mpuMeHSTh
METOBI MATEMaTHYECKOTO,
(GYHKIIMOHAJIBHOTO U
CHCTEMHOI'0 aHaJIu3a JUIsl

OIIK-6.1.
METOJBI

IIpumensier
MaTeMaTH4eCcKoro,
(YHKIIMOHAJIBHOTO u
CHCTEMHOI'0 aHaJIn3a

3HaTh:
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pelIeHUs 3a]1a4 MOJCITUPOBAHNS,
HCCIIEN0BAHUA U CHHTE3A
ABTOMATUYECKOTO YIIPABIICHUS
TEXHUYECKUMHU 00bEKTAMHU

MECTOABI MAaTEMATUYCCKOTO,
(YHKIIMOHATILHOTO U
CHCTEMHOT'O aHaJIN3a;

CpeJICTBA M METOJIbI
ABTOMATUYECKOTO YIPABIICHUS
TEXHHYECKUMH 00bEKTAMH;

YMmerh:

AHAJIIU3UPOBATDH ITPOLICCCHI
ABTOMATHYCCKOI'O YIIPAaBJICHUA
TCXHUYCCKUMHU O6’beKTaMI/I;

MO/ICJTMPOBAHHS, UCCIICTOBAHHMS
U CHHTE3a aBTOMATHYECKOIO
ynpaBJ’IeHI/IFI TCXHUYCCKUMHU
00BEKTAMHU;

Baagern:

HaBBIKAMH MaTEMaTH4ECKOro,
(bYHKIMOHATIBHOTO
CHCTEMHOTO aHaJIN3a
MPUMEHEHHS CPEICTB
aBTOMAaTHYECKOTO yIpaBJICHUS
TEXHUYECKUMHU 00BEKTaMH B
OpraHu3aIuiy;

HaBBIKAMU pa3pabOTKH OTYETa O
(GYHKIIMOHUPOBAHUH
aBTOMATUYECKOTO YIPABJICHUS
TEXHUYECKUMHU 00BEKTaMu B
OpraHu3aIHH.

OIIK 6.2. Pemaert 3agaun
MOJICTTUPOBAHUS,
HCCIICIOBAHUSI U CUHTE3a
aBTOMAaTHYECKOTO
yIPaBICHUS TEXHUIECKIUMHU
00BbEeKTaMHU

3HaTh:

METO/IbI TTOCTPOEHUS MOJIEIIEH
UCCIIEAYEMBIX MPOIECCOB,
SIBJICHUM ¥ O0BEKTOB;

MCTObI TIOCTPOCHUA
I/IJIeHTI/I(bI/IKaI_II/II/I HCCICAYEMBIX
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MPOLECCOB, SIBJICHUN U
00BEKTOB;

— METOJbl UBMEPEHUS, aHATN3a U
VIIYYIICHUS TTapaMeTPOB
MPOIIECCOB aBTOMATHYECKOTO
yIpaBJICHUS TEXHUICCKUMHU
00BEKTaAMHU;

YMmeTh:

— HCCIeA0BaTh U MOJICIUPOBATh
MpoliecC MPUMEHEHHUS CPEJICTB
aBTOMATHU3ALUU ACSITeITbHOCTU
OpraHu3allvy;

— pa3paboTKe MEpOIPUATHIH 110
BHE/IPEHUIO CPEJICTB
aBTOMAaTu3allvu YIIPaBJICHHUA
OpraHu3aluen;

Baaaerb HaBbIKaMU NPUHSATUSA
YIPaBJICHUYECKUX PELICHUH 1O
BBIOOPY M BHEIPEHUIO CPEICTB
aBTOMATHU3ALMH YIIPABICHUS
OpraHu3aluen.

OIIK-8. Criocoben
(dbopMynupoBaTh
COJIepKaTeNbHbIC U
MaTeMaTHYeCKHE 3aJaun
UCCIIEIOBaHHMI, BEIOMPATH
METO/IbI UCCAEIOBAHHH,
CUCTEMHO aHAJIM3HPOBATh,
HHTEPIPETHPOBATH U
MIPEJICTABIISTH PE3YJIbTATHI
HCCIICTOBAHUI.

OIIK-8.1. ®opmynupyer
coziepKaTeIbHbIE U
MaTeMaTHYeCKUe 3a1a4u
HCCIIeIOBaHHM, BEIOUpaeT
METO/IbI CCIeI0BaHUN

3HATh:

— METOJbI MAaTEeMaTHYECKOTO
aHaJIN3a U MOJICTIUPOBAHUS,
TEOPETUYECKOTO U
AKCIIEPUMEHTAIBHOTO
HCCIICIOBAHUS,

— COBpEMEHHbIE
WH(pOpPMAITMOHHBIE TEXHOJIOTHHI
U TEXHUYECKHUE CPEIICTBA
00pabOTKH Pe3yIbTaTOB
WCCIIC/IOBaHHS,
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YmMmeTh:

bopmynupoBaTh
MaTeEMaTHYECKHUE 3a1a4l
HCCIICIOBAHMIA;

IMPUMCHATH COBPECMCHHELIC
IIpOrpaMMHBIE U TEXHUYCCKUEC
CpeaAcTBa IJId PCUICHUA
MaAaTEMAaTHYCCKUX 3aa4 U
IIPOBCACHUA HCCJ’ICI[OB&HPIIZ;

BJIaI[eTb HaBbIKaMU ITPOBEACHUA
HCCIICAOBaHUA C UCIIOJIB30BAHHUECM

MAaTEMAaTHYCCKHUX MCTOOOB.

OIIK-8.2. [IpoBoauT
HCCIIEIOBAHUE U CUCTEMHO
aHaIIM3UPYeT,
UHTEPIPETUPYET U
MPEJICTABJISCT €ro
PE3YIIBTATHI

3HATH:

METOJABI CUCTCMHOTI'O aHaJInu3a,

METO/IbI U CPEICTBA
HJIaHI/IPOBaHI/Iﬂ 158 OpFaHI/I3aHI/II/I
HCCIICIOBAHMIA;

METO/BI IPOBEICHUS
HKCIEPUMEHTOB U HaOJII0IEHUH,
000011eHNs 1 00paboTKH
uH(popMaLuu;

COBpEMEHHBIE
WH(pOpPMAIMOHHBIE TEXHOJIIOTHHI
U TEXHUYECKHUE CPEACTBA
00pabOTKHU pPe3yJbTaTOB
MCCIIC/IOBaHHS;

YMmerh:

IMPUMEHATHE METOAbLI ITIPOBEACHUSA
HCCIICOJOBAaHNA U SKCIICPUMCHTA,

oopMIIATH pe3yabTaThl
UCCIIEIOBaHUS U TIPOBOJMMOTO
HKCIEPUMEHTA;
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— BBIOMpaTh HHPOPMALIMOHHBIE
TEXHOJIOTUHU U TEXHUIECKHUE
cpeacTBa 00paboTKu
PE3YJIBTaTOB UCCIICIOBAHUS U
JKCIIEPUMEHTA C Y4ETOM UX
creuupuKu;

— TNPUMEHATh HH()OPMAITMOHHBIE
TEXHOJIOTUH U TEXHUYIECKHUE
cpeacTBa 00paboTKu
PE3YJIbTaTOB UCCIICIOBAHUS;

Baanern:

— HaBBIKAMH MPOBEJICHUS
HCCIICIOBAHUS,

— HaBbIKAMM COCTaBJICHUS
OTYETOB [0 pe3ybTaTaM
IIPOBE/IEHHOTO UCCIIEIOBaHMS.

OIIK-9. Cniocoben
pa3pabaTbIBaTh HOBBIE U
MOJUGUIMPOBATH
CYIIECTBYIOILUE METO]IbI
CHCTEMHOTI'0 aHaJIu3a JUIs
a/IalITUBHOTO ¥ pOoOAaCTHOTO
YIIPaBJICHUS] TEXHUUECKUMH
00BEKTaMU B YCIOBUSX
PEryJISIPHOM M XaOTHYECKON
JUHAMUKU

OIIK 9.1. Pa3pabatsiBaet
HOBBIE 1 MOJU(PHUIIUPYET
CYILECTBYIOIIIE METO/IBI
CHCTEMHOTO aHaJIH3a

3¢ GEKTUBHOCTH yIIpaBJICHUS
TEXHUYECKUMHU 00bEKTaMHU

3HATH:

— MCTOJbI aHaJIMU3a YCTOﬁqHBOCTH
H aJallTUBHOCTH CHUCTEM,

— MCTOAbI JCKOMIIO3UIINH,
— arpe€rupoBaHUs U KOOpAWHALIUN

- prrIHOMaCI_HTa6HLIX CHUCTEM
OIITUMAJIBHOTO,

— aJanTUBHOTO M po0acTHOTO
yIIpaBJICHUS;

YMmerh:

— IPOEKTUPOBATh CUCTEMBI

— YHOpaBJICHUA CIIOKHBIMU
MHOT'OCBA3HBIMHA

— CHUCTEMaMH,

—  MOoAu(UIPOBAThH
CYUIECTBYIOIIME METOIbI
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CHCTEMHOT'0 aHaJIM3a
3¢ (HeKTHBHOCTH

— yHOpaBJICHHUA TEXHUYCCKUMU

— 00BEKTaMH;

Biagerh HaBBIKAMH I[PUMEHEHUS
HOBBIX W MOAWGUIMPOBAHHBIX
METOJIOB CHUCTEMHOTO aHanu3a s
aJalTUBHOIO u pobacTHOrO
YIIpaBJICHUA TCEXHUYCCKUMU
00BEKTaMU B YCIIOBHSIX PETYJISIPHOM U

Xa0THYECKON TUHAMUKH.

OIIK-9.2. Crpour
MaTeMaTHYECKUe MOJIEIIH
CIIOYKHOTO TEXHHUYECKOTO

00BEKTa YIPABICHUS U CPEIb
ero (pyHKIMOHUPOBaHHUS B
YCIOBUAX  pEryilsipHOll u

Xa0TUYHON JUHAMUKHU

3HATH:

— MCTOAbI MAaTEMATHYICCKOI'O
MOICIIUPOBAHUA ;]

— TCOPHUIO CUCTCMHOI'O aHaJIh34,

— 0COOEHHOCTH poOaCTHOTO
yIIpaBJICHUS,;

YMmerh:

— OIpeaensiTh TpeOOBaHUS K
MaTeMaTUYECKON MOJIEIN
CIIO’KHOT'O TEXHHUYECKOT'O
00BEKTa YIPaBJICHHUS;

— YUYUTHIBAThH (PAKTOPHI CPEJIbI
(GYHKIIMOHUPOBAHHUSI CTIOKHOTO
TEXHUYECKOTO 00BEKTa
YIpaBJI€HUS B YCIOBUSIX
PEryJISIPHOW M XaOTHYHOU

JTUHAMUKU;
Baagers, HaBbIKaMH  MOCTPOCHUS
MaTeMaTHYECKOU MOJEIN
(GYHKIIMOHUPOBAHUS CJI0’KHOTO

TEXHHYECKOI'0 00bEKTa YHpaBJICHHUA C
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y4€TOM  YCJIOBUW  PEryJISIpHON U
XAaOTHUYHOM JUHAMUKH.

IIpodeccnonanbHbIe KOMIIETEHIIUN

Hayqno-ucmeOosameﬂbCKuﬁ mun 3a0au

IIK-1. CrnocoOeH BBIBIATE U
OLIEHUBATh TEHACHIUN
TEXHOJIOTHYECKOTO Pa3BHUTHS B
obomactu UT m aBromarusanmu
OpraHu3aIyH, OCYIIIECTBIISTh
TEXHOJIOTHYCCKOC

MIPOTHO3UPOBAHNUE

IIK-1.1. BruBiser u

OLIEHUBAET TEHIEHLIUU
TEXHOJOTHYECKOTO Pa3BUTHS
B oOJactu Ut u

ABTOMATHU3allUH OpTraHn3alluu

3HATh:

—  METOMBI TOCTPOCHUS
KOHIIETITYaIbHBIX,
MaTeMaTUYECKUX U
HMUTAIMOHHBIX MOJCICH;

— MEPEeNOBOM OTEUYECTBEHHbBIN U
3apyOeKHBIN OIBIT B 00JIACTH
Pa3BUTHUS HAYKU M TEXHUKH;

— METOAbl IPOrHO3UPOBaHMS,
TEXHUKO-IKOHOMUYECKHUX
UCCIJIEJOBAHUM HAy4HO-
TEXHUYECKHUX PEIICHUN U
HOPMAaTUBHOTI'O MPOEKTUPOBAHUS
VHHOBAIIMOHHBIX BUJIOB
IIPOYKLIMH U IIPOLIECCOB;

YMmerh:

— aHaJIM3UpPOBATh HAYUHYIO,
Hay4YHO-TEXHUYECKYIO
uHpopmanuto B oonactu UT u
aBTOMAaTH3allMK1 OpraHU3alUy;

— BBIABIIATH U OLICHUBATh
TEH/ICHIIUH TEXHOJIOTUIECKOTO
pa3BUTH B HAYKOEMKHUX cdepax
Ha OCHOBE aHaJIM3a, 0000IIEHHT 1
crcTeMaTHU3allui epeioBOro
ombITa B cpepe MHHOBATUKHU TIO
MaTepHuagaM BeIyLMX Hay4dHbIX
KYPHAJIOB U U3JJaHUH, C
HCIOJIb30BAHUEM 3JIEKTPOHHBIX
OUOINOTEK U HHTEPHET-PECYPCOB;

— OLIEHUBAaTh BO3MOXKHbBIE
pe3yJIbTaThl BHEIPEHUS
MepPEeAOBBIX TEXHOJIOTUYECKUX
pemenuit B oomactu UT u
aBTOMAaTU3allui OpraHHU3alnu,
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Baaners HaBBIKAMH  ITOJTOTOBKH
NPEUVIOKEHUH 10 TIOBBIIICHHIO
a3 dexTuBHOCTH JESTETLHOCTH
OpTraHU3aIuN MOCPEJICTBOM

BHenpenuss MT u ocymectBieHus
aBTOMAaTU3allMU OpraHU3aLHH.

IIK-1.2. OcymecTtBuser
TEXHOJIOTHYECKOE
MIPOTHO3UPOBAHUE B 00JIACTH
T n aBromaTn3anuu
OpraHu3aIu

3HaTh OCHOBHBIE IIOJIOKEHUS U
METO/Ibl TEXHOJIOTUYECKOIO
IIPOrHO3UPOBAHUS;

YMmerh:

—  HCIOJIH30BATh UCTOYHUKHU
uHbOpMALIMH 171 aHAJIN3a
JIAHHBIX, HEOOXOMUMBIX IS
COCTaBIICHHS IIPOTHO3a B
obmactu T m aBTOMaTH3anuu
OpraHu3aInH;

— TIPUMEHATHh METOJIbI aHAJIN3a
JAHHBIX U HOCTpOGHI/Iﬂ
MaTeMaTHYEeCKNX MOJICIICH;

— TPUMEHATH IPOrpPaMMHBIE
CpEICTBa INIAHUPOBAHUS,
MOHHUTOPHHTA, KOHTPOJIS
UCTIOJHEHUS, HOpMUpPOBaHUS
IIPOTHO3HBIX JJAHHBIX;

—  BBIIIOJIHATH TEXHUKO-
SKOHOMUYECKUU aHaAINu3
MPOEKTHBIX, KOHCTPYKTOPCKUX
Y TEXHOJIOTUYECKUX PELICHUN
JUUIs1 BBIOOpA ONTUMAJIBHOTO
BapHaHTa peaau3aluu
WHHOBAIIUM;

— TPOTHO3HPOBATH TCHICHIIMH
pa3BUTHS HAYKH U TEXHUKHU B
oonactu UT u aBToMaTu3anuu
OpraHH3allVH;

BuajeTs HaBbIkamMu (OPMHUPOBAHUS
IIPOTHO3a TEXHOJIOTUYECKOTO
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pa3Butus B oommactu UT u

aBTOMAaTu3alu OpraHru3aluu.

NPOEKMHO-KOHCMPYKMOPCKUIL MUR 3a0ay

IIK-3. Criocoben
aHAIM3UPOBATh TPEOOBAHUS
ApXUTEKTYPBI HPOTPAMMHOTO
CpPEICTBA, OPraHU3yeT
pa3paboTKy apXUTEKTYPHOTO
NPOEKTa MPOrPaMMHOTO
CpeAacTBa.

IIK-3.1. Ananusupyer
TpeOOBaHUS APXUTEKTYPHI
MIPOrPaMMHOTO CPEJICTBA

3HATh:

TpeOOBaHUS APXUTEKTYPHI
MIPOrPaMMHOTO CPEICTBA;

MeTtobl ananusa I10;

MOJIETN APXUTEKTYPHI;

Ymeer:

BBISIBIIATh U aHATTU3UPOBATH
TpeOOBaHUS APXUTEKTYPHI
MIPOrPaMMHOTO CPEJICTBA;

aHAJIM3UPOBATh U OLICHUBATh
APXUTEKTYpPY IPOTPAMMHOI0
obecrieyeHus: Ha MpeIMeT
aTpuOyTOB KaueCTBa;

Buaagerb HaBBIKAMM aHAIIM3a

TpeOOBaHUI apXUTEKTYpPbI
IIPOrPaMMHOTO CPEACTBA.

IK-3.2. Opranusyer
pa3paboTKy apXUTEKTYpPHOTO
MIPOEKTa MPOrpPaMMHOI0
CpencTBa

3HATh:

COBpEMEHHBIE Pa3pabOTKH U
TEHIECHIIUA B 00J1aCTH
npoektupoBanus [10;

METO/BI pa3pabOTKH U
npoexktuposanus [10;

YMmerh:

dhopmynupoBaHue 3a71a4 BEIOOpa
TEXHOJIOTUI U CPEJICTB
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pa3paboTKU MPOTPaMMHOTO
obecrneucHus;

IMPUMCHATH COBPECMCHHELIC
pa3pabOTKH ¥ TCHICHIINY B
obnactu npoektupoBanus [10 B
npodheccHoHaIbHON
AeSATEIbHOCTH;

MPOEKTUPOBATH APXUTEKTYPY
MPOrPaMMHOTO O0ECTICUeHUS;

CO3/1aHH€ YIKOHOMUYECKOM
MOJIEJIA aPXUTEKTYPHOTO
MIPOEKTa MPOrPaMMHOTO
CpEeICTBa;

NPUMEHSATh HHCTPYMEHTHI
pa3pabOTKH TEXHHUKO-
HKOHOMHUYECKOTO 0OOCHOBAHUS
BBIOPaHHOTO BapHaHTa
aApXHUTEKTYpPhl KOMIIOHEHTOB;

Baagern:

HaBbIKAMU pa3padOTKH

APXUTCKTYPHOI'O IIPOCKTA

IPOrpPaMMHOTO CPE/ICTBA;

npoexmno-mexnonozuuecxuﬁ mun 3aoay

IIK-9. CnocoGeH ocyliecTBIATh

pa3paboTKy IIPOEKTOB
COBEPIICHCTBOBAHUS
IIPOU3BOJICTBA Ha OCHOBE

CpEICTB
o0ecrieunBarhb

aBToOMaTu3alnuu n

(GyHKIIMOHUPOBaHUE
aBTOMATHU3UPOBAHHOW CHUCTEMBI
yIpaBiIeHUs TPOU3BOJCTBOM.

ITK-9.1. Pa3pabareiBaeT
MIPOEKTHI
COBEpPILIECHCTBOBAHMUS
IIPOU3BO/ICTBA HA OCHOBE
CpEeACTB aBTOMATH3AIHH

3HATh:

HAI[MOHATIFHYIO U
MEXTYHAPOIHYIO HOPMATHBHYIO
6a3y B oomactu ACVYII;

0COOEHHOCTH MPOSKTUPOBAHHUS
ACVII,

OCHOBBI DKOHOMUKH,
OpraHM3aliy TPOU3BO/ICTBA,
TpyJAa U yIpaBJIEHUS;

YMmerh:
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IIPOTHO3UPOBATh TEXHUKO-
SKOHOMUYECKHE ITOKA3ATENN
pa3BUTHUSA IIPOU3BOJCTBA;

OLICHUBATh HEOOXOAUMOCTD U
noTpeOHOCTH OpPraHU3aluu BO
BHEJIPCHUU CPEJICTB
aBTOMaTHU3aluu
MPOM3BOICTBOM;

IMIPOCKTUPOBATHb
ABTOMATU3WPOBAHHBLIC CPCIACTB
CHUCTCMBI YIIPABJICHUA
IIPOMU3BOJICTBA B OpraHU3alllu,

BuajgeTs HaBBIKaMU pa3pabOTKU
MIPOEKTOB COBEPIICHCTBOBAHUS
MIPOM3BOJICTBOM Ha OCHOBE CPE/CTB

aBTOMAaTu3alu IMMpOrU3BOACTBA.

IIK-9.2. O6ecneynBaet
(GYHKIIMOHHPOBAHUE
ABTOMATHU3UPOBAHHOU
CUCTEMBI YIIPaBJICHUS
IIPOU3BOJICTBOM B
OpTraHH3aIHH.

3HATh:

OCHOBBI ()YHKIIMOHUPOBAHUS
ACVII;

METOJIbI (POPMHUPOBAHHUS
nokasareneu 3 pexTuBHOCTH
KOHKYPEHTOCIIOCOOHOCTH
ACVII;

YMmerTh:

PYKOBOIWTH
(YHKIIMOHUPOBAHUEM U
COBEPIICHCTBOBAHUEM
JICHCTBYIOIEH B OpraHU3aluu
ACVII;

KOOPJAMHHUPOBATH JAEATEIBHOCTD
MOJIpa3/IeJICHUI OpraHU3alluy B
oomactu ACVYII

KOHTPOJIMPOBATh
¢ynkunonuposanue ACYII B
OpraHu3ally;
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BJIZII[CTL HaBbIKaAMH IIPUHATHUA

YIPaBICHUYECKUX PEIICHUH M0

KOHTPOJIXO 1 KOOPpAWNHAITUN

¢ynkunonuposanust ACYII B
OpTraHH3aIHH.
HAYYHO-NedazozuyecKuil mun 3a0ay
OpP2aHU3AUUOHHO-YRPABIEHYECKUTI MURn
IIK-12. CiocoOeH BBISIBIATH IIK-12.1. BrisBnser 3HaTh:

POOJIEMBI OPraHU3alNH,
CBSI3aHHBIC ¢ HH()OPMALIMOHHBIM
obOecIieueHueM U
0COOEHHOCTSIMH YCTaHOBJICHHOMN
0a3bl JaHHBIX, AaHATH3UPOBATEH U
OCBaMBaTh HOBBIE
WH()OPMAMOHHBIC TEXHOJIOTUH
B oOJractu 0a3 JaHHBIX.

POOJIEMBI OPraHU3alIHH,
CBSI3aHHBIE C
HH(OPMAIIMOHHBIM
oOecIieueHUEM U
0COOCHHOCTSMU
YCTaHOBJICHHON 0a3bl
JTAaHHBIX

MPUHIUIBI PYHKITUOHUPOBAHHS
0a3 JaHHBIX;

OCHOBHBIC TE€HICHI[UH Pa3BUTHSI
UHGOPMAIIMOHHBIX TEXHOJIOTHIA
B 00jacTu 0a3 JaHHBIX;

YMmeTh:

HCCJIEIOBATH PHIHOK
MEPCTIeKTUBHBIX 0a3 TaHHBIX, UX
MPUHIUITNAJIBHBIX
BO3MOXKHOCTEIA;

OCYILLIECTBIATH COOp U aHATIU3
HEepean30BaHHBIX
noTpeOHOCTEH Mmonbp30oBaTeneit
0a3 TaHHBIX;

aHAJTM3UPOBATH MTPOOIEMBI
OpraHu3aluy B 00JacTH
UH(OPMALIMOHHOTO
obecneucHuUs;

OLIeHHUBATh 3P (HEKTUBHOCTH
¢byHKIMOHUpOBaHUS 0a3
JAHHBIX;

Baanern:

HaBBbIKaAMH BBISABJICHUA HpO6JICM
opraHn3anyvu, CBA3aHHLIC C
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MH(POPMALOHHBIM
obecrieyeHrneM u
0COOEHHOCTSIMH YCTaHOBJICHHOMN
0a3bl JaHHBIX;

— HaBbIKaMH IIPOTHO3UPOBAHUA
COCTOSIHHE M OCYIIECTBIISATh
TUTAHUPOBAHKE IO Pa3BUTHIO 0a3
AAaHHBIX B OpraHu3alnu.

IIK-12.2. Amanusupyer u
OCBaMBaCT HOBBIE
MH(pOPMAaLOHHbIE
TEXHOJIOTHH B 001actu 6a3
JTaHHBIX

3HaTB: COBPEMEHHBIE U
NEePCIEKTUBHBIE TEXHOJIOTUH B
o0JtacTu 0a3 JaHHBIX;

YMmerh:

- HpOBOI[I/ITL MOHI/ITOpI/IHF HOBBIX
HHGOPMALIMOHHBIX TEXHOIOTHI
B 00acTu 0a3 JaHHBIX,
ITOSABJIIAIOIIINUXCA HA pLIHKe;

— OCBaMBaTh HOBBIE
MH(OPMALMOHHBIC TEXHOJOTUH
B o0JytacTu 0a3 JaHHBIX;

— aHaJU3MPOBATH BO3MOXKHOCTH
BHEJIPEHUS HOBBIX
MH(OPMAIIMOHHBIX TEXHOJIOTHH;

BuiajgeTsh HaBBIKAMU IJTAHUPOBAHUS
OCBOEHUS U BHEIPEHUS B MPAKTUKY
aIMUHHUCTPUPOBAHUS OPTaHU3AINH
HOBBIX TEXHOJIOTHI paboTHI ¢ 6a3amMu
JTAHHBIX.

IIK-13. CrnocobeH mNpUHUMATh
yIpaBJIEHYECKUE PpEIICHUs |
paspabaThIBaTh TJ1aH o
Pa3BUTHIO U OOHOBJICHHIO 0a3bl

JaHHBIX OpraHu3aiuun.

IIK-13.1. Brigsiaser
NbTEPHATHBBl U TPUHUMAET
VIPaBICHYCCKUE PEIICHUS 10
pa3paboTKe IJ1aHa pa3BUTHUSA U
o0OHOBIIeHMS 0a3bl JaHHBIX

OpraHu3aIu

3HATh
pa3BUTHUA

OCHOBHEIC TeHICHIIUU
UH(POPMAITMOHHBIX
TEXHOJIOTHH B 00J1acTH 0a3 JaHHBIX;

YMeTh BBISBIIATH AJIbTCPHATUBLI Ha
OCHOBC 3alaHHBIX KpPUTCPUCB U

BBIOMPATHh HAWITYUIITYIO;
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Bianerp  HaBBIKAMH  TPUHSITHS
YIIPaBIECHUYECKUX
paspaboTke

0OHOBJICHUS

peLeHui o
IJ1aHa
0a3sI

pa3BUTUS U
JTAHHBIX
OpraHu3aluu.

IIK-13.2. PazpabarpiBaer
IUTaH Pa3BUTHUSL K OOHOBIICHHS
0a3bl IaHHBIX OPraHU3ALUU

3HaTEL TIPUHIIUIIBI

TCXHOJIOTHH u

paboTHI,
BO3MOXKHOCTH
anmapaTHOro M IPOrPaMMHOIO
obecneyenns 0a3 JaHHBIX;

YMmeTh:

— aHAJM3HPOBATh OCHOBHBIC
ATarbl Pa3BUTHUS U OOHOBIICHUS
BEPCHI MPOrpaMMHOIO
obecrieueHns 0a3 JaHHBIX;

— ONKCHIBaTh TUIOBbIE IPOLIECCHI
10 Pa3BUTHIO U OOHOBJIEHUIO
Bepcuid 0a3bl JaHHBIX;

Banagers HaBbikamMu  pa3pabOTKHU
IUIaHa  peall3allud  MPUHATHIX
pemieHnid MO0 MEpPCHEeKTUBHOMY

pa3BUTHIO U OOHOBJIEHMIO 0a3bl
JTAHHBIX OpTaHU3aIHH.

ITK-14. Cnocoben
OCYIIIECTBIISTH TIOUCK
nH(OPMALIUK U MOHUTOPUHT €€
W3MEHEHUS B ceTH VHTepHeT u
IPYTUX UCTOYHHUKAX,
OCYIIIECTBIISITH yIIPaBICHHUE
CaliTOM OopraHu3aIiu

IIK-14.1. OcymecTBasier
MOMCK MH(POPMAIUH U
MOHHUTOPHHT €€ U3MEHEHHUSI B
cetu MIHTEpHET 1 Apyrux
HCTOYHUKAX JJISl pELIEHUS
3a/1a4 OpraHu3alnu.

3HATH:

— O0COOEHHOCTH CTPYKTYPbI
OpraHu3aIig,

— OCHOBBI pabOThI €
MH(POPMAIMOHHBIMU
HMCTOYHUKAMU U
CTaTUCTUYECKUMU CEPBUCAMU
cetu MuTepHer;
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YMmeTh:

(GhOopMHUPOBATH 3aMPOCH U
noJydeHre HHGopManuu ot
COTPYJHUKOB OpraHU3aIiH;

COIJIaCOBBIBATh U YTBEPKIATh
MH(pOPMAIMOHHbBIE MaTepHAIIbI;

nepenavya nHOOPMAaLUOHHBIX
MaTepHaJIOB, 3aMEYAHUH,
UCIIPABICHUN MEXIY
CIIELIMAIMCTAaMU T10
nH(OPMALIMOHHBIM pecypcaM U
JOPYTUMU COTPYAHUKAMU;

MIPOBOJIUTH MOHUTOPUHT
MOSIBJICHUS] HOBOM MIIN
HE00X0AMMOI HHpOpMaLIUN
BHYTPH OpTraHU3AINY;

OCYILIECTBJISATH MIOUCK U
MOHHUTOPUHT TEMaTUYECKUX
CaMTOB I BEISIBIICHHUS HOBOM,
3HAYUMOM U UHTEPECHOMU
nH(OpMALIUY IJIS PEIICHUS
3a7a4 OpraHu3aluy;

OLIEHMBATh 3HAYUMOCTb U
IIPUOPUTETHOCTD NOJTY4aeMOU
uH(popMaLuu;

paboTaTh ¢ OONBIINMHU
o0bemMamMu HH(pOpMAIIHH;

Baagern:

HaBBIKAMU BBISIBIICHHS
MOTEHIHAJIBHBIX UCTOYHUKOB
uHpOpMaINH;

Pa3IMYHBIMU METO/IaMHU MOKMCKA
uHpopmanuu B cetd MHTEepHET
JUIS pellieHus 3a1au
OpraHu3aluy;

COCTaBJIATH I/IH(I)OpMaI_II/IOHHLIC
MaT€pHraJibl Ha OCHOBE
INOBCACHHOI'O aHaJIn3a
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uHGOpMALIUHU TS pEIICHUS
3a/1a4 OpraHu3aluy;

MPOrPaMMHBIM 00€CTICYCHUEM U
TEXHUYECKUMH CPEJICTBAMH IS
PEryJISIPHON KOMMYHHKALIUH,
MOHHUTOPHHTa HHPOpMAIUH B
HuTtepner.

MK-14.2. Yupasnser caiTom
OpraHu3aIH

3HATh:

TEPMHUHOJIOTHIO U KITFOUYEBbIE
napameTpbl Be0-CTaTUCTUKY;

HHCTPYMCHTBI U METO/IbL c60pa
Be6'CTaTI/ICTI/IKI/I;

YMmeTh:

HpOBOI[I/ITL aHaJINn3
IOCEIIAEMOCTH calTa
OpraHu3ally U €0 ayJUTOPUH;

JOKYMEHTHPOBATh pabOTHI 10
YIIPaBIICHUIO
MH(POPMALMOHHBIMH PECypCaMu
caiirta;

dbopMynupoBath TpeOOBaHUS K
CTPYKTYpE U CepBHCaM BeO-
caiita;

OpraHu30BaTh pabOTHI MO
MPOEKTUPOBAHUIO CAlTa U
aHanu3y TpeOOoBaHMIA
MoJIb30BaTelieil, On3Hec-
TpeOOBaHUM, CYIIECTBYIOIICH
CTPYKTYPBI U COJICpKaHUs BeO-
caiita;

YMETb HUCIIOJIB30BATh CUCTCMbI
YIpaBJICHUA KOHTCHTOM,

Baagern:

CEepBUCAMMU ISl OLIEHKHU
MMOCEIIaeMOCTH U
XapaKTEPUCTUK AyIUTOPUHU
caiita;

27




MI'Y umenun M.B. JlomoHocoBa Pabouas mporpamma JUCHUIUTAHEBL
«HdpopmanmonHas 6€30MaCHOCTD U 3alIUTa HHHOpMALUU»

—  ¢ysxoussvmu CMS u
COIMAJBHBIX CETEH /ISl OLIEHKH
MOCEIaeMOCTH BeO-caiiTa;

— HaBbIKAMH MOJIT'OTOBKH
UTOTOBOM OTYETHOCTHU O paboTe
caiita 1 popMUpOBaTH
MPEUIOKEHUS 110 PA3BUTHIO
caira.

IK-15. Cniocoben IIK-15.1. Pa3zpabaTsiBaeT 3HaTh:

pa3pabateiBath cTpareruto UT crpareruto UT oprannzaunu
— METOJMKH CTPATETUYECKOTO

OpraHu3alyu, B TOM YHUCIIE C B TOM YHCJIE€ C TPUMEHEHHUEM

. . YIpaBJICHUS U TUIAHUPOBAHUS,
MIPUMEHEHUEM MHHOBAIIHA, WHHOBAIIHI
yIpaBisaTh GOPMUPOBAHUEM U — METOAMKHU CTPATETMUECKOTro
BHEAPEHUEM CUCTEMBI ynpasienus UT;

roxkasareJjieit OLCHKHA
— MCTOAbI HHBCCTULIMOHHOI'O

s dexruBroctu UT aHalIn3a;

YMerTh:

— (opmupoBaTh I11eIH,
MIPUOPUTETHI U OTPAHUYCHUS
crpareruu UT B TOM unciie ¢
NIPUMEHEHUEM UHHOBALIU;

— BBIABIIATH U OLIEHUBATh PUCKHU
peanusauuu crpareruu 1T,

— oleHuBaTh 3(HEKTUBHOCTh
ctpareruu UT;

— KOHTpPOJIMPOBATH PEAIU3ALUIO
crpareruu UT;

BuajgeTs HaBBIKAMH pazpabOTKH
crparerun UT opranusanuu.

IIK-15.2. Ynpasnser 3HaTh:
(dbopMHUpOBaHUEM U

— IpUHUUIBI 3KOHOMHUKHU UT;
BHEJIPEHUEM CUCTEMBI
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HOKa3aTeJied OIEHKU
s dexruBrocTr UT

— METO/IbI OLICHKHU
3¢ (HeKTHBHOCTH;

— METO/IbI U MOJICTIH OI[CHKH
sapdexruBHOCcTH UT;

YMmerh:

— aHanu3upoBath 3PPEKTUBHOCTH
uT;

— (dopmupoBath TpeOOBAHUS K
CUCTEME II0Ka3aTesIen
s dexruBHOCcTH UT;

— BBIOMpPATH MMOKA3ATEIH OICHKU
addextuBroctr UT n
TUTAHUPOBATH UX IICJICBEIC
3HAYCHUS;

— aHAJIM3HMPOBATH PE3YJILTATHI
OLICHKM NTOKa3aTeJien
addextuBroctr UT n
OCYIIIECTBIISITH YIIPABJICHUECKUE
JCUCTBUS 110 pe3yJibTaTaM
aHaJM3a,;

Baagern:

— HaBbIKaMH Pa3pabOTKH CHCTEMBbI
MOKa3aTelie OLleHKH
s dexruBHocTu UT B
OpraHu3aIfK, B TOM YHCIIE C
PUMEHCHUEM WHHOBAIIHIA;

— HaBBIKAMH pa3pabOTKH ITUTaHA
BHEJIPEHUS CUCTEMBI
MOKa3aTelie OLICHKH
s dextuBnoctu UT;

— HaBbIKaMH pa3pabOTKu
MIPEAJIOKEHUM IO pe3ybTaTaM
MPOBEICHHOMN OLICHKHU
s dexruBHoctu UT B
OpraHu3alyHy.
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IIK-16. Cnoco0OeH BbISBIATDH
TpeOOBaHUs U MOTPEOHOCTH B
obnacti “H(HOPMAITMOHHOH
0€30MacHOCTH OpraHu3aIH,
pa3pabarbiBaTh IJIaH
YIIPaBIICHUS €10 U OCYILECTBIATh
KOHTPOJIb 32 €€ obecredeHneM

I1K-16.1. BeisBnser
TpeOOBaHUS U MOTPEOHOCTH B
obnacti HH(OPMAITMOHHON
0€30MaCHOCTH OpTraHU3aIuN

3HaTh:

— cTaHaapThl HHHOPMAITMOHHON
0€301aCHOCTH;

— METOJHUKH YIPaBICHHUS
poreccoM MH(POPMAITMOHHOM
0e30I1acHOCTH;

YMmerh:

—  BBISBJISITH TPEOOBaHUS U
noTpeOHOCTH B 06JacTh
HH(pOpPMaAITMOHHOM
0€301aCHOCTH;

— ¢dopMyIUpOBATH IEIIH,
TpeOOBaHHS ¥ IPUOPUTETHI
yrpaBieHus: HH)OPMaIMOHHON
6e3omacHOCThIO pecypcoB UT;

— KOHTPOJIb M3MEHEHHI Mpoliecca
yrpaBieHus: HH)pOpMaIMOHHON
6e3onmacHOCThIO pecypcoB UT;

— ($OpMHUPOBAHHUE CUCTEMBI
OLIEHKU Tpoliecca yIpaBiIeHUs
MH(OPMALIMOHHON
6e3omnacHocTbio pecypcoB UT;

BuaaneTs HaBBIKAMU OLIEHKU
NOTPEOHOCTEN OpraHu3aluy B
o0nactu nHOpPMaLIMOHHON
0€30MacHOCTH.

IIK-16.2. Pa3pabarbiBaet
TUTaH yIPaBICHHS U
OCYILECTBIISIET KOHTPOJIb
nH(}OpMaLIMOHHON
0€30MMacHOCTH OpraHu3aluu

3HATH:

— CTaHJapThl THPOPMAITMOHHOMN
0€30I1acHOCTH;

— METOIMKH yIPaBICHUS
MpoIeccoM MH(POPMAITMOHHOM
0e30IacHOCTH;
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YmMmeTh:

(dbopMyIupoBaTh LEIH,
TpeOOBaHMS ¥ IPUOPUTETHI
yIpaBieHus: HH)pOpPMaIMOHHON
6e3omacHocThIO pecypcoB UT;

pa3pabaThIBaTh OKa3aTean
OLIEHKH IIpoliecca YIIpaBJIeHUs
HH(pOpMaAITMOHHOM
6e3omacHoCThIO pecypcoB UT;

OCYUIECTBJIATH KOHTPOJIb
W3MEHEHUH Ipolecca
yrpaBieHus: THPOPMAITUOHHOMN
6e3omacHocThio pecypcoB UT;

Baanern:

HaBBIKAMH Pa3pabOTKH IIaHa
yImpaBieHus: HH()pOpMaIMOHHON
0€30MaCHOCThIO OPTaHN3aLNY;

HaBBIKAMU pa3pabOTKH CUCTEMBI
oneHku 3¢ dextuBroctu UT.

ITK-18. CnocoGeH miaHupoBaTh
Y OpPraHU30BHIBATh CO3/IaHUE,
BHE/IPEHHE U M3MECHEHUE
MH(OPMALIMOHHON CUCTEMBI,
OCYIIECTBISITH KOHTPOJIb UX
BBINOJIHEHUS.

IIK-18.1. IInanupyer
CO37]aHNe, BHEIPEHHE U
W3MEHEHHE

MH(OPMALIMOHHON CUCTEMBI.

3HATh:

OCHOBBI TCOPUU CUCTEM U
CUCTCMHOI'O aHaJIn3a,

YCTPOMCTBO U
(GyHKIIMOHUPOBaHUE
coBpemeHHbIX UC;

COBpEMEHHBIE MOJIXO/IbI U
CTaHJapThl aBTOMATU3ALNH
OopraHusanuu (Hampumep, crm,
mrp, erp..., itil, itsm);

OCHOBHBIC 3Tallbl IPOBCACHUS
OpraHn3alluOHHBIX PI3MCHCHPII>1;

METOJIUKH OTIMCAHUS U
MOJIETTUPOBaHUs OM3HEC-
MPOIIECCOB, CPEICTBA

MOJIETTUPOBaHUs OU3HEC-
MPOLIECCOB OPTraHU3AIINY;
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— OCHOBBI MCHCIPKMCHTA,

— OCHOBBI (1)I/IHaHCOBOl"O
IIJIaHUPOBAHUAA;

YMmeTh:

— IUIAHUPOBATH PAOOTHI IO
CO3/IaHUI0, BHEJIPCHUIO U
n3MeHenuo UC;

— MOJICINPOBATH ousHec-
IIPpONLECChl OpraHu3alu,

— o0ecrneunuTh COOTBETCTBHE
Ipolecca UHTErpaluu
MH(OPMALIMOHHON CHCTEMBI
MPUHSTHIM B OPTaHU3AINN WUITH
MPOEKTEe CTaHAapTaM U
TEXHOJIOTHUSIM;

—  YYUTHIBATh U3MEHEHUS
BHEIIHEH U BHYTPEHHEN CPEBI
OpraHu3alMy B Ipouecce
wianuposanus MC;

Baaners HaBbIKaMu pa3pabOTKH
TUTaHA CO3aHMsI, BHSIPECHUS U
n3meHenus UC.

IIK-18.2. Opranuzyer
CO3/1aHHE, BHEApPEHUE U
U3MEHEHHE
MH(POPMAIIMOHHON CUCTEMBI

3HATh:
— OCHOBBI KOMaHJJ000pa30BaHUs;
- TeOpI/HO MOTHUBAIINN,

— TEOpHUI0 OPraHUu3allMOHHOI'O
IIOBCACHUS

— OCHOBBI YIIpaBJICHUSA
KOMMYHUKAIIUAMU,

YMmerh:
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— pacmpenensiTb padoT 1o
CO3/IaHUIO, BHEIPEHHE U
M3MEHEHHE UHPOPMALIMOHHOM
CHCTEMBI;

— OILIGHUBATh UHTEPECHI U
MOTEHIIMAJ COTPYTHHKOB
(471€HOB KOMaH/IbI);

— o0ecrneunBaTh KOMMYHHKAITUIO
MEXy COTPYAHUKAMU
(4meHaMu KOMaH/IbI);

— HCTOJb30BaTh METOMIBI
MOTHUBAIMH [IEPCOHATA JUIS
3¢ (HEKTHBHOTO BBITIOJTHEHHUS
pabor;

— OLIEHUBAaTh pabOTy MepcoHaia B
MIPOEKTE;

— OIeHUBATh YPPEKTUBHOCTH
MePCOHANIA U MEPOIIPUSTHUS T10
€ro Pa3BUTHIO;

— HNPUMCHATb HHCTPYMCHTHI U
MCTOJbI YIIPABJICHHUA
MEpCOHAIIOM;

Biagers HaBbIKaMU OpraHu3aluu
rpynnbl (KOMaH]Ibl) IO CO3JaHHUIO,
BHEJIPEHUIO U U3MEHEHUE
UH(POPMALIMOHHOM CUCTEMBI.

IK-18.3. Korrponupyet
CO3J]aHNe, BHEJPEHHE U
U3MEHEHHE

MH(POPMAIIMOHHOMN CUCTEMBI.

3HATh:

— TCOpPHUIO0 MCHC/[PKMCHTA,

— OCHOBHBIE€ METOIBI
MOHHUTOPHWHTA U KOHTPOJIS
BBITIOJTHEHUS paloT;

YMmerh:

— TIPOBOJUTH MOHUTOPHUHT
BBITIOJTHEHUS paboT 1O
CO37IaHUI0, BHEIPEHUIO U
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M3MEHEHHIO WH(POPMAIIMOHHOMN
CHCTEMBI.

pa3pabaTbIBaTh MEPOTIPUATHS
0 MCIPABICHUIO OTKJIOHCHHUI
OT IUIaHa;

BJIaI[eTb MCTOJaMU KOHTPOJIA

BBITIOJTHECHU A pa60T 110 CO31aHHUIO,

BHEJPEHUIO U U3MEHEHUIO
UH(GOPMALIMOHHON CUCTEMBbI

Crnenunanu3npoBaHHble NPogecCHOHATbHBbIE KOMIIETEHIIUH

Hpmc.na)maﬂ AHAJIUTHKA U YIIPpaBJICHHUE

CIIK-1. CnocobeH oLieHUBaThL
MHHOBAIMOHHBIN [TOTEHIHA
COTPYIHHUKOB I 00eCIieueHHs
KOHKYPEHTOCIIOCOOHOCTH
OpraHU3aIiH.

CIIK-1.1. Onpenensier
TpeOOBaHMS K NIEPCOHAITY C
Y4eTOM cIielu (UK PhIHKA
TpyZda u TpeOoBaHUH K
MIPOU3BOJICTBEHHO-
XO3SIUCTBEHHOU
JeSATEeIbHOCTH OpraHU3aluN

3HATH:

TCOPHUIO YIIPABJICHUA
MEPCOHAIOM;

o0IIre TeHICHIINY Ha PHIHKE
TpYyZa U B OTJIEJILHON OTpaciIH,
KOHKPETHOU Tipodeccuu
(1OJKHOCTH, CHEIUAIBHOCTH);

METO/bI aHaIN3a TpeOOBaHUI
pBIHKA TPY/a;

YMmerTh:

aHaJIM3UPOBATh TPEOOBAHUS
pBIHKA TPYIa;

dbopmupoBanue TpeOoBaHUH K
MEPCOHAITY IS OCYLIECTBIEHUS
MIPOU3BOJACTBEHHO-
XO3SMCTBEHHOH JIEATEIILHOCTH
Y4E€TOM OpPraHU3alHOHHBIX U
TEXHOJIOTHYECKUX U3MEHEHMM;

coOupaTh, aHAIU3UPOBATH U
CTPYKTYpUPOBaTh MH(OPMAIIIO
00 0COOEHHOCTSIX U
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BO3MOXHOCTAX KaJApOBOI'o
NMOTCHIMAJIa OpraHnu3alnu,

Baanerb HaBbIKaMU OIpeICNICHUS
HEO0OXOIMMBIX TPEOOBaHMI K
MIEPCOHAITY JIJISl OCYIIECTBIICHUS
MPOU3BOACTBEHHO-X035IICTBEHHOM
JESATETLHOCTH C YIETOM
W3MEHSIOIINXCS YCIIOBUI
BHYTPECHHEHN U BHEILIHEHN CPEJbI.

CIIK-1.2. OnenuBaer
MHHOBAIMOHHBINA IMOTEHI[HA
COTPYAHUKOB JIJIst
oOecIieueHus
KOHKYPEHTOCTIOCOOHOCTH
OpraHu3aIiu

3HaTh: METOABI OLIEHKHU
po(eCCHOHAIBHBIX KAYECTB
MepCcoHana;

YMerTh:

— BBIOMpATh KPUTEPUU U
[I0KAa3aTeIN OLEHKU
WHHOBAIIMOHHOTO MOTEHIINANA
MepcoHana;

— OILICHMBAaTb MHHOBAL[MOHHBII
MOTEHIMAJ [IEPCOHAJIA C YYETOM
COBPEMEHHBIX TpeOOBaHMM
OpraHM3alMM U PbIHKA TPYAA;

Baagers HaBbIKaMU COCTaBICHUS
AQHAJINTUYECKOTO OTYETA T10 OLICHKE
MHHOBAIIMOHHOTO NTOTEHIIMAJIA
COTPYIHUKOB.

CIIK -2. Cioco0OeH NMpuMeHSITh
METO/bI aHAIN3a JaHHbIX JJIS
pa3paboTKU MPOILYKTOBOM 1
TEXHOJIOTUYECKOM CTpaTeruu
Pa3BUTHS OpraHU3allny.

CIIK-2.1. [Tpumensier
METO/bI aHAIM3a JaHHbIX JJIS
pa3paboTKU NPOITYKTOBOM U
TEXHOJIOTUYECKOM CTpaTeruu
Pa3BUTHSI OpraHU3aLUuU

3HaTh:

— (yHIameHTaIBHBIE pa3ebl
MaTeMaTHKHU;

— MCTOAbI CUCTCMHOI'O aHaJIn3a,
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— TEOpHIO IPOAYKTOBOTO
MEHEIKMEHTA;

— TEOPHUIO CTPATETUYECKOTO
MCHEKMCHTA;

YMmerh:

— HCIIOJIB30BaTh 3aKOHEI
€CTECTBEHHO-HAyYHBIX
JUACIUILINH B
npo¢eCCHOHATBHON
NEeSTEILHOCTH U IPUMEHSATD
MaTeMaTUYeCKHUH amnmnapar,
METO/bl ONTUMHU3AINH, TEOPUHU
BEPOATHOCTEH, MAaTEMAaTHYECKOM
CTaTUCTHKH, CHCTEMHOI'O
aHaM3a JUIsl IPUHITHS
pelieHuii B 001acTy peleHus
poecCHOHANTLHBIX 3a]1a4;

— MNPHUMCHATb METOJbI aHaJIKM3a
JaHHBIX,

— IPUMEHATb UHCTPYMEHTAJIbHBIC
U IPOrpaMMHBIE CPEJICTBA AJIs
aHaJIn3a JaHHbBIX;

— aHaTM3HUPOBATh U OIICHUBATH
WHHOBAIIMOHHBIN MOTEHIIUAI
OpraHu3aIuy;

— HOPOBOJAUTH MAPKCTUHIOBOC
HCCICOOBAaHNEC PbIHKA U
IMPOAYKTOB KOHKYPCHTOB;

— TPUMEHATH METOJIbI pa3paboTKu
CTpaTeruy pa3BUTHS
OpraHu3aIuy;

Baagers HaBbIKaMH aHaIM3a
JAHHBIX JUIS PELICHUs
npodeccuoHaIbHBIX 3aj1ay C
IIPUMEHEHUEM COBPEMEHHBIX
TEXHOJIOTUH 10 pa3paboTke
MIPOTYKTOBOM M TEXHOJOTUYECKON
CTPAaTETUH Pa3BUTHUS OPraHU3ALMH.
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CIIK-4. Cnocoben
aHAJIM3UPOBATh U OLICHUBATD
BJIUSIHUE U3MECHEHUH B
MH(POPMAIIMOHHOHN cCUCTEME Ha
OCHOBHBIE [TapAMETPhI
OpTaHU3aIMH U/UIN TPOEKTa,
pa3pabaThiBaTh pEKOMEHIalUN
IO UX YYETY.

CIIK-4.1. Ananusupyer u
OLICHUBAET BIMSIHUE
U3MEHEHUH B
MH(POPMAIIMOHHOH cUCTEMe
Ha OCHOBHBIE TapaMeTPhI
OpTraHU3aIlK U/ IPOEKTa

3HATh:

— MCTOAbI YIIPABJICHUSA
OpraHU3allMOHHBIMHU H
TCXHOJIOTMYCCKNUMHU
U3MCHCHUAMU,;

— MCTOAbI aHaJINn3a JaHHBIX,

— MCTOAblI CUCTCMHOI'O aHAaJIn3a,

YMmerh:

— OLIGHUBATh TOTOBHOCTh
OpraHU3alMH K OCYILIECTBICHUIO
WU3MEHEHUS apXUTEKTYPHI
MH(OPMALIMOHHON CHCTEMBI;

— AHaJIM3UPOBATH U OLICHUBATH
BJIMSIHUE U3MECHEHUI B
WH(POPMAIIMOHHON CUCTEME Ha
OCHOBHBIE TTapaMeTPbl
OpraHM3alIH U/WITH TPOCKTA;

Buiajgeer HaBbIKaMU (GOPMHUPOBAHUS
OTYeTa IO BIUSHUIO U3MEHEHUH B
uH(GOPMAIMOHHOMN CHCTeMe Ha
OCHOBHBIC MMapaMETPhI OpraHu3aliuu
W/WTU TIPOEKTA.

CIIK-4.2. Pa3pabatbiBaet
PEKOMEHIALNNU IO YUETY
W3MEHEHUH B
MH(}OPMALIMOHHON CUCTEME
OpraHu3au

3HATh:

—  apXHUTEKTypy UH(POPMAITTOHHON
CUCTEMBI OpraHU3aluu;

— OCOOEHHOCTHU Pa3BUTHUSA
YKOHOMHUYECKOI ACATCIIBHOCTHU
OpraHU3aIIH;

YMmerh:
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— YUUTBIBAaTh UBMCHCHUSA B
SKOHOMHYECKOU JCATCIIBHOCTH
opraHu3aluu,

— (opmupoBaTh OTYETHI O
HEO0XO0IMMOCTH U3MEHEHUS
apXUTEKTYpbl UHPOPMALIMOHHOM
CUCTEMBbI OPTaHU3ALUU U €€
3JIEMEHTOB;

BiageTh HaBBIKaMH pa3pabOTKU
PEKOMEHIALUH 10 YYETY N3MEHEHUH
B MH(QOPMALIMOHHOW CHCTEME
OpraHHU3aLuy.

dopma 00ydeHHsI: OUHAS.

IV.®opmMbl KOHTPOJIA

KouTponp 3a ocBOeHHMEM AMCHMILTUHBI OCYIIECTBISETCS B KaKIOM TUCIUILUIMHAPHOM pasjiene
OTJEJBHO.
Py6esicnvlii konmpons: TeCTUPOBaHHWE W KOHTpOJIbHAs paboTa MO OTAEIbHBIM pasjaeiam
JUCIUTUTUHBL.
Hmoeosas ammecmayus 6 3 cemecmpe — 9K3AMEH.

Pe3ynbTathl TeKylIero KOHTPOJS M HTOTOBOM aTTecTallud (HOPMHUPYIOT PEHTHHTOBYIO OIICHKY
pabotsl oOyuaromerocsi.  Pacripezenenne 6amioB 1o OT/AEIbHBIM BUaM padoOT B MPOIIECCE OCBOCHUS
JTUCIHUIUTMHBL  «pa3pab0TKa MOOWIIBHBIX MPHJIOKEHUN» OCYIIECTBISIETCSI B COOTBETCTBHH C
[Ipunoxenuem 1.

V. O0béM IMcuMnJIMHbI M BUABI Y4eOHOil padoThI

O06mwem kypca — 72 yaca, 2 3a4eTHbIe €IMHULIBI, B TOM ynciie 30 yaca — ayIMuTOpHAas Harpyska, U3
KOTOpBIX 6 4acoB — JIEKLIMHU, 24 4yacoB — ceMUHaphbl, 42 4acoB — caMOCTOsATeIbHasl paboTa CTYIEHTOB.
Nzyuaercsa Ha 2 kypce (3 cemecTp), utoropas (opmMa OTYETHOCTH — IK3aMEH.

Bup y4yedHoii padoTsl Bcero yacos

KonrakTHble 3aHATHS (BCEro) 30

B ToM uucie: -

Jlexuun 6
[Tpaxtuueckue 3austus (I13) -
Cemunapsl (C) 24

Jlaboparopusie pabotsl (JIP) -
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CamocrosiTesibHast padora (BCero) 42

B Tom umce: -
Jomarnaue 3agaHus 12
Pedepar 8
[ToaroroBka Kk TECTUPOBAHUIO 8
[TonroroBka k onpocy 5
[TonroroBka Kk KOHTPOJIBHOU padoTe )
Bua npoMmexxyTouHO# aTTecTaiuu
OK3aMeH 4
OO01mmas Tpy10eMKOCTh (4achl) 72
3aueTHbIC SAUHUIIBI 2

VI1.CrpykTypa H coaep:kaHHue JUCHUILINHBI

n/n

Pasznen

Conepxanue (TeMbl)

OcHOBHbIE IOHSATHS B onpeaeJIeHust

OCHOBHBIC TIOHATUS W  ONPEJCICHUS, OTHOCSIIUEeCS K
WH(POPMAITMOHHOW  O€30MacCHOCTH:  aTakd, ySI3BUMOCTH,
MOJIMTUKA  OE30MacHOCTH,  MEXaHU3Mbl U CEPBHCHI
0e30MacHOCTH; KIacCU(UKAIINS CETEBBIX aTak; IeNN U 33a]a91
obOecrieueHrss 0E30IIACHOCTH: JIOCTYITHOCTh, II€JIOCTHOCTD,
KOH(UICHIIMATLHOCTh, OTBETCTBEHHOCTh, TapaHTHPOBAHHE;
MOJCITH ceTeBoi Oc3omacHOCTH | 0e30macHOCTH
WHPOPMALTUOHHON CHCTEMBI.

AJTopUTMBI CHMMETPHYHOTO
M1 ppoBaHus

OcHOBHBIE TIOHSATHS AITOPUTMOB CUMMETPUYHOTO
mmdpoBanusi, KIo4 mudposanus, plaintext, ciphertext;
CTOMKOCTh aJTrOpUTMa, THUIBI oOlepauuii, ceTb DenTens;
anmroputMel  DES  m tpoiiHoit  DES.  Anropurtmsl
cummerpuaHoro mudposanus Blowfish, IDEA, TOCT 28147,
PEKUMBI ux BBITIOJTHEHUS; CHOCOOBI CO3JaHMsA
NCeBIOCTYYalHbIX uHuced. HOBBIM craHmapt anropurma
cummerpuyHoro mmpposanus — AES; kpurepum BbIOOpa
QIropuTMa M CpaBHUTENbHAas  XapakTepUCTUKA  IISITH
(hMHAINCTOB; TTOHSITUE pesepBa 06e30MacHOCTH.
XapaKTepUCTHKH AJITOPUTMOB, OCOOEHHOCTH NPOrPaMMHOM
peanu3anuy, BO3MOXHOCTh UX PEATM3aLUU B OKPYKEHHSX C
OTpaHUYEHUSIMU MTPOCTPAHCTBA, BOBMOYKHOCTh BHIYHCIICHUS HA
nery mnonkmtoueir. Anroput™m Rijndael; maremaTtmueckue
MOHSTHS, JIeXKaIlue B oCHOBe ajnropurMa Rijndael; ctpykrypa
payHaa anropurMa Rijndael.

Kpunrorpadus ¢ 0TKpBITBIM KIH0Y0M.

OCHOBHBIE TIOHATHUS KPUNTOTrPaUU C OTKPBITHIM KIFOUOM,
CIOcOOBl €€ WCHONB30BaHMA: MH(POBAHUE, CO3AAHHE U
npoBepka LUGPOBOM MOANHMCH, OOMEH KIOYa. AJNTOPUTMBI
RSA n Iuddu-Xemmana.

Xom-pyHKuuu U ayreHTuGuKanus
coo01meHmii.

OCHOBHBIE TTOHSITHSI 00€ECIIEYEHHS IETOCTHOCTH COOOIIEHNN C
nomouisto MAC u xsm-¢pyHKUMi; NpocThie X3UI-(QYHKINH.
Cunpable xom-pynkuun MDS, SHA-1, SHA-2, SHA-3 u
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I'OCT 3411; obOecnedyeHue LEIOCTHOCTH COOOIIEHUM U
Berauciicane MAC ¢ IMOMOIIBIO aITOPUTMOB CHMMETPHIHOTO
nmdpoBaHust, X3m-QyHKIMA 1 crannapra HMAC.

Mudposast noanuce.

TpeboBanus Kk TU(PPOBBIM TOIMUCAM, CTAHIAPTHI ITH(POBOMA
noanucu 'OCT 3410 u DSS.

AJropuT™Mbl 00MeHa KJI0YeH 1
NPOTOKOJIbI ayTeHTH(UKALMH.

[NonsiTuss UHQPACTPYKTYPBl OTKPHITOTO KIIOYA: cepTH(HKAT
OTKPBITOTO KIJI04Ya, CepTU(UKANMOHHBIN [EHTpP, KOHEYHBIN
YYaCTHHUK, perucTpanuoHneii nentp, CRL, mnonutuka
cepTuduKaTra, periiaMeHT CepTU(PUKAIMMOHHON IPaKTHKH,
MPOBEPAIOIIAsl CTOPOHA, perno3utopuid; apxurekrypa PKI.
IMpoduns ceprudukara X.509 v3 u mnpodpmis CRL v2;
cepTu()UKAMOHHBIN TyTh; OCHOBHBIE TOJS CcepTU(HKATa U
pacmipeHuss cepTu(duKaTa; KPUTUYHBIE W HEKPUTUYHBIC
pacimpenust; cranaapTHeie pacmmpenus. [Ipodwns CRL v2 u
pacmmpenus CRL, obmacti CRL, momasrit CRL, nemsta CRL;
AJTOPUTM TIPOBEPKH NEHCTBUTEILHOCTH CEPTUPUKAIIMOHHOTO
nytu. [Ipotokonsr PKI ynpasnenus ceprudukarom. On-line
MPOTOKONl ONpe/eeHUs] cTaryca cepTuduKara; MOJTUTHKA
cepTUdUKAaTa W periaMeHT CepTUPUKAIMOHHON MPaKTHKH.
CepBuc  nupexktopun LDAP, cpaBoenne LDAP ¢
PENAIIMOHHBIMU 0a3aMy JaHHBIX; MH(POPMAIIMOHHAST MOJECIH
LDAP, wmopens wumeHoBanuss LDAP, mnounstue npepesa
nmupekTopun, DN, cxembl, 3ammcy, aTpuOyTa 3ammcH, Kiacca
oObekTa.  OcHOBHBIE  cBoicTBa  mporokonma  LDAP.
Abstract Syntax Notation One (ASN.1); OpocThie |
CTPYKTYpHBIE TUIIBL; UAEHTU(UKATOPA 0OBEKTA.

Iporoxoa TLS/SSL.

IMpotokon 3amucu W TpoToKon Pykomoxarus, TOHSATHE
"coctostnue  coeguHenus". [lomHoe W cokpallleHHOE
Pykomnoxarue. BripaboTka oOmiero cekpera W co3/laHHE W3
HET0 KJIIOUEBOI'0 MaTepuaja C IOMOLIBIO IICeBAOCTY4aifHON
¢ynkuun (PRF). Pacmmpenns, ucronb3yemblie Aiis 100aBICHUS
¢yHKIMOHAIBHOCTEH B poTokon TLS.

CemeiicTBo nporokosaos IPSec.

Bosmoxnple  crmocoObl  peammzanmm  [PSec. Cremnens
netanu3anuu ynpasienus Tpadukom. [Iporokonsr ESP u AH.
IMonutnka  Ge3omacHocTH.  CrocoObl  ayTeHTU(UKAIMH
YYaCTHUKOB H paclpeielIieHne KIIFoUei.

Pazgennl 1uCHUIUIMH M BUJBI 3AHATHH (K. 4achl)

n/n

HaumenoBanue pa3jaena
AMCHUIINHBI

Jlexkuus

IIpakTu- | JlaGopa- ®opma
yeckue | TopHble | Cemmnap | CPC | Tekymero
3AHATUSA 3aHATUA KOHTPOJIA

OcHOBHBIE IOHATHS U
onpeaeJaeHus

- - 2 6 Omnpoc

AJITOPATMBI CHMMETPUYHOTO
HppoBaHUs

- - 2 4 Tect
Jdomamnee
3ajaHue
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3 | Kpuntorpadusi ¢ OTKPbITHIM 1 - - 4 4 Jlomamnee
KJII04Y0M. 3alaHHue
4 | Xom-pynkuuu n 1 - - 2 8 Jlomamnee
ayTeHTH(HUKAIUS COOOLIeHHUIA. 3ajlaHue
KP
5 | Iupporas moanuce. 1 - - 2 4 Jlomamnee
3aJaHue
6 | AJropuTMbl 06MeHa KiIK0Ueil 1 1 4 4 Jlomainee
NPOTOKOJIBI AYTEHTU(PHKANH. 3aJaHHe
7 | Mporokoa TLS/SSL. - 4 4 Jdomamnee
3aJaHue
8 | CemeiicTBo mporokoJios IPSec. - 4 4 Jlomamnee
3aJaHue
IpomexxyTounas - - 4
arrecrauus
Hroro 6 - - 24 42

VI1l. O6pa3oBare/bHbIe TEXHOJIOTHH

B npouecce ocBoenus aucuuminibl «Pa3paboTka mporpaMMHOro o0ecredeHus»
UCIOJB3YIOTCS CIEAYIOIIHE 00pa30BaTeIbHbIE TEXHOIOTHUU:

1. Cmanoapmmusie memoowl 0OyueHus.

— JICKIINH,

— CEMHUHaphbI;

MUCbMCHHBIC WJIM YCTHBIC JOMAIIHUEC 3aJaHWs;
KOHCYJIbTalluH HpenonaBaTeneﬁ;

CaMOCTOATCIIbHAA pa60Ta CTYACHTOB, B KOTOPYIO BXOJAUT OCBOCHUC TCOPETUUCCKOTI'O

Marcpuralia, IoAroToBKa K CCMMHapaM, BBIITOJTHCHHUEC YKA3aHHBIX BbBIIIC MTMCbMCHHBIX pa60T.

2. Memoowl 0Oyuenus ¢ npumeHenuem UHMepaKkmusHulx popm 00pa308amenbHbIX MEeXHON02UIL:

— HWHTCPAKTUBHBIC JICKIIUH,

— KpYIJIBIE CTOJIBI;

aHaJIU3 JEJIOBBIX CUTYallMil HA OCHOBE KEMC-METO/1a U UMUTAIMOHHBIX MOJIENEH;

00CyX/IeHUE MOATOTOBJICHHBIX CTYACHTaMH pedepaToB;
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— TIpYNIOBbIE JUCKYCCUU U IIPOCKTHI,

— o0cyx/eHue pe3yabTaToB paboThl CTYIE€HYECKUX UCCIIE0BATEILCKUX TPYIIIL.

VIIl. Y4yebHo-MeToanueckoe, HH(POPMAINMOHHOE M MATEPUATbHO-TEXHHYECKOE
obecrneyeHune TUCHHITAHBI

Y4yeOHO-MeTOANYeCKOEe U HHPOPMALIMOHHOE 0O0ecTiedeHue TN CIUTIINHbI

a) OcHoBHas1 IUTEpPaTYypAa:

1.

Jlanonmna O.P. Kypc nekmuii. YueOHoe mnocodme «OCHOBBI ceTeBOM 0€30MMacHOCTH:
KpunTorpauueckue aaropuTMbl U MPOTOKOJIBI B3aUMOACHCTBUS» IMOJA penakuuen mpod.
Cyxomnuna B.A. 2-e uzpganme, ucnpasieHHoe, uzn. OOO «MHTYUT.py» Wnrepner-
Yuusepcurer UWubopmanmonueix Texwomormit, 2007r. ISBN 978-5-9556-0102-1
(MHTYUT.PY), ISBN 978-5-94774-650-1 (EMHOM.JI3), 531c. (33,5 ycu. med. I1.), THpaK
2000 7x3. PexomMeH0BaHO Yy4eOHO-METOAMYECKIM OOBEAMHEHUEM B OOJIACTH MPHUKIATHON
UHPOPMATUKKA JUIA CTYJACHTOB BBICHIMX YYEOHBIX 3aBEJCHHI, OOYyYarOmHUXCs I10
cnenuanbHocTH 510200 «IIpuknagHas MaTeMaTiKa 1 HHPOPMATHKA.

Jlanonuna O.P. «OcHoBbI ceTeBoit 6e3onacHoCTH. Y.2 TeXHONIOrH TYHHETUPOBAHUS », T10]1
penakmueit mpod. B.A. Cyxommmna, w3n. HarmuonanbHbIE OTKPBITBIA YHHBEPCUTET
«MHTYUT», 2014r., ISBN 978-5-9556-0163-2, 474 c. (30 ycn. neu. i1.), Tupax 1500 k3.
Jomymeno YMO 1o K1acCH4eCKOMY YHUBEPCHTETCKOMY 00Pa30BaHHIO B KQUECTBE YIEOHOTO
nocoOus JJig CTYIEHTOB BBICIIMX Y4YEOHBIX 3aBEJCHHUI, 00y4aromuxcs MO HaIMpPaBJICHUIO
BITIO 010400 «IIpuknamnas marematnka u uHpopmaruka» U 010300 «DynnameHnrtanbpHas
nH(popMaTrKa U HHPOPMAITMOHHBIE TEXHOIOTHUI.

0) lonoiHuTeIbHAS JINTEPATypa:

3.

James Nechvatal, Elaine Barker, Lawrence Bassham, William Burr, Morris Dworkin, James
Foti, Edward Roback « Report on the Development of the Advanced Encryption Standard
(AES)». Computer Security Division Information Technology Laboratory National Institute
of Standards and Technology Technology Administration U.S. Department of Commerce.
2000r. 116c¢.

locymapctBennsiii  Crangapt  Poccuiickoit  ®eneparnn «MTHOOPMAILIMOHHASA
TEXHOJIOI'MA. KPUIITOI'PAOUYECKASA 3ALIUTA MHOOPMALUU. Ilpouenypst
BBIPa0OTKM M TPOBEPKU AIIEKTPOHHOM LU(POBOM MOANUCH Ha 0a3ze aCMMMETPUYHOIO
KpUnrorpaduueckoro aropurmay 1994r.

locynapcrBennsiii  Crangapt  Poccuiickoii  ®eneparun « MHOOPMAILITMOHHA A
TEXHOJIOT'UA. KPUIITOI'PAOUYECKASA 3AUIUTA HNHOOPMALIUU. ®DyHKius
XOIIMPOBaHUs» 1994r.

RFC 2251 «Lightweight Directory Access Protocol (v3)», 1997r. 50c.

RFC 2252 «Lightweight Directory Access Protocol (v3): Attribute Syntax Definitionsy,
1997r. 32c.

RFC 2253 «The String Representation of LDAP Search Filters», 1997r. 8c.

RFC 2256 «A Summary of the X.500(96) User Schema for use with LDAPv3», 1997r. 20c.

. RFC 2587 «Internet X.509 Public Key Infrastructure LDAPv2 Schemay, 1999r. 8c.
. RFC 3383 «Internet Assigned Numbers Authority (IANA) Considerations for the Lightweight

Directory Access Protocol (LDAP)», 2002r. 23c.
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13.
14.

15.
16.
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18.
19.
20.

21.
22.

23.
24,
25.
26.

27.
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RFC 2246 «The TLS Protocol Version 1.0», 1999r. 80c.
RFC 3546 «Transport Layer Security (TLS) Extensionsy», 2003r. 29c.
RFC 3280 «Internet X.509 Public Key Infrastructure Certificate and Certificate Revocation
List (CRL) Profile», 2002r. 129c.
RFC 3281 «An Internet Attribute Certificate Profile for Authorization», 2002r. 40c.
RFC 2401 «Security Architecture for the Internet Protocol», 1998r. 66c¢.
RFC 2408 «Internet Security Association and Key Management Protocol (ISAKMP)», 1998r.
86¢.
RFC 2409 «The Internet Key Exchange (IKE)», 1998r. 41c.
RFC 2412 «The OAKLEY Key Determination Protocol», 1998r. 55c.
RFC 3383 «Internet Assigned Numbers Authority (IANA) Considerations for the Lightweight
Directory Access Protocol (LDAP)», 2002r. 23c.
RFC 2993 «Architectural Implications of NAT», 2000r. 29c.
RFC 2663 «IP Network Address Translator (NAT) Terminology and Considerationsy, 1999r.
30c.
RFC 3022 «Traditional IP Network Address Translator (Traditional NAT)», 2001r. 16c.
RFC 3069 «VLAN Aggregation for Efficient I[P Address Allocation», 2001T. 7c.
RFC 5389 «Session Traversal Utilities for NAT (STUN)», 2008r. 51c.
National Institute of Standards and Technology U.S. Department of Commerce «Intrusion
Detection Systems», Special Publication 800-31, 2004 r. 51 c.
National Institute of Standards and Technology U.S. Department of Commerce «Guide to
Intrusion Detection and Prevention Systems (IDPS)», Special Publication 800-94, 2007r.
127c.

Ilepeyenb pecypcoB HH(POPMALMOHHO-TEJIEKOMMYHUKALMOHHOM ceTH « AHTepHET» U

HH(OPMAIMOHHBIX CIIPABOYHBIX CHCTEM

Ilepevennb npodeccHOHAIBLHBIX 623 TAHHBIX H HH(YPOPMAIMOHHBIX CIPABOYHBIX CHCTEM

1. BBC «Opaitt» [paznen «BAIIA ITOATTMCKA: yueOHuKHu 1 yueOHBIE TOCOOUS U3aTEIbCTBA
«lOpaiit»]: caiir. — URL: https://www.biblio-online.ru/catalog/

2. DOBC uznarenscrBa «JIaHby [yueOHbIE, HAYYHBIE H3IaHHsI, TIEPBOUCTOUHHUKH, XyI0KECTBEHHBIE
NPOM3BEICHHUS Pa3InYHBIX U3aTENNbCTB; KypHaubl] : cait. — URL: http://e.lanbook.com

3. https://www.econ.msu.ru/elibrary — snekrpornast 6udaHoTeKa DKOHOMHYECKOTO (haKyabTeTa
MIY

4. https://www.nbmgu.ru — Hayunas 6ubmuorexka MI'Y

Ilepeyenn pecypcoB HH(POPMALMOHHO-TEJIEKOMMYHUKAMOHHOM ceTH « AHTEepHET»

1. https://ietf.org

Pexomenayembie 00y4yarmue, CIpaBoOYHO-MHGPOPMALMOHHbIC, KOHTPOJIUPYIOILIHE U POYHe

KOMIILIOTEPHBbIC MPOrpaMMbl, HCITOJIB3YEMbIC ITPU U3YUYCHUH TUCHUIIJINHDBI

Haszpanue PEKOMEHAYEMBIX 110 pa3djaejiaM U TeEMaM

Nei/m | mporpaMMbl TEXHMYeCKHX M KOMIILIOTEPHBIX CPEACTB Homepa Tem
00yueHust
1. MS PowerPoint 1-6
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2. MS Excel 2-4

MeToanyeckue yKa3aHus JJIsi 00y4al0mMXCs 10 OCBOEHHUIO THCHUILTHHBI

B mpouecce u3yueHuss kypca oOywaromnipecss 00si3aHbl COOJIOAATh TUCIHUILIMHY, BOBPEMS
MPUXOJUTh HA 3aHATHUS, JAeNIaTh JIOMAIIHUE 3aJaHus, OCYUIECTBISATH IMOATOTOBKY K CEeMHHapaMm U
KOHTPOJIBHBIM pab0TaM, IPOSBISATH aKTUBHOCTH HA 3aHATHUSX.

IIpu sTOM Ba)KHOE 3HAYEHUWE HUMEET CaMOCTOosATeNbHas paldoTa, KOTOpas HalpaBjieHa Ha
(dbopMHUpOBaHKE y y4allerocsi YMEHHI W HAaBBHIKOB MPaBMIILHOTO O(QOPMIICHHS KOHCIIEKTa U pabOTHI C
HUM, paboThl C JIUTEPATYpOil U 3IEKTPOHHBIMU HCTOYHMKaMHU MHpOpMaluu, e€ aHajau3a, CUHTe3a U
0000mmenus. s mpoBeAeHUsT CaMOCTOATENBHOM PabOThl O0YYaIOUIMMCS MPEIOCTABISCTCS CIHUCOK
y4eOHO-METOJMUECKOM JTUTEPATYPHI.

MaTepI/IaJ'[]:HO-TeXHI/I‘leCKOC o0ecrneuyeHue AUCHHUIIIINHBI

s mpoBeneHuss 00pa3oBaTENBLHOTO MpoIecca HeoOXoauMma ayAauTopHs, 00OpyIOBaHHAS
KOMITBIOTEPOM M MPOCKTOPOM, HEOOXOAMMBIMU JUIsI JEMOHCTpanuu mnpe3eHTanuii. OOsi3aTenbHOe
nporpammuoe obecreuenne — MS Office.

IX.®OHJ OHEHOYHbIX CPEACTB

Tembl KypcoOBbIX padoT
Kypcosas pabota o aucuuminne « [IpoektupoBanne 0a3 JaHHBIX» HE MPEyCMOTPEHA.

JdomamHue padoTbl

IIpumep 3apanus Ne 1. TpeOyercs peanuszoBaTh Ha C# mporpammy, BU3yalu3UpYIOLIYIO paboTy
ceerodopa. Crerodop nepexiiovaeT CUTHAIBI ¢ HEKOTOPBIMU MHTEpBajIaMu: KpacHbIH ropuT K
CEKYHJI, )KENThIN TOPUT M ceKyHJ, 3e1eHbli TopUT N ceKyH. CUTHAIIBI IEPEKITIOYAIOTCS B
YKa3aHHOM MOCJIeI0BaTEIbHOCTH JI0 TEX MOp, IT0Ka Mporpamma He 0ynet 3akpeita. Ha popme
pacrioyiaratoTcsi Tpu 3JeMeHTa yrnpasieHus TrackBar mo oJHOMy HalpOTHUB KaX10T0O CUTHAJIA
cBetodopa, 3aaromue napamerpsl K, L u M.

IMpumep 3axanus Ne 2. TpeOyetcs pazpaboTaTh IporpamMmmy, MO3BOJISIONIYIO CTPOUTH
3aJlaBaeMyI0 MOJIb30BaTENIEM JIOMaHYIO JIMHUIO U TIPOU3BOJUTH P HACTPOEK € 0TOOpakeHHUS.
I'maBHast popma momkHA 0TOOpaKaTh JIOMaHYIO, BEPITUHBI KOTOPOH MOJT30BATEIbh YKA3bIBAET,
mEnKasi B Hy’)KHOM MECT€ JIEBOW KHOMKON «MbIINy. [Llemdku «MBIIIbI0» JOCTPanBarOT JIOMaHYIo,
N00aBJIAs K HEll OTPE30K, COSTMHSIONINN TOYKH MOCIIEHETO U TIPEIbIIyIero menkos. KHomka
«[TapameTphbI», pacnoiokeHHas Ha TTITABHOM OKHE, I0JDKHA OTKPBIBATh TOTOJTHUTEIFHOE OKHO IS
3aJJaHus CIEAYIONINX TTapaMeTPOB OTOOPAKEHHS JIOMAHOM: IIBET JJOMaHHOM, I[BET (poHA, TOIIINHA
JIMHUMN.

BOl'lpOCbI JJIA TEKYIIEro KOHTPOJIsA CTYACHTOB

B xauecTBe OLIEHOUYHBIX CPEJICTB Il MPOMEKYTOUYHOIO KOHTPOJISI BBICTYNAKOT PE3YJIbTaThl CAAYU
3aJlaHU TEKYILEW aTTECTaluu
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1. MoauTuka 6e3omacHOCTH — 3TO (BHIOEPHTE caMoOe TOYHOE OMpe/esIeHNe,
00un omeent)

1. COBOKyHHOCTL AIMUHUCTPATUBHBIX MEP, KOTOPLIC OMPCACIIAIOT MOPAAO0OK IMTPOXOoJaa
B KOMIIBIOTCPHBIC KJIACCHI.

2.

MHOECTBO KPUTEPHUEB AJISI TPEIOCTABICHHS CEPBUCOB OE30ITaCHOCTH.

3.
NPEIOCTaBIICHUS CEPBUCOB OE30IIACHOCTH.

COBOKyHHOCTB KaxKk aIMHUHHUCTPATUBHBIX ME€pP, TaK W MHOXECTBA KPUTCPHUEB IJIA +

MNpeaoCTaBJICHUA CCPBHUCOB 0e30IaCHOCTH.

4, MeskceTeBble SKpaHbl, UCIIOJIb3yEMbIE B OpraHU3alny.
2. IIpu pa3paGoTKn MOJUTHKH 0€30MACHOCTH TJIABHOE, YTO /IOJKEH ONpeNeIuTh
co0CTBEHHUK HH(OPMANIMOHHBIX AKTUBOB (00UH omeent)
1. HMHbopmanroHHBIE IEHHOCTH, 0€30IIaCHOCTh KOTOPBIX CIIEAYyeT 00eCeyBaTh. +
2. ATaku, KOTOpbIe BO3MOXKHBI Ha HH(OpMALMOHHbIE IEHHOCTH.
3. MHOXecTBO (ailJIOB, JOCTYI K KOTOPBIM JIOJDKEH OBITh 3aIpeleH.
4. MHOXECTBO CEpBHCOB, KOTOPBIE HE JOJDKHBI OBITH TOCTYITHBI TOCTOPOHHHUM.
3. Kakue noHsiTHs He ONpeIeNIsIIOT MOJTHOCTHIO MOJUTHKY 0€30MacHOCTH
1. MHOXeCTBO KOMMYTaTODOB M MEKCETEBBIX OKDAHOB, HCIONB3YEMBIX B | 4
OpraHU3aLHH.
2. COBOKYITHOCTh KaK aJMHHUCTPAaTUBHBIX Mep, TaK W MHOXXECTBA KPHTEPHEB JUIS

3. AIIMHHUCTpPATHBHBIC MEPHI, OTIPEISIIIONIIE MOPSIOK JOCTYIIa B TIOMEIIICHIE. +
4, AJIMUHUCTPATHBHBIE MEPBI, OLPENEIAIOIUE IOPAJOK JOCTYIA K paboYMM CTAHIMAM U |
cepBepaM.
2. 1. Yro u3 mepeyMCIEHHOr0 Beeraa siBjsieTcsl yI3BUMOCTBIO
1. CnabGoe MecTo B CHCTEME, C MWCIOJNB30BAHMEM KOTOPOTO MOXET OBITH |
OCYILIECTBJICHA aTakKa.
2. Ommbka B MpOorpaMMHOM 00€CTIEYEeHUN.
3. OTcyTCTBHE MOJUTUKYA O€30MACHOCTH.
4, OmmbKa B HACTPOHWKaX MEKCETEBOIO IKpaHa.
2. YTo U3 nepevncJeHHOT0 MOKeT He SIBJISITHCS YSI3BHMOCTBIO
1. Cnaboe wMecro B CHCTEME, C HCHOJB30BAaHHEM KOTOPOTO MOXET OBITh
OCYIIIECTBIICHA aTaKa.
2. Ommbka B MpOrpaMMHOM 00ECTIEUCHUH. +
3. Ombka B HACTPOMKaxX MEKCETEBOI'0 SKpaHa. +
4, OmmbKa B HACTPOUKAX MapUIIPyTH3ALNH. +
3. Yr1o noHMMaeTcs NOA ATaKoi HA MH(POPMALMOHHYIO CHCTEMY
1. JIroboe neiicTBue, Hapylatoniee 6€30acHOCTh HHPOPMAIIMOHHON CHCTEMBI. +
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2. JleficTBe WM TIOCJICZIOBATENILHOCTh  CBSI3aHHBIX ~ MEXIy CO0Oi  JIeHCTBUH,
UCIIOJIB3YIOIINX YA3BUMOCTH JaHHON HH()OPMALMOHHON CHCTEMBI ¥ IIPUBOIAIINX K HapynieHuo | +
MMOJUTHKH 0€30I1aCHOCTH.

3. Hcnonp3oBaHue OMUOKH B TPOTPAMMHOM OOCCIICUCHHH.
4, HckirounTensHO HECAHKITMOHNPOBAHHBIA JOCTYI B CHCTEMY.
3 1. Mexanu3M 6e30MaCHOCTH — 3TO (BBIOEPHUTE caMoe TOYHOE OMpeiesieHHe,

00un omeent)

1. IlporpamMHOE W/MIM aNNapaTHOE CPEACTBO, KOTOPOE ONpeAeNsIeT M/HWId |
MPeJOTBPALIAET aTaKy.

2. Hacrpoliku MexceTeBoro skpaHa.

3. HacTtpoiiku nporpaMMHoro oGecredeHus.

4, Anmnapatypa, KOoTopasi MpeJoTBpallacT HeCAaHKIIMOHMPOBAHHBIA J0CTYN K Qainam u
MIpOrpaMMaM.

2. CepBuc 6€30MaCHOCTH — 3TO

1. Ceppuc, koTophlii oOecreunBaeT 3a7aBacMyl0 IIOJUTHKOH 0€30macHOCTb |
I/IH(I)OpMaHI/IOHHI)IX CHUCTEM I/I/I/IJ'II/I nepeaaBacMbIX JaHHBIX.

2. CepBuc, KOTOPBIH OIpeaessieT OCYIIECTBICHUE aTaKH. +
3. CepBuc, KOTOPHIA TNpefOTBpAIlAeT HECAHKUIMOHMPOBAHHBIA JaocTyn K daiimam u |
TPOTpaMMaM.
4, Cepsuc, KOTOPHII 00ecIeYnBaeT B3aNMOACHCTBIE C BBHIIIECTOAIICH OpraHU3aIiei.
3. Uto HEe OTHOCHUTCSA K CepBUCaM 0E30MaCHOCTH

1. Hcnonb3yemble MaTEMAaTUIECKUE AITOPUTMBI. +
2. [IpenoTBpaieHne HECAHKITMOHUPOBAHHOTO JIOCTYTIA.
3. OOHapyXeHHe U JOKyMEHTHPOBAaHUE MPOHUKHOBEHUS.

4. BeinosjHeHue ayTeHTH(UKALNY cepBepa.

4. 1. TIpu4unbI, 10 KOTOPHIM HEOOX0UMO CO31aBAThH «00OPOHY B IIyOHMHY»

1. Hu oauH U3 cepBUCOB 0€30MACHOCTH HE MOKET rapanTuposats 100%-nyto 3amury. | +

2. CO0oli € IMHCTBEHHOTO KCII0Jb3yEMOT0O CEPBUCA O€30IaCHOCTH HE JIOJDKEH 03HAYATh, 4TO |
HapymuTeJib NoJIy4acT MOJIHBIN JOCTYII B CUCTEMY.

3. MexceTeBoi PKpaH HE MOKET ObITh KOHEUHOU Toukor VPN.

4. MexcereBoi OKpaH HC MOXKCT BBIIIOJHATH ayTeHTI/I(l)I/IKaI_II/IIO MOJIE30BaTEIICH.

2. Y10 NOHNMAIOT MO «000POHON B IIIyOHHY»

1. Co3ganme Takod WHGPOPMANMOHHOW WHQPACTPYKTYPhl, B KOTOPOH JyIA
MHMHHMMH3AIMHA ~ OTKa30B M  IIPOHMKHOBEHHMI  HCIIONB3YIOTCS  HeCKosbko | +
B3aMMOCBSI3aHHBIX MEKIY COOOH TEXHOIOTHIA.

2. Co3nanne Takod WHpOpManMOHHON HWHMPACTPYKTYPHI, B KOTOPOW HCIOJIB3YETCS
HECKOJBKO MEXKCETEBBIX IKPAHOB.

46




MI'Y umenun M.B. JlomoHocoBa Pabouas mporpamma JUCHUIUTAHEBL
«HdpopmanmonHas 6€30MaCHOCTD U 3alIUTa HHHOpMALUU»

3. Coznmanue Takod CeTeBOH TOMOJIOTHH, B KOTOPOHW MCIIONB3YIOTCS MEXKCETEBbIC dKpPaHbI
HECKOJBKUX TMPOM3BOJUTEICH.

4, Co3maHue Takoi CEeTeBOH TOMOJOTHH, B KOTOPOH HCIOIB3YIOTCS MEXKCETEBBIC SKPaHbI
OJTHOTO MPOMU3BOIUTEIIS.

3. YTO He OTHOCUTCS K NOHATHIO «000POHA B IITyOUHY»

1. Ucnomp30BaHHE HECKOIBKUX B3aMMOCBSI3aHHBIX MEXKIY COO0I TEXHOIOTHIA.

2. Hcnonp30BaHne HECKOIBKAX KOMMYTATOPOB. +

3. Hcnonb30BaHne HECKOJIBKUX MEXCETEBBIX SKPAHOB. +

4, Hcnonp30BaHue armapaTHBIX CPEACTB PAa3HBIX MPOU3BOAHUTENCH. +
5. 1. Tlox 6e3omacHOCTHIO MH(POPMALUOHHON CHCTeMbI IOHUMAETCS

1. 3ammuTa OT HEAaBTOPHU30BAHHOIO MOCTYNA WM MOAU(UKALMU MHPOpMALUM BO | 4
BpeMs XpaHeHHs1, 00pabOTKH WIIH IEePECHUIKH.

2. 3amuTa OT 0TKa3a B 00CIy)KHBAaHUHU 3aKOHHBIX M0JIb30BaTENICH. +
3. Mepsl, HEOOXOANMBIE ISl ONPENICNICHNS, JOKYMEHTUPOBAHUS U YU€Ta yrpo3. +
4, OT1cyTcTBHE BBIXOA B MHTEPHET.

2. Puck - 3To

1. BepOﬂTHOCTL TOT'0, YTO KOHKPETHAA aTaka 6y;[eT OCyHICCTBJICHA C UCITOJIb30BAHUCM |
KOHerTHOP‘I YA3BUMOCTH.

2. HeBo3moxxHOCTD JIMKBUAUPOBATH BCC YA3BUMOCTHU B PIH(I)OpMaL[PIOHHOﬁ CHUCTEMCE.

3. HeBo3moxxHOCTD HCIPaBUTh BCC OIIHOKHU B nporpaMMHOM obecreueHuH.

4. BepOfITHOCTL TOT'0, YTO B CUCTEME OCTAJIMCh HCU3BECTHBIC YA3BUMOCTH.

3. OcHoBHBIE KJIACCHI aTAK HA NepeAaBaeMble M0 CeTH JaHHbIE
1. AKTuBHas M maccuBHas. +
2. Bunnmas u HeBuuMas.
3. VY naneHHas u JIOKaJbHasl.
4. BHemHssa 1 BHyTpeHHSS.
6. 1. TIloa reply-arakoii noHuMaeTcst
1. Moauduxanus neperaBaeMoro coooIIeHus.
2. [ToBTOpHOE MCIIONB30BAaHNE HAPYIIUTENIEM [IEPEXBAUCHHOTO PaHEE COOOIICHUS. +
3. HeB0o3MOXKHOCTH MOJIyUEHHsI CEPBHCA 3aKOHHBIM I10JIb30BaTEJIEM.
4, [IpocMoTp nepenaBaeMoro cooOIIeHHSI.
2. IToBTOpPHOE HCIIOBL30BAHKE NIEPEXBAYCHHOT0 PaHee COO0IICHUSI HAZBIBACTCH
1. DoS-arakoii.
2. Replay-arakoit. +
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3. DDoS-arakoii.
4, Araxoii «man-in-the-middle».

3. Yto He OTHOCHTCH K replay-arake

1. TloBTOpHOE UCMOJIE30BaHHE HAPYIIUTEICM MICPEXBAYCHHOTO pPaHEee COOOIIICHUS.
2. H3MeHeHHe TiepeiaBacMbIX JaHHBIX. +
3. BrImoHeHNe He3aKOHHOTO IPOHUKHOBEHNUS B CHCTEMY. +
4, IIpocMoTp mepeaBaeMbIX JaHHBIX. +

7. 1. Tlox DoS-araxoii moHNMaeTcs

1. Momudukanus neperaBacMoro CoOoOIIeHuUs.
2. [ToBTOpHOE MCIOJIB30BaHIE HAPYITUTEICM MIEPEXBAUYCHHOTO paHee COOOIIICHUS.
3. HeBo3MOXKHOCTB JOCTYIIA B CHCTEMY 3aKOHHBIM MOJIb30BATEIICM.
4, HeB03MOXHOCTD OTYYICHHUS CEPBUCA 3aKOHHBIM ITOJIE30BATEIICM. +
2. HeB03MO0KHOCTD IOJIy4eHHsI CEPBHCA 3AaKOHHBIM MOJIb30BaTe1eM HA3bIBAeTCH

1. DoS-araxoif. +
2. Replay-arakoii.
3. ITaccuBHOI aTakoii.
4, Artakoll «man-in-the-middle».
3. Yro He oTHOCUTCs K DoS-arake

1. BrmonHEHNE HE3aKOHHOTO TPOHUKHOBEHUS B CHCTEMY. +
2. OmnpeesieHre TOOJIOTHU CETH. +
3. ITonpITKa MCUepTaTh Kakue-Tu00 pecypchl Ha IENIEBOM cucTEME.

4. TlombITKa MOHOTIOJIM3UPOBATH CETEBOE COCIAMHEHUE.
8. 1. Araka «man in the middle» saBasieTcs

1. ITaccuBHOIM.
2. AXTHBHOH. +
3. Buaumoii.
4, MoxeT OBITh KaK aKTUBHOM, TaK U ACCUBHOM.
2. Yto He oOTHOCHTCH K aTake «man in the middle»

1. BrImonHEHNE HE3aKOHHOTO MTPOHUKHOBEHUS B CHCTEMY. +
2. IIpocMoOTp mepeaaBaeMbIX JaHHBIX. +
3. H3MeHeHne iepeiaBacMbIX JaHHBIX.
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4, Hcuepnanue pecypcoB Ha LEJI€BOH CUCTEME. +
3. Moaudukanust nepeaBaeMoro coodIeHns: Ha3bIBAETCS
1. DoS-atakoii.
2. Replay-arakoi.
3. ITaccuBHOI1 aTakoi.
4, Arakoii «man in the middle». +
9. 1. Araka Ha3bIBaeTCsl IACCHMBHOI, eCJIN
1. OnmoHeHT HE MMEET BO3MOKHOCTH MOTU(PHUIMPOBATH MEpeaaBaeMbIe COOOIICHIS
U BCTaBJIATh B MH(QOPMAIMOHHBIN KaHAl MEKIY OTIPaBHTENEM M monydarenem | t
CBOHU COOOIIEHMS.
2. ONIOHEHT He aHATHM3UPYET IepPeXBaueHHbBIC COOOLICHHSI.
3. OIIOHEHT He MPEAToNaracT MPOHUKHOBEHHE B CUCTEMY.
4. ONIOHEHT HE WCHONB3YyeT HUKAKAX WHCTPYMEHTAIBHBIX CPEICTB UL
BBITIOJTHEHHS aTaKH.
2. YTo He OTHOCHTCSI K NACCHBHOI aTake
1. V3MmeHeHue nepenaBacMbIX JaHHBIX. +
2. [IpocMmoTp nepenaBaeMbIX JaHHBIX.
3. BrinosiHeHHEe HE3aKOHHOT'O IMPOHUKHOBEHUSA B CUCTEMY. +
4, Vi3y4eHne TOIOJIOTHH CETH.
3. AKTHMBHO#l Ha3bIBaeTcsl TaKasi aTaKka, PU KOTOPOii
1. OnmnoHeHT UMEET BO3MOKHOCTh MOIU(DUIIUPOBATH MIepeaBaeMbie COOOIICHUS. +
2. ONMNOHEHT UCTIOB3YET KaKoe-TuO0 HHCTPYMEHTAIBLHOE CPEJICTBO.
3. ONIOHEHT UMeeT BO3MOXKHOCTD BCTABJIATH CBOU COOOIICHHS. +
4. OnnoHeHT aHaIM3UPYeT MepeXBadeHHbIE COOOIIECHUS.
10. 1. Araka ckaHHPOBaHUS SIBJISIETCS] PA3HOBHIHOCTHIO
1. TlaccuBHOl aTaKu. +
2. AKTHBHOM aTakwu.
3. 3aKOHHOM aTaku.
4, HeBunnmoii ataku.
2. ATaKH CKAHMPOBAHHS MOTYT ONpeNe/sTh
1. TOMOJNOTHIO [IeJIeBOH CETH. +
2. Twumsl ceTeBoro Tpaduka, MpomycKaeMble MEKCETEBBIM SKPAHOM. +
3. OmnepalioHHbIE CHCTEMBI, KOTOPHIE BBITIOJIHSIOTCS HA XOCTaX. +
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4, 1O cepBepa, KOTOPOE BHIOJIHSIETCS HA XOCTaX. +
5. Howmepa Bepcuit ast Bcero ooHapyxkennoro [10. +
3. CxaHupoBaHue CeTH
1. Bcerna sBisieTcst aTaKko.
2. He sBnsercs aTakoi.
3. SBiseTCs TN aTaKo# — OTPEEIIETCS IOJINTHKON 0€30I1aCHOCTH. +
4. SIBnsercs u aTakod — ONpeJeNsieTCs] HACTPOMKaMHU MEXCETEBOr0 KpaHa.
11. 1. Araku cKaHHpPOBaHUA
1. Moryr BBIIONHATECS TEMH K€ HHCTPYMEHTAJIbHBIMH CPEICTBAMH, KOTOPHIE |
UCTIOJIb3YIOTCS 3aKOHHBIMHM TOUCKOBBIMH CUCTEMaMH B HHTEPHETE.
2. JIOIKHBI BBITIOHATHCS CIIEIMATBHBIMU HHCTPYMEHTATBHBIME CPEACTBAMHU.
3. Moryt BBINOTHATBCSI TEMH K€ HMHCTPYMEHTAIbHBIMU CPEACTBAMH, KOTOpBIC
HCIIOJNIb3YIOT MEKCETEBbIC IKPAHBI.
4. MoryT BBINONHATECA TEMHU K€ WHCTPYMEHTAJBbHBIMH CPEJCTBAMHU, KOTOPBIC
HCTIOJB3YIOT MapIIPYTH3aTOPBI.
2. YTo He OTHOCHUTCS K aTaKe CKAHHPOBAHUS
1. BrInonHeHne HE3aKOHHOTO TPOHUKHOBEHHS B CHCTEMY. +
2. Omnpenenenue Bepcuil yctanosneHHoro [10.
3. OmnpeneneHne HOMEPOB OTKPBITHIX TOPTOB.
4. Omnpejenenne TOMOIOTUH CETH.
3. YTo He OTHOCHUTCSI K AKTHBHOM aTake
1. V3mMeHeHMe nepenaBacMbIX JaHHBIX.
2. IIpocMmoTp nepenaBaeMbIX JaHHBIX. +
3. W3yyeHue TONOIOTHH CETH. +
4, Omnpenenenne Bepcuii yctanosinenHoro [10. +
12. 1. Pa3noBugHoctu DoS-arak
1. DoS-aTaku MIKBaJBEHOW KCILTyaTaIlHH. +
2. D0S-aTaku HABOJHEHUS. +
3. DoS-araku, HCIIOJIB3YIONIHE PECYPCHI 3apaHee B3JIOMAHHBIX KOMITBIOTEPOB.
4., DoS-araku npoHNKHOBEHHUSI.
2. DoS-arakn MIKBaJIbHOMN KCITyaTaluu
1. TIpuBoaAT K MCUYEPIIAHHUIO PECYPCOB Ha IIEJIEBOI CHCTEME. +
2. [TpuBOIST K MCUEPIIAHUIO PECYPCOB aTaKyIOIIETo.
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1. TIpuBoAAT K 3aIyCKy BCEX ITPOTPaMM, YCTaHOBJICHHBIX Ha IIEJICBOH CHCTEME.
2. [IpuBOIAT K OTKPBITHIO BCEX MOPTOB HA LIEJIEBON CUCTEME.
3. IIpu DoS-aTakax HaBOJHeHUS
1. Arakylomuii MONBITAETCS MOHONOJU3MPOBATh CETEBOE COEJAMHEHHE C LENeBOH |
CUCTEMOM.
2. ATaKyIOIHA TONBITAETCS BHIIOIHUTH HECAHKIIMOHUPOBAHHBIN JIOCTYI B CHCTEMY.
3. ATaKyIOIMi TONBITAETCS HCUEPIIaTh KaKue-TH00 pecypehl B LIEICBOH CUCTEME.
4, ATaKyrOmui NbITaeTCs MOIyIUTh HECKOIBKO BAPHAHTOB JIOCTYIA B CHCTEMY.
13. 1. KonpuaeHIHAIbHOCTH — 3TO
1. HeB03MOXXHOCTh HECAHKIIMOHUPOBAHHOTO U3MECHEHHMS TaHHBIX.
2. HeBo3M0OXHOCTh HECAHKITHOHUPOBAHHOTO IPOCMOTPA AaHHBIX. +
3. HeB0o3M0OXXHOCTh HECAHKIIHOHUPOBAHHOT'O BBITIOJIHEHHUS TIPOTPAMM.
4, HeBo3MOXHOCTh HECAHKITHOHHPOBAHHOTO JOCTYTIA K TaHHBIM.
2. CepBuc, KOTOpbIii oOecrnieYHBaeT HEBO3MOKHOCTh HECAHKIHOHHPOBAHHOIO
NMPOCMOTPA IaHHBIX, HA3bIBAETCS
1. Ayrentudukanueii.
2. IenocTHOCTHIO.
3. HenocrynHocTsio.
4. KoHpuaeHINaIbHOCTHIO. +
3. YT0 M3 nMepevncIeHHOr0 OTHOCHTCS K cepBHcaM 0e30acHOCTH
1. ANropuTMBI ACHMMETPHUYHOTO MIN(PPOBAHUS.
2. ObecnieueHNe EIOCTHOCTH. +
3. ObecnieueHre KOHQHUICHIIMATHHOCTH. +
4. AJTOPUTMBI CHMMETPHYHOTO MN(POBAHUS.
14. 1. IleaocTHOCTDH —3TO
1. HeB03MOXXHOCTh HECAaHKIIMOHUPOBAHHOTO MPOCMOTPA HH(POPMALIHH.
2. HeB0o3M0OXHOCTh HECAHKIIHOHMPOBAHHOTO M3MEHEHUsI HH(OopMalnm. +
3. HeB03MOXHOCTh HECAHKIIMOHWPOBAHHOT'O BHITTOJHEHUS ITPOTPAMM.
4, HeBo3M0OXHOCTh HECAHKITHOHMPOBAHHOTO JIOCTYIA K MH()OPMALHH.
2. CepBuc, KOTOpBI o00ecrneYynBaeT HEBO3MOKHOCTh HECAHKIIMOHHMPOBAHHOIO
W3MeHEeHHsI TaHHbIX, Ha3bIBAETCS
1. Ayrentudukanueii.
2. IlenocTHOCTBIO. +
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3. JocTynHOCTbIO.
4, KonduneHnmaapHOCTRIO.
3. JloCcTYHOCTD - 3TO

1. FapaHTI/IpOBaHI/Ie TOT'0, YTO aBTOPHU30BAHHBIC MOJIB30BATCIIN MOT'YT UMCTh JOCTYIL

K UHPOPMAIMOHHBIM pecypcaMm, W TIpd 3ToM obecreunBaercs Tpebyemas | +
MPOHU3BOIUTENBEHOCTb.
2. TapaHTHpOBaHME TOTO, 4YTO BCE I[OJH30BATEIM MOTYT HMETh JOCTYI
K HH(GOPMAIIMOHHBIM PECYpPCAM.
3. lapartupoBanme TOro, 9TO HH(POPMAIMOHHBIE PECYPCHI IOCTYIHH 24 daca B CyTKH, 7
JHEH B HEEIIO.
4, lapaatupoBanme TOT0, 9T0 HHPOPMAITMOHHBIE PECYPCHI MOTYT OBITH I3MEHEHBI JIFOOBIM
MOJTE30BATEINIEM.
15. 1. AyreHTHdUKAIHA —ITO
1. HeB03MOXXHOCTh HECAHKIIMOHUPOBAHHOTO JOCTYTIA K JAHHBIM.
2. IoaTeepxAcHAE TOro, YTO HMH(OpMANMSA IONYYEHa M3 3aKOHHOTO MCTOYHUKA H | 4
MOJTydaTeNneM SIBISETCS TOT, KTO HY’KHO.
3. HeBo3M0OXXHOCTh HECAHKIIMOHHUPOBAHHOTO IIPOCMOTpa HH(OpMaLUH.
4, HeBo3MOXHOCTh HECAHKIIMOHUPOBAaHHON MOAN(HUKALNH HHPOpManH.
2. CepBuC, KOTOpPBIii TapaHTHpPYeT, YTO HWH(OpPManus MOJy4eHAa U3 3aKOHHOIO
HCTOYHHUKA U MoJIyYaTeleM SIBJISIETCS TOT, KTO HY’KHO, Ha3bIBaeTcsi
1. Ayrentuduxanuei. +
2. enocTHOCTBIO.
3. KoHnpuneHmaapHOCTRIO.

1. JoCTymHOCTBIO.

3. ABTOpH3aLU - 3TO

1. Cepsuc, KOTOpHI ompejenseT NpaBa M paspelieHus, IPeJOCTaBIseMBbIE | 4
MHIMBHIYYMY (MJIM TIpolieccy) H o0ecrieunBaeT BO3MOXKHOCTD JIOCTYTIA K pecypcy.

2. HO,I[TBep)KI[GHI/Ie TOTO, 4YTO I/IH(I)OpMaLII/Iﬂ MOJy4YeHa H3 3aKOHHOTO HCTOYHHKA H
MOJYy4YaTejieM SBJIACTCA TOT, KTO HYXKHO.

3. HeB03MOXKHOCTD HECAHKLIMOHUPOBAHHOH MoAU(HKaK HHOPMALIUH.
4, HeB03MOXXHOCTD HECAHKIIMOHUPOBAHHOTO IPOCMOTPa HH(OPMALIUH.
16. 1. Hpenrupuxanus — 3710

1. CepBuc, c TmOMOWIBEI KOTOPOrO  YKa3hlBAIOTCA  YHUKaJbHbIE aTPUOYTHI | 4
MOJIb30BATEINIEH, TTO3BOIISIONINE OTIINYATh TOJIb30BATENEH APYT OT Jpyra.

2. CepBuc, ¢ TIOMOIIBIO KOTOPOTO TMOJB30BATENb YKa3bIBAET CBOK  (haMUINIO
aJMHUHUCTPATOPY.

3. Cepsuc, ¢ IOMOILBIO KOTOPOro IMIPUKIIAJHON cepBep nepenaer csoit [P-aapec.

4. CepBuc, ¢ TIOMOIIs KOTOPOTO MOXKHO TIOJYYUTH MOATBEP)KACHUE, YTO WHPOpPMANs

MOoJy4YeHa U3 3aKOHHOI'O UCTOYHHKA U NOJYyYaTCICeM SABJIACTCA TOT, KTO HYXKHO.
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2. J1sl rapaHTHPOBaHNSA BBINOJHEHNS CEPBUCOB 0€30MacHOCTH HE00X0AUMO

1. Pa3paboraTh NONUTHKY O€30HaCHOCTH. +
2. PaccmoTpets cymecTByronue HOpMaTUBHBIE TPEOOBaHUS U aKTHIL. +
3. O0ecrnieunTh 00y4eHHE COTPYJHUKOB, OTBETCTBEHHBIX 3a Ub. +
4, OOecrednTh OTCYTCTBUE MOCTOPOHHUX JIMI B OpPraHU3aLNH.
3. OT4YeTHOCTD BKJIIOYaeT

1. Co3znaHne u ayUT CUCTEMHBIX JIOTOB. +
2. MOHHTOPHHT CHCTEM U CETEBOTro Tpaduka. +
3. OO6Hapy)keHHe IPOHUKHOBEHUH. +

4. @OunpTpoBaHNE HEXKENATEIHLHOTO TpaduKa.

17. 1. AHanu3 pUCKOB BKJIIOYaeT

1. VpenTnduKamuro ¥ NPHOPUTE3ALHIO HHPOPMALMOHHBIX AKTHBOB. +
2. VneHTH(UKALINIO  KaTerOPH3aLMI0 YTPO3 STHM aKTHBaM. +
3. [IpHOPHUTE3ALHIO PUCKOB. +
4, W neHTH(UKALNIO TOCTOPOHHHMX JIUII B OPTaHU3aLUH.
2. Bo3mo:kHbIE cTpaTeruy ynpaBJjeHusi pUCKAMH

1. IIpuHATH pHUCK. +
2. YMEHBIIUTD PUCK. +
3. IMepenath puck. +
4, N3bexaTh puck. +
3. B ciryyae npuHSITHS pHCKa HEOOXO0AMMO

1. Hwmerb NoJHOE NPENCTABIEHHE O MOTEHUHMATBHBIX Yrpo3ax M ysA3BUMOCTAX I | 4
MH(POPMALMOHHBIX AKTHBOB.

2. He moaxiro9ats ceTh opraHu3aIiy K MHTEPHETY.

3. 3aKphITh BCE MOPTHI B CUCTEME.

4, He xpanuTth B cucteMe BaxHbIE HHPOPMAITMOHHBIE PECYPCHI.
18. 1. Tloa yrpo3oii noHumaercs

1. Jroboe coObITHE, KOTOPOE MOMKET HMETh HEXKENAaTelbHbIE IOCIEACTBHSA JUIL |

OopraHu3aLuu.
2. IIpucyTrcTBHE IOCTOPOHHUX JIML B OpraHU3aLuy.
3. Hanmume 60Jb110T0 YnCIa OTKPBITHIX TIOPTOB B CHCTEME.

4. Hammaue 6onpmoro komudecTa [10, ycTaHOBICHHOTO Ha KaXKIOU CHCTEME.
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2. IIpumeps! yrpo3
1. BO3MOXHOCTb PpACKPBITHS, MOAU(GHUKALUKN, YHHYTOXKEHHUS HHPOPMAIHOHHBIX
AKTHBOB.
2. HeBo3M0OXHOCTB HCTIOJIB30BaHMS MH(POPMAMOHHBIX aKTHBOB.
3. [IpoHnkHOBeHHe wuiaM J00OE HapylieHHe (YHKIHOHMPOBAHUS HWHQPOPMAIMOHHON
CHCTEMBI.
4, OTKpBITHIHA TOPT B CUCTEME.
3. IIpumepamu ysa3BUMoOCTelH SBJISIIOTCS
1. Hanwnuwme cna6pix mect B I10.
2. Hanmare caGpIx MeCT B CETEBOI TOIIOIOTHH.
3. Hannume cnabbix MecT, CBS3aHHBIX C YEIOBEYECKUM (pakTopoMm.
4, Hanuune OTKpBITHIX IOPTOB B CUCTEME.
19. 1. YyacrHHKaMH ayTeHTH(UKATHOHHOTO MPoOIecca MOTYT ObITh
1. Tloms3oBarenu.
2. MapuipyTu3aTopsl.
3. MexceTeBbie 3KpaHBbI.
4. ITaponu.
2. Hnentudukanus nojab3oBartelisi 1aeT BO3MOKHOCTH BHIYHCJIUTEILHOI cucTeMe
1. Ormnm4aTth OHOTO MOJB30BATEINS OT JPYroOro.
2. [apaHTUpOBATH, YTO MOJIH30BATEINb SIBIISICTCS TEM, 3a KOI'O OH Ce0sl BBIIACT.
3. ObecneyuTh KOPPEKTHOE yIPABICHHUE JOCTYTIOM.
4. TapaHTUPOBATH OTCYTCTBHE HECAHKIMOHUPOBAHHOTO JOCTYIIA.
3. Tepmun cymHocTh (entity) wyacTo Jy4ymie MOAXOAMT I 0003HAYEHUsI
NpexbsIBUTES MIeHTH(UKANM, YeM TEPMHH M0Jb30BaTe/b, TAK KaK
1. VYyactHukamMu ayTeHTU(HKALMOHHOTO TIpoliecca MOIYT OBITh HE TOJBKO
M0J1b30BaTeNM, HO U MPOTrpaMMBbl U anmnapaTHble YCTPOUCTBA.
2. VY4yacTHUKaMH ayTeHTHU(UKAIMOHHOTO Ipollecca SIBISIFOTCS HE I0JIb30BaTeNH, a
NPUKJIA/IHBIE CepBepa.
3. VY4yacTHUKaMU ayTeHTH()UKAIIMOHHOTO Ipollecca SIBISIFOTCS HE I0JIb30BaTeNH, a
MEKCETEBBIE SKPAHbI.
4., Y4yacTHUKaMu ayTeHTH(PUKAIIMOHHOTO IIpoIlecca SBISIFOTCS HE I10JIb30BaTENH, a
ammaparHble yCTPOMCTBA.
20. 1. B kayecTBe ayTeHTH(UKAIUH N0JIH30BATENSI MOTYT HCIOJIb30BATHCS
1. Tapomm.
2. Hudpossie cepTuduKaThI.
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3. Bruomerprueckne napamerpel. +
4, DaMmIHs TOTH30BATENS.
2. MHuorodakropHasi ayrTeHTUQUKALUS 03HAYAET

1. AyrenTudunupyemoil  cTopoHe HEOOXOAMMO  TPETOCTABUTh  HECKOJBKO | 4
[apaMeTpoOB, YTOObI YCTAHOBHUTH TPEOYEMBIH YPOBEHB IOBEPHSI.

2. AyTeHTHU(]HKAIM HE MOXKET BBIIOJIHITHCS C TIOMOILBIO ApOJIsL.

3. AyTeHTU(]UKAIMS JOJIKHA BBIITOIHSITHCS TPEThEH TIOBEPEHHOI CTOPOHOM.

4, AyTeHTH(HKAIA JOJKHA BBIOIHITECS C HCHOIb30BAaHUEM CMApT-KapTHl.

3. LenTpanu3oBanHoe ynpasJieHHe HAEHTH()UKANOHHBIMHA u

ayTeHTmlmKaunonm,an JAHHBIMHA UMEET CJICAYIOIIUE NPEuMylIeCTBA

1. Jlerxoe amMUHUCTPHUPOBAHHE. +
2. B03M0OXHOCTD UCTIONB30BaHHSI MHOTO(AKTOPHON ayTeHTU(UKALIUH.
3. B03MOXHOCTD HCIOJIB30BaHUS LIU(PPOBBIX HOAMHCEH.

4. B03MOXHOCTb HCIIOJIb30BAHUS TPETHEH TOBEPEHHOU CTOPOHBHI.

21, 1. VYnpapiaeHue J0CTYIOM MJIM ABTOPHM3als 03HAYAET
1. Ompenenenue npas u pa3perieHUH MOIb30BATEICH 110 JOCTYILY K pecypcaMm. +
2. I'apanTHpoBaHUE TOTO, YTO MOJIH30BATEINb SBIISIETCS] TEM, 32 KOI'O OH ce0sl BBITAeT.
3. lapanTupoBaHmMe TOrO, YTO MOJB30BATENb OOpamiaeTcss K TpedyeMoMy pecypcy
(cepsepy).
4. HeBo3M0OXHOCTh HECAHKITHOHUPOBAHHOTO IPOCMOTPA M N3MEHEHHS JaHHbIX.
2. OcHOBHBIE KOMIIOHEHTHI YIPABJIEHHS 10CTYNIOM
1. CyObexTsl. +
2. OGBEKTEI UIIH PECYPCHL +
3. Paspemenns (mpuBmIIerun). +
4. MapupyTuzaTopsl.
3. B cucremax ynpasiieHHsI I0CTYNIOM Cy0beKTOM MOKET ObITh
1. Tlonp3oBarens. +
2. ArnmnapaTtHoe YCTPONCTBO. +
3. ITpouecc OC. +
4, [puknagnas cucrema. +
22. 1. B cucreMax ynpasJjieHHs JOCTYIOM 00bEKTOM MOKeT ObITh
1. ®aiin +
2. JIro6oii ceTeBoii pecypc, K KOTOPOMY CYOBEKT XOUeT HOJIYYHUTh JOCTYII. +
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3. AnmapaTtHoe yCTpoHCTBO. +
4. TIpukiamHas CHCTEMA. +
2. IIpu ynpasjieHus 10cTYNnoM Ha ypoBHe (ailJIoBoii cucTeMbl 1/ pa3srpaHnyeHus
AOCTYIA HCIOJIB3YIOTCS
1. Cmucku ynpasnennst goctyrnom (Access Control List — ACL). +
2. [TpaBuna GuIbTPOBaHKS MEKCETEBOTO SKpaHa.
3. BJ] monuTHk 6e30macHOCTH.
4, CraTtuyeckue MapIIpyTHL.
3. IIpu ynpaBjieHue HOCTYNIOM Ha CeTeBOM YPOBHe sl pa3rpaHuvyeHusi Tpaduka
HCIOJIB3YIOTCS
1. MapupyTH3zaTopsl. +
2. MexceTeBble SKpaHBbI. +
3. KommyTartopsr.
4. Beb6-cepsepa.
23. 1. TapaHTHpOBaHHWe JOCTYMHOCTH IpeaNoJaraer
1. OmnpexneneHue TOYEK BO3ZMOXKHOTO COOS 1 IMKBUIALUS ITUX TOYCK. +
2. OmnpeneneHne KPUTHUECKU BasKHBIX YCTPOUCTB. +
3. OmpeneneHne KPUTHICCKHA BAXKHBIX CEPBHCOB. +
4, OrmpezieNieHNE CIUCKOB YIPABJICHUS JOCTYIIOM.
2. IIpu ynpaB/jeHnu KOHPUIYpaAUMAMH He00X0AUMO 00ecneYnTh ciieaylolee
1. Perynapuoe o6nosnenue ITO. +
2. VYpaBiieHne N3MEHEHHSMH. +
3. OueHKa COCTOsIHUS CETeBOH 0€30MaCHOCTH. +
4. PerymsipHoe U3MEHEHHE TIPABUI QUIHTPOBAHUS.
3. pu BO3HUKHOBEHHH HHIMIEHTA, CBAI3AHHOIO c HH(OPMALIUOHHOMH
0€30MacHOCTBIO, CAMOe IJIABHOE, YTO He00X0IMMO UMETh (OIMH OTBET)
1. DddexruBHBIE CTIOCOOHI €TO pacIIO3HABAHUS. +
2. D¢ dexTuBHBIE CIIOCOOBI MPEI0TBPALIEHHS OCIIETYIONINX HHIIMAESHTOB.
3. O dexTuBHBIE CTTOCOOBI M3MEHEHUS TPaBHI (PUIBTPOBAHUS TpaduKa.
4., D¢ dexTuBHBIE CIOCOOBI CO3IaHUS JIOTOB.
24, 1. Hcnoab3oBaHMe TpeTheil 10BePEeHHOI CTOPOHBI HEOOXO0AMMO st
1. Pacnpenenenus Mexay IByMs yYaCTHHKaMM CEKPETHOH HH(OpMalum, KOTopas He |
cTasa Obl JOCTYITHA OIIIOHEHTY.
T

2. Pewienus cnopoB Mexay AByMsl y4aCTHUKAMU.
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3. Cozaanus 3amnppOBaHHBIX TYHHENCH.

4, W3menenns npaBui GuIbTpoBaHUS Tpaduka.

2. Yto 13 nepevrcJIeHHOr0 OTHOCHUTCS K MeXaHU3MaM 0e30MacHOCTH

1. Xou-pyHKUuH. +

2. IlemocTHOCTH COOOIIEHHUS.

3. AJNTOPUTMBI CHMMETPHYHOTO IIH(PPOBAHIS. +

4., AyTeHTHU(HKALHS COOOIICHHUSI.

3. YTo U3 nepevncIeHHOT0 He OTHOCHTCSI K MeXaHH3MaM 0e30MacHOCTH

1. Xom-pyHKIuH.

2. IlemocTHOCTH COOOIICHHUS. +

3. AJNTOPUTMBI CHMMETPUYHOTO MIN(PPOBAHUSL.

4, AyTteHTH()HKAINSA COOOIICHUS. +

1. AaropuT™Mbl CHMMETPHYHOT0 M (pPOBaHUA
1. B aaropurMax cHMMETPHYHOIO0 M(PPOBAHUS CEKPETHHIM J0JKEH ObITH

1. Kirou. *
2. Bech anroputM cuiMMeTpUYHOTO MIH(POBAHMS.

3. TlapameTpbl BBIIOJHEHHS aJITOPUTMA CHMMETPHYIHOIO MIU(PPOBAHUSL.
4, OtenbHbIC 3JIEMEHTHI AJITOPUTMA CUMMETPUYHOTO 1inppoBanus (Takue Kak S-box).
2. Kpunrorpaguueckasi cucreMa Ha3bIBaeTcsi CHMMETPHYHOM, IOTOMY 4TO

1. Iudpyemslit 610K pa3duBaeTCs Ha MOAOIOKH OJHHAKOBOM JJTHHEI.
2. Hns nmdpoBanns u pacmmupoBaHUS HWCHONB3YIOTCS OJWHAKOBBIE WIIM JIETKO | 4
BBIBOJIMMbBIE OJIMH U3 APYTOro KIFOUH.
3. ANTOPUTM HCHONB3yeT IUKIMYECKH IOBTOPSIOIIMECS OIEpalny, Ha3bIBaeMble
payHIaMH.
4, AJTOpUTM UCHOJIB3YET NOAKIIOYH OJAMHAKOBOM JIIUHBI.
3. 3aBHCHMMOCTH MEKAY KJIOYaMU IH(pPoBaHus U paclin(poBaHus B aJIrOpUTMAaXx
CHMMETPHUYHOI0 N (POBaHUS T0JKHA OBITH CiIeyIomei

1. Kmoum mudposanus v paciudpoBaHus J0DKHBI B TOYHOCTH COBIIAIATh. +
2. Kittou pactmmdpoBanus JOKEH JIETKO MOJTyYaThCs U3 KITo4Ya muGpoBaHusl. +
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3. Mexay KioyaMd MHAQGPOBAHUS W paciiu(poBaHUs HE IOUKHO OBITh HHUKAKOM
3aBHCHMOCTH.
4, Kitoun wmudpoBanus u pacummppoBaHusl CBs3aHbl (OPMYTIOH, HO M3 KIHOYa
MU POBAHUS JTOIDKHO OBITh BEIYUCIUTEIBHO TPYIHO HAUTH KIIFOY Paci(pOBaHHsL.
1. Ha BX0a aJiropuTMy CHMMETPHYHOT0 HIM(pPOBAHMSI TOJAETCS

1. Kiou. +
2. Hcxomroe HezammbpoBaHHOE COOOIICHHE. +
3. [TapamMeTpsl BBIMIOTHCHUS AITOPUTMA.
4, Texyrue gata v BpeMms.
2. BbIX010M JIrOpUTMAa CHMMETPHYHOr0 IIMPPOBAHUS SIBJIAETCS

1. 3ammdppoBanHOe cOOOIICHHE. +
2. Kittou.
3. Tekyruune gaTa v BpeMs.
4, ITapameTpsl OKpYKEHUS, B KOTOPOM BBIIIOJIHSUICS aJITOPUTM.
3. AJITOPUTM CMMMETPHUYHOTO IH(pPoBaHUS 0003HAYAETCS

1. C=EK[P]. +
2. Y = F (X).
3. X=F1(Y).

4. Y =FK (X).

1. TIpu ucnoJib30BaHUM AJITOPUTMOB CHMMETPHYHOIO IIH(POBAHUS LETHIO
NPOTHBHHUKA SIBJISIETCS

1. V3uars kimou. +
2. V3HaTh MapoJib MOJb30BATEIS.
3. Y3HaTh UCHIOJIB3YEMBII AITOPUTM.
4, Y3Hath Aaty U Bpems muppoBaHusl.
2. Ipu MCMOJBL30BAHUU AJITOPHTMOB CHMMETPHYHOIO HIH(PPOBAHUA LEJbIO
MPOTHBHHUKA SIBJISAETCS

1. VY3Harth HCXOIHOE COODIIEHHE. +
2. V3Hath 3amu(poBaHHOE COOOIICHHUE.
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3. Y3HaTh Mapoik cepBepa.
4, Y3HaTh NapaMeTphbl OKPYKECHUS, B KOTOPOM BBITTOJIHSIICS aJTOPUTM.
3. AJITOPUTM CHMMETPUYHOI0 U (PPOBaHHs HAZBIBAETCS 0JI0YHBIM, €CJIU

1. Anropurm ocHoBaH Ha cetu Deiimirens.
2. st mudpoBaHust UCXOIHBIN TEKCT pa30UBaeTCs Ha OJIOKU (PUKCUPOBAHHOU JJTUHBI. +
3. B anropurt™me ucnonbs3yores S-hox.
4, B anroputMe HCHOIb3YIOTCS MUKITHYSCKH OBTOPSIFOIIUECS OTICPAIUH.

1. B aaropurMax CMMMETPHYHOr0 IIH(PPOBAHUS HMCHOJb3YIOTCH TOJILKO
cjeayIolue onepanuu

1. Oneparuu nepecTaHOBKH M CIIBHTIA.
2. S-boX — i GUTOB 3aMEHAIOTCS Ha j GUTOB.
3. JItoOble U3 ePEUHCICHHBIX BBIIIE ONEPAIUi, a TAKKE MHOTHE JAPYyTHE. +

4. Tlo6urosoe uckmouaromee i (XOR)
2. B anropurmax cumMeTpruuHOro mmpposanus S-box Ha3piBaercs

1. Tlukauyeckuit cABUT Ha IIEPEMEHHOE YKCIIO OMTOB.
2. Tabnu4uHast MoACTaHOBKA, TIPU KOTOPOU rpyIa OUTOB 0TOOpaXKaeTcs B IPYTYIO IPyNNy | +
OHTOB.
3. [MepeynopsimounBanne OUTOB BO BCEM OJIOKE.
4, Crnoxxenue o moay:o 2 (XOR) 6utoB HEOOIBIIOTO OJI0KA € MTOAKITIOYOM.
3. Hukinyeckoe NOBTOpeHMEe omepanuii B  AJTOPUTME CHMMETPHYHOTO
M (ppoBaHusi Ha3bIBACTCHA

1. Paynpamu. +
2. Biiokamu.
3. Certpto Deitmrres.
4, CHMMETPHYHBIM aJITOPUTMOM.

1. Kuarou, ucrnosib3yeMblii B KaKA0M payHae ajJiropurMa CHMMETPHYHOIO
1 (ppoBaHNs, HA3bIBACTCS

1. Tlopkmrouom. +

2. Kirouom paysna. +
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3. Kirouom ceccun.

4. Mactep-KI04oM.
2. C yBesinyeHHEeM KOJIHYeCTBA PAYHIOB CTOHKOCTH aJITOPUTMA

1. Veemuunsaercs. +
2. YV MeHBIIAeTCs.
3. VYBenumunBaeTcs MPONOPIHOHATBHO YBEIIMUCHNIO KOINYECTBA PayH/IOB.
4. He u3mensiercst.
3. Js  yBeqM4YeHHUs] CTOMKOCTH aJIrOPpHTMAa CHMMETPHYHOro IM(pPOBaHUs
KOJIMYECTBO PAYH/IOB CJIeAyeT

1. YmeHbmHT.
2. VBEIHYUTS. +
3. VY IBOUTE.
4, [TepeynopsaI09nTh.

1. Tnargopmbl, Ha KOTOPHIX MOIYT HCHOJB30BATHCH  AJITOPUTMbI
CHMMETPUYHOr0 muppoBanus

1. Mormnsle cepBepa. +
2. [Tonp3oBartenbckue pabodYre CTaHIH. +

3. VYcrpoiicTBa, coepKaiiue BCTPOSHHbIE MUKPOKOHTPOJLIEPHI. +
4. CMapTQOHBL +
2. InatdopmMbl, HA KOTOPHIX MOTYT HCMOJIb30BATHCS AJTOPUTMBI CHMMETPHYHOTO
mmdpoBanus

1. HoyrOyku. *
2. Cmapr-KapThl. +
3. MappyTu3aTopsl. +

4. HacrpanBaeMble KOMMYTATOPHI. +
3. Peanuzauust airopuT™Ma CHMMETPHYHOTO IIU(POBAHUS MOKET ObITH

1. TIporpaMMHOM, C OTKPBHITHIM KOJIOM. +
2. IIporpaMMHOH, C 3aKPBITBIM KOJIOM.
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3. AmnmnapaTtHoii. *
4, IIporpaMMHOM, TMLIEH3UPOBAHHON YITOJIHOMOYEHHBIM OPTaHOM.
1. Cerp @eitmiTesi MHUPOKO HCHOJB3YETCH NMPH Pa3padoTKe aJIropuTMOB
CHMMETPHYHOI0 K (pPOBaHUs, IOTOMY 4TO
1. VBenuuenwe konwdecTBa payHmoB ceTd DeHINTeNs NMPUBOAUT K YBEIUYEHHUIO | 4
CTOMKOCTH aJropuT™Ma IU(PPOBAHUS.
2. s obparumoctu cetu Delitrens He TpeOyeTcst 00paTUMOCTh 00pasytomeil QyHKIUT | 4+
F.
3. Cetp DemTens T0CTATOYHO KOMITAKTHA ¥ IIPOCTA B peaTN3alIliu. +
4, Jdpyrux cmoco0oB peanu3allid JITOPUTMOB CHMMETPUYHOTO IMIM(POBAaHUA HE
CYIIECTBYET.
2. Cetb @eilimTesisi UMeeT CIeAYIOIYI0 CTPYKTYPY
1. BxoxHO# GJIOK JETUTCSA HA HECKOJBKO PABHOM JJIMHBI OJ0JOKOB, Ha3bIBAEMBIX | +
BETBSAMH.
2 K 6pab i *
. akJ1asi BeTBb 00pabaThIBaeTCsl HE3aBUCHUMO OT JPYToi.
3. Kaxnas BeTBb 00pabaThIBacTCs 0 OJHOMY M TOMY XK€ alITOPUTMY.
4, ITocne 00pabOTKK KaKIAOW BETBU OCYIIECTBISICTCS ITUKIMUECKUN CIBHT BCEX BETBEH | 4+
BIIEBO.
3. Iloa nIocKUM MPOCTPAHCTBOM KJIK0Yeil MOHUMAKOT
1. B03MOKHOCTh HCIIOJB30BaHHs JIFO0O0M MOCIEIOBATEIBHOCTH OUTOB B KAuecTBE | 4+
KJIFOYa.
2. B03MOKHOCTB BBIUUCIATH KJIHOY U3 ABYX NapamMeTpoB X U Y.
3. B03MOKHOCTB MOTy4aTh K04 U3 001aCTH BHEIIHEH MaMsITH.
4. B03MOXHOCTb BBIYHCISITH KIIFOY 0€3 HUCIOIB30BAHMUSI IAPAMETPOB, CBA3AHHBIX CO
BPEMEHEM.
1. Kpunroanaiu3s —3To npoiuecc, IpH KOTOPOM
1. 3mas 3ammppoBaHHOE COOOIICHUE, TMBITAIOTCS Y3HATH HE3aMM(PPOBAHHOE | +
coo01IeHue.
2. 3Hast OJIHY WJIM HECKOJIbKO map (He3amn(poBaHHOE COOOIICHHE, 3alTU(ppPOBaAHHOE | +
COOOIIIEHNE ), TTHITAIOTCS Y3HATH KITFOY.
3. M3menstoT nepegaBaeMoe 3ammu@poBaHHOE COOOIIECHNE.
4. [IerTaroTcst y3HaTh UCIOIB3YEMBIH alTOPUTM MIH(DPOBAHHSL.
2. Kpunrtorpaguueckasi cucreMa CYUTAeTCS BBIYUCIUTETBHO 0€30IIACHOI, ecJIH
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1. HeBo3mosxHo pacumnppoBats coobieHHE 6e3 3HAHUS KITF0Ya HIH(PPOBAHUSL.

2. Llena pacmmnpoBKU cooOIIeHHs OOIIbIIE [IEHBI CAMOTO COOOLICHUSI. +
3. Bpewmsi, HeoOxoaumoe s paciiu@poBKH COOOINEHUS, OOJbIIe BPEMEHU JKWU3HU | 4+
cooOIIeHus.
4, HeBo3moxxHO ompenenuTs K04 mu(pOBaHHS.
3. AJITOPUTM CUMMETPUYHOI0 M (PPOBAHUS MOKET MCIOJIb30BATHCS

1. [ns umdpoBaHus TaHHBIX. +
2. Jns co3nanus ciydalHbIX YUCEIL. +
3. B kauecTBe anropuT™Ma X3IIMPOBAHHS. +
4, Jnst co3nanus g poOBOA MOITUCH.

1. OcHoBHbIe KpUTepHH, HCHOJb3yeMble NPH Pa3padoOTKH AJITOPHTMOB
CHMMeETPUYHOT0 udpoBanus

1. Auropurm noinKeH UMETh pa3mep 0oka 64 wiu 128 Our. +
2. ANTOPUTM JIOJKEH UMETh pa3Hble KIFOYH AJIS IUPPOBaHUS U paclinpoOBaHHS.
3. Hcnonb30BaTh MpOCThIE ONEpaIiu, KOTOpbie 3 (HEeKTUBHBI HA MHKPOIIPOIECCopax. +

4. JlomkHa ObITH BO3MOKHOCTh peajH3alliy alropuT™Ma Ha 8-GMTHOM mporeccope ¢ | +
MUHUMAIIbHBIMHA TPEOOBAHUAMU K TTAMSITH.

2. OcHOBHblEe KpPUTEpMHM, HCHOJb3yeMble TPH  Pa3padoTKH  aJroOpUMTMOB
CHMMETPHUYHOr0 M (ppoBaHUs

1. Tlo BO3MOKHOCTH HE UMETh CITa0BIX KIFOUEH. +
2. ANTOpUTM JIOJDKEH MMETh MacIITaOUpyeMbIid K04 110 256 OuT. +
3. Knrou pacmmdpoBanus He JODKEH BEIYUCIATHCS M3 KITF04Ya NIH(POBAHHS.
4. AnroputM paciugpoBaHus 10JDKEH COBIAIATh C aJITOPUTMOM MIM(POBAHHUSL.
3. Bri0epuTe npaBubHOE YTBEP:KACHHE

1. B ocuose anropurma DES nexut cetp Deirireris. +
2. B anropurme DES ucnonb3yrorest S-boxes. +
3. B anropurme DES ncnons3yercs yMHOXKEHHE 0 MOy 0 216 + 1.
4, Anroputm DES He sBiIsIeTCS UTEpAIIIOHHBIM.

1. Jdawuna xiawo4ua B anropurve DES paBna
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1. 56 Gur. *
2. 56 Gaiir.

3. 128 owur.
4, 256 Owr.
2. KonnuyectBo paynnos B anroputme DES paBHo

1. 16. *
2. 24,
3. 32.

4. 256.
3. Jnuna 6oka B aaroputve DES paBua

1. 64 6wura. +
2. 128 6uToB.
3. 64 Gaiira.
4. 128 GaiiToB.

1. Tpu pacumdposanuu DES noak/a04u HCHOIB3YIOTCS

1. B toMm e nopsiake, 9To  MpH MHpPOBAHHH.

2. B oOpaTHOM MOpsi/IKe OTHOCUTEIBHO MX UCIIOJIB30BAHMS MIPH IMU(PPOBAHKH. +
3. B 1npou3sBoIbHOM MOpSIIKE.
4, [Moaxkiroun pacimppoBaHus HE 3aBHCAT OT MOAKIIOUYCH IUPPOBAHHS.
2. JABoitnoit DES He ncnoab3yercs, moromy 4ro
1. Hepmocrarouna miMHa KIIXO4a.
2. CyliecTByeT aTaka «BCTpedYa MOCEPEIUHE», KOTOpas MO3BOJIAET CHU3UTh CTOMKOCTD | +

anropuTMa 10 ctorkocTH nmpocroro DES.

3. CIUIIKOM CHIIBHO YBEIHMYUBAETCS CIOAKHOCTH BBIYMCICHHI.

4, JlnrHa Ki1r09a CTAaHOBUTCS CITUIIKOM OOJBIION.

3. IIpnunHa Wenonb30BaHMs IBYX, a2 He Tpex kJiodedl B TpoitHom DES cocront B
TOM, YTO
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1. TIpu ucmonb30BaHMU ABYX KIIOYEH OTCYTCTBYET aTaka «BCTpeda IOCEPEIUHEY,
NIPY MCTIONb30BAHUY TPEX KITIOUEH CYIIECTBYET aTaka «BcTpeda MOCepeIHe).
2. CTOWKOCTD anropuTMa He MOBBIIIACTCS MPU UCIOJIB30BAHUU TPEX KIOUEH BMECTO
JBYX.
3. IIpu ncnonb30BaHUM TPEX KITFOUEH 001Ias JIMHA KIirtoua paBHa 168 OuTaM, 9To MOXKET | +
noTpeOOBaTh CYIECTBEHHO OOJBIINX BBEIYMCICHUHN MPH €r0 paclpeaesiCHHIH.
4. Tlpu WCHONB30BAHUM TPEX KIOUCH CYIIECTBCHHO CHUXKACTCS CKOPOCTh
UG POBAHMUS.
12. 1. B aaropurme 'OCT 28147
1. Pasmep S-box MOCTOSHHBII. +
2. Pa3smep S-box 3aBHCHT OT KITIOYA.
3. He ucnons3syrores S-box.
4, Pasmep S-box 3aBucHT OT HOMEpa payHa.
2. Pa3zmep S-box B anroputme I'OCT 28147 paBen
1. 4 x4 6uros. +
2. 6 X 4 OUTOB.
3. 4 X 4 GaiiToB.
4, 8 x 8 6uToB.
3. Jauna kmoua B aaroputme OCT 28147 paBua
1. 56 Guros.
2. 256 GUTOB. +
3. 56 GaiiToB.
4, 256 6GaiToB.
13. 1. TlocienoBaTeIbHOCTH CAYYANHBIX YHCE H0JKHA OBITh
1. MOHOTOHHO BO3pacTarOLIEN.
2. Hemnpenckazyemoid. +
3. HIMeTh paBHOMEPHOE pacipeielicHHE. +
4. MOHOTOHHO YOBIBAIOIIEH.
2. Ciy4aiiHble YicIa HCIOJIB3YIOTCS B CeTeBOM 0e30IacHOCTH
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1. B cxemax B3auMHOM ayTeHTU(UKAIIUH. t
2. B kayecTBe KJIt0Ya B AITOPUTMAX CHMMETPHYHOTO K (PPOBaHUSL. +
3. s onpeneneHys NocieA0BaTENbHOCTHU IEPEIaBAEMbIX COOOLICHUN B IPOTOKOJIAX.
4. s ompeneneHusl MOCIEAOBATEIbHOCTH OIEpaldii B aJrOPUTME CHMMETPUYHOTO
mudpoBaHUS.
3. CBOJCTBO CJIy4aiiHOCTH B MOCJI€10BATEJILHOCTH YK e/ 03HAYAET

1. PaBHOMepHOE pacmpesieneHue. +
2. HenpenckasyemMocTb. +
3. PaBHOMEpHOE BO3pacTaHue.

4. Vcmonb30BaHKE aMIapaTHBIX TEHEPaTOPOB.

1. B kadecTBe TreHepaTopa  ICEBAOCAYYAMHBIX  YHCEJT  MOKET
HCI0JIb30BaThCSA

1. Anroput™ CHMMETPUYHOTO IIH(POBAHHS. +
2. JIx000ii MaTEMAaTHYECKHI allTOPHTM.
3. Maremarndeckast GyHKIUS, HE UMEIOIIAsi OOpaTHOW QYHKIIUH.

4, Maremarndeckas GpyHKIHs, HIMEIOIIAs 00paTHYIO (QyHKIIHIO.
2. B renepartope ncesgocaydainbix yncea ANSI X9.17 ncnonb3yercs ajJaropuTm

1. DES.
2. TpoiHol DES ¢ aByMs KITro9aMy. +
3. TponHolt DES ¢ TpeMs kimrodamu.
4, AES.
3. Aaroputm Rijndael xapakTepu3yercs cjielyHOIUMH CBOHCTBAMH

1. Wwmeer niuny 61oka 128 6ur. +
2. OcHoBan Ha cetn Deimrens.
3. Hcnonbsyer S-box. +
4, KonmuecTtBo crnoeB B payHIe SBISETCS MapaMeTpoM ajroOpuTMa H  MOXKET
BapbUPOBATHCS.

1. PaszauuHbie peKUMbI HIHPPOBAHUS NMPEAHAZHAYEHDI Ul TOT0, YTOObI
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1. OGecneunts BO3MOKHOCTE 00padaThIBaTh COOOIIEHHMS, [UIMHA KOTOPHIX OOJBIIE | 4
JUTHHBI 0JT0Ka mTHUdpOBaHUSL.

2. O0ecreynTh BO3MOXKHOCTh 00pa0aThIBaTh COOOIICHUS MOPIHUSIMU, MEHBIIUMHU, YEM | 4+
JuTrHa O710Ka mH(poBaHUsL.

3. YBeIUuuTh CTOUKOCTD aJITOPUTMA.
4, Hcmonn30BaTh KITTOUW MH(GPOBAHUS Pa3HOHN JTITHHEI.
2. Pexxnm CBC B anropuTMax CHMMETPHMYHOI0 IM(POBAHUSA HCNOJb3YyeTC IS

TOI0, YTOOBI

1. OnunakoBble He3amU(ppPOBaHHBIE OJIOKM INPEOOPA3OBLIBAINCH B Pa3IduHEBIE | 4
3amugppoBaHHbIE OJOKH.

2. He 65110 HEOOXOMUMOCTH pa30HMBaTh COOOIICHUE HA IIETI0€ YUCIIO OJIOKOB JOCTATOYHO
OOJIBIION IJTHHEI.

3. YBeINYNUTE CKOPOCTH IHN(POBAHUS.

4. Paznuynble He3amM(pOBaHHBIE OJOKA MPeOoOPa30OBBIBAIUCH B  OMHAKOBBIC
3amupoBaHHBIEC OJIOKH.

3. JonoHuTebHBINA NapaMeTp, Ha3blBaeMblii MHHUIUAJM3ALMOHHBIM BEKTOPOM
(IV), onpenesieH B pe:kume

1. ECB.
2. CBC. +
3. CFB.
4, OFB.

1. TloToKOOpMEHTHPOBAHHON MepexaYd Jydlle BCero COOTBETCTBYIOT
PeKUMBI AJITOPUTMOB CHMMETPUYHOT0 MM (poBaHUs

1. ECB.
2. CBC.
3. CFB. +
4. OFB. *
2. Ji1sl mepegavd KOPOTKHX COOOIIEHHWH JIy4llle BCEro COOTBETCTBYIOT PeKHMBI

aJATrOpUuTMOB CUMMETPUIHOI'O HIH(prBaHI/Ifl

1. ECB. +
2. CBC.
3. CFB.
4, OFB.
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3. Jlnst mepenayd GOJLUIMX COOOLIEHMIl JIydllleé BCEro COOTBETCTBYIOT PeKHMbI

aJrOPUTMOB CHMMETPHYHOrO IIHMPPOBAHMS
1. ECB.

2. CBC.

3. CFB.

4, OFB.

17. 1. Aaropurmel, Bxoasiugue B unciio punaaucros AES

1. DES.

2. Rijndael.

3. Blowfish.

4. Twofish.

5. IDEA.

6. MARS.

2. Jaunna 6aoka anropurma AES no/kna ObITh He MEHbIIIE
1. 64 Gura.

2. 128 GutoB.

3. 256 OUTOB.

4, 512 Guros.

3. Juna kiova anroputma AES no/2kHa ObITh He MeHbIIIE
1. 56 Guros.

2. 128 GurToB.

3. 256 OUTOB.

4, 512 GuroB.

18. 1. B kauecte AES 6bL10 penieHo BbIOPATH

1. Opun anroputm.

2. JlBa anropurma.

3. YeThipe airopurma.
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4, [IaTH anropuT™MOB.

2. I'maBHBIM Tpe0OBaHHEM K aJropuTMYy ObLIA

1. Hwuskas cTOMMOCTH aJrOpUTMA.

2. IIpocroTa anropurMa.
3. D¢ PEeKTUBHOCTD BBIMOJIHEHUS AITOPUTMA HA Pa3INYHBIX apXUTEKTYpax.
4, BesomacHOCTh anropurMa. +
3. IMox okpyskeHUSIMH ¢ OTPAHMYEHHBIMU BO3MOKHOCTSIMU MOHMMAIOT

1. VYecrpoiicTBa, obnanaroriue HeGoIbIIMMU 00beMaMu RAM. +
2. YcrpoiicTBa, obnaaatoniue HeOoIbIUMH 00beMamMut ROM. +
3. VYcrpoiicTBa, nMerorre Hebonpiue Gu3ndecKue pa3Mephl.
4, YcTpolicTBa, He MOICPKUBAIOIUE BCE MPOTOKOJIBI HHTEPHETA.

1. Yro o3Hauaer ruéKOCTH AJATOPUTMA CHMMETPHYHOTO IIH(POBAHUS

1. B03MOKHOCTH HCIIOJIB30BATH [UIHHY KIFOYa, OTIHYHYIO OT TOM, KOTOPasi JOJDKHBI | +
MOJAEP’KUBATHCS 005I3aTEIBHO.

2. Bo3smoxHaOCTh Oe30macHO u 3P (EKTUBHO PEaM30BBIBATECA B PA3IUYHBIX THMAX | 4
OKPY’KEHUH.

3. B03MOHOCTb HCTIIONIB30BaTh PA3INYHbIC PEKUMBI BBIIOJIHEHUS aJIrOPUTMA.

4. Bo03MOHOCTb BECTH IEPEroBOpsl B MPOTOKOJIAX OO0 HCHONB3YEMOM aITOpPUTME

CUMMETPUYHOTO NIH(POBAHHS.

2. Yro 03HaYaeT rTHOKOCTDH AJATOPUTMA CUMMETPUYHOIO K (poBanus

1. B03MOKHOCTH HCIOJIB30BaTh UTHHY OJIOKA, OTIMYHYIO OT TOW, KOTOpPAs JOJDKHBI | +
MOJIEP’KUBATHCS 00513aTEIBHO.

2. Bo3mokHOCTE  HCIIOJIB30BaTh AITOpUTM B Ka4eCTBEC IMOTOYHOI'O ajropurMma
mmpoBaHus, XOM-QYHKIME M TIPEJOCTABIATH JIOMOJHHTENbHBIE KpumTorpaduueckue | +
CEpPBUCHI.
3. Bo03M0OKHOCTB peann30BaTh AITOPUTM Kak IPOrpaMMHO, TaK U armapaTHO.
4. B03MOKHOCTB 3aMEHSITH JTI0OBIE KOMIIOHEHTBI alNTOPUTMA.
3. Kakue U3 aJropurmMoB, paccMaTpUBABIINXCHA B Ka4YecTBe MpeTeHAeHTOB Ha AES,
OCHOBAHBI Ha ceTH DeifmTesist

1. MARS. +
2. RCS. *

68




MTI'V numenu M.B. JIomoHocosa

3. Rijndael.
4, Serpent.
S. Twofish.
20. 1. OrcyrcrBue 3amacHoro aaroputvMa B KadectBe AES o0ycioBieHo
cJ1elyIUMH IPUYUHAMHU
1. Cuwmxaercs uHTEpONEPaOEIbHOCTH CHCTEMBI, B KOTOPOM OTCYTCTBYET PEaTU3aIlHs
3aIlaCHOTO aJIropUTMa.
2. HeBo3MoXkHO MTpoaHaIn3upoBaTh 3alIaCHON alrOPUTM Ha HATMYUE CIa0BbIX MECT.
3. HeBo3mMoxHO TIpoaHaM3UPOBATh 3aIaCHON aTOPUTM Ha HAJTHIHE CIA0BIX KITFOUCH.
4, CHmkaercsl MPOU3BOIUTEILHOCTh CUCTEMBI, B KOTOPOM €CTh pean3alivs 3amacHOTo
IrOpUTMA.
2. Aaroputm AES no/keH 3(p@QeKTHBHO Ppeaju30BbIBATHCS Ha CJAEIYIOLINX
apXUTeKTypax
1. 8-OurHbIX.
2. 32-OUTHBIX.
3. 64-0UTHBIX.
4. 128-6uTHbIX.
3. IIpu npunsituu cranaapra AES cunrajoch, 4T0 caMbIMH PACIPOCTPAHEHHBIMH
ApPXUTEKTYPaMH SIBJSIIOTCS
1. 8-OutHble.
2. 32-OuTHEIE.
3. 64-OuTHbIE.
4, 128-6utHble.
21. 1. Kakomy moJiHHOMY COOTBETCTBYET IIECTHATUATEPHYHOE Y10 21
1. x6+1
2. x5+1
3. X7+x5+1
4, x5+x4
2. Kakomy mojimHoMy cOOTBeTCTBYyeT MIeCTHAANaTepuyHoe yncio F§

1. x6+x5+x4+1
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2. X7T+Xx6+x5+x4+x3+x2+x+1
3. X7 + X6 + X5 + x4 + x3
4, x8 + X7 + x6 + x5 + x4
3. Kakomy mosiuHoMy coOTBeTCTBYeT LIECTHAALATEPUYHOE YHCI0 3A
1. x5+x4+x3+Xx
2. X6 + X5 + X3 + X
3. X2+ 1
4, x3+x2+x+1
22. 1. B aaropurme Rijndael ciioii SubByte siBiisiercst
1. TIpeobGpa3oBaHueM, B KOTOPOM CTPOKH COCTOSHHUS IUKJIMYECKH CIBHUTAIOTCS Ha
pas3In4HbIe 3HAYCHUS.
2. [To6utoBsiM XOR Kiroua payHaa ¢ TEKYIIUM COCTOSHUEM.
3. Henuneiino#i 0alTOBOM IOICTAHOBKOW, BBINOJHSIONIEHCS IS Kaxkaoro Oaiita
COCTOSIHUSI HE3aBUCHMO OT APYruX OaiToB.
4, BaiiToBoii IOJCTaHOBKOH, MTOACTAHOBKA IS KXKIOTO CIEAYIOMEro 0aifTa 3aBUCHUT OT
MOJICTAHOBKH B MIPEABIAYIIEM OaiiTe.
2. S-box B anroputme Rijndael oToGpaxkaer
1. 1 Gaiir B 1 Gaiir.
2. 6 6uToB B 4 OuTa.
3. 6 GaiiToB B 4 Gaiira.
4, 4 Gaiita B 4 Gaiita.
3. Yucsio paynaos B aaropurme Rijndael
1. Tlocrosinroe u pasHo 14.
2. [locTosinHOE M paBHO 12.
3. [lepeMeHHOE 1 3aBUCHT OT JUTMHBI KJIFOYA U JUTHHBI OJIOKA.
4. [lepemenHOE 1 3aBUCUT OT 3HAYEHUS KITIOYA.
23. 1. Payun anropurma Rijndael umeer

1. 3cnos.
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2. 4 crost. *
3. 5 cioes.
4. 32 crost.
2. Juna ximoua B anroputme Rijndael mo:ker 0bITH

1. 128 Guros. *
2. 192 6ura. *
3. 256 OUTOB. t
4, 512 Guros.
3. Jiuna 610xa B anroput™e Rijndael moxker 0bITH

1. 128 6uros. +
2. 192 6ura. *
3. 256 OUTOB. +
4, 512 Guros.

1. BbiGepuTe MpaBHIbHOE BHICKA3bIBAHHE

1. B anropurme Rijndael B coe MixColumn ucrnosnb3yercs nmosmaom B GF (28). +
2. B anroputme Rijndael B cnioe MixColumn ucnonbzyercs nosmaoMm B GF (2).
3. B anropurme Rijndael B cnoe ByteSub ncnonssyercsa noiaunom B GF (28).
4, B anroputme Rijndael B ciioe ByteSub ucnons3yercs nonuaom B GF (2). +
2. BriGepuTe npaBuiIbHOE YTBEpKIeHUE

1. B ocuose anropurma Rijndael nesxur tpagunnonnas cets deiirres.
2. B ocHoBe anroputma Rijndael ve nexur cets Defirens. +
3. B ocHoBe anroputma Rijndael nexur cetp deititesnis cMEIaHHOTO TUIIA C 4 BETBAMHU.
4, B ocnoBe anroputma Rijndael nexur cerp @elimrTens CMENIAHHOTO THIA C
MEPEMEHHBIM KOJIMYECTBOM BETBEH.
3. Ykaxutre (yHKOMHM, OTIHYHBIE OT IHM(PPOBAHHSA, KOTOPbIe MOIYT OBITH
BBINOJIHEHBI a1roputMoM Rijndael

1. MAC (Message Authentication Code). +
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2. AJNTOPUTM aCUMMETPUYHOTO MU(PPOBAHUSI.
3. Xour-GyHKIHs. +
4, T'eneparop nceBnociny4yailHbIX YHCEIL. +
2. Kpunrtorpagus ¢ oTKpbITBIM KJIIOY0M, X21I-(QYHKIHHA U AyTeHTH(PUKALUSA COO0eHU I
1. Jdnast co3manusi MOANMMCH C TMOMOMIBIO AJrOPUTMA ACMMMETPHYHOIO
mugpoBaHus cieayeT UCIOJIb30BATh
1. CBoii OTKPBITHII KITHOY.
2. 3aKpBITEIN KITIOY [10JydaTes.
3. CBOif 3aKpBITHII KITFOY. +
4, OTKpBITHII KJIIOY MOTyYaTes.
2. J11 IPOBEPKH MOANKCH € IOMOIIBIO AJITOPUTMA ACHMMETPHYHOr0 N (PPOBAHUS
cjaenyeT HCIOIb30BaTh
1. CBoii OTKPBITHII KITIOY.
2. CBOi1 3aKpBITHII KITFOY.
3. OTKpBITHIN KITFOY OTIPABUTETIS. +
4. 3aKpbITHIN K09 OTIIPaBUTETIS.
3. Jass mmdppoBanus cool0lieHUsi ¢ NOMOIILI0 AJTOPUTMA ACHMMETPHYHOIO
mudpoBaHnus CJIeAyeT HCIO0JIb30BaTh
1. CBoii OTKpBITHII KITFOY.
2. OTKPBITHIH KJTFOY TTOTyYaTes. +
3. CBOM 3aKpBITHIN KITIOY.
4. 3aKpBITHIN KIIFOY NOTyYaTes.
1. 3apaueii pakTopu3zanuu YKcIa SIBIAsSETCS
1. PasnoxeHue 4ncia Ha TPOCTHIE COMHOKHTEIIH. +
2. HaxosxneHue creneHu, B KOTOPYHO CJEIyeT BO3BECTH LIE€JI0€ YMCIO Ul IOTy4eHHs
33JaHHOTr'0 LEJIOr0 YUCIIA.
3. HaxosxneHue cTeneHy, B KOTOPYIO ClIeAyeT BO3BECTH IIPOCTOE YUCIIO JUISl IOIy4eHUs
33JaHHOT'0 LIEJIOr0 YUCIIA.
4, HaxosxneHue npou3BeeHs ABYX IPOCThIX YUCEI.
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3aJaHHOTI'O HECJIOIro Yucia.

2. 3ajaueii IMCKPETHOro JJorapupMupoBaHusl ABJISIETCS
1. Pasnoxenue 4ncia Ha MPOCTHIE COMHOKUTEIH.
2. HaxoxeHne cTemeHu, B KOTOPYIO CIEAYET BO3BECTH ILIENOC YHCIO YIS TMONyUeHHS | +

3.

3aJaHHOTI'0 LECJIO0Iro Yucia.

Haxoxnenue CTCIICHU, B KOTOPYIO CICAYET BO3BECTHU IPOCTOC YMUCIIO JIA NMOJTYUCHU

Ha CBOM OTKPBITHIN KIIIOU.

4. HaxoxneHne nponsBeeHNs ABYX IPOCTHIX YHCEN.
3. AyTtenTudukanus ctopoH B anropur™me Audpdu-Xenamana nHeodxonmma, noromy
4To
1. B npoTHBHOM ciiyuae BO3MOXKEH B3JIOM 3a/1a4H TUCKPETHOTO JIOTapU()MHUPOBAHHS.
2. B npoTtrBHOM cityyae BO3MOXKEH B3JI0M 3a1a4i (HaKTOpU3ALMH YHCIIA.
3. B npoTuBHOM ciiyyae HapyIIHTENb MOXKET 3aMEHUTH ITEPECHUIAEMBIE OTKPBITHIE KIIFOUX | 4

4.

Ha CBOH 3aKPBITHINA KITIOY.

B IIPOTHUBHOM CJIy4a€ HAPYIIUTECIb MOXKCT 3aMCHUTD NMEPECHIIIACMbIC 3aKPLITHIC KITHOYH

1. Aaropurm duddu-Xeaamana 1aetT BO3MOKHOCTH

1. BesomacHO 0OMEHSATHCS OOIIUM CEKPETOM.

2. Be3onacHo 00MEHATHCS OOIIUM CEKPETOM IMPH YCIOBUH ayTEHTU(MUKAIIUU CTOPOH. +
3. [Moxnucars cooOmeH e,
4. 3ammndpoBaTh COOOLICHHUE.
2. Aaroput™ Junddu-Xenimana 0CHOBAH Ha HEBO3MOKHOCTH PellIeHUsI 3a1a4H
1. uckperHoro sorapupMUpOBaHUSL. +
2. dakTopu3aLMK YHCIA.
3. Omnpenenenusi, ABISETCS U JAHHOE YHUCIIO MPOCTHIM.
4. [lepemHOX€HNS ABYX MPOCTHIX YHUCEN.
3. AyTtenTudukanusa ctopoH B anroput™me Audpdpu-Xenimana Heodxonmma, noromy
4yTo
1. B npoTHBHOM Cilyyae aTakykoIHil MOXKET IIEPEeXBATUTH MIEPeIaBaAEMbIC OTKPBITHIE | 4
KJIFOYU ¥ 3aMEHUTh UX CBOUM OTKPBITHIM KJIFOUOM.
2. B npoTtrBHOM cilyyae aTakyOIIMKA MOXKET B3JI0MaTh AUCKPETHBIN JIOrapruQM.
3. B npoTrBHOM Cilyyae CTOPOHBI HE CMOT'YT BEIYHCIIUTD OOIIUI CEKPET.
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4, B mpoTHBHOM ClTyyae CTOPOHBI HE CMOTYT BBIYHCIHTD 3aKPBITHIC KIIOUH APYT JApyTa.
1. Auaropurm RSA MoKeT HCIOJb30BATHCS TSI

1. Cosnmanust ¥ POBEPKH MOJIKCH. +
2. IuppoBanus. *
3. OOMeHa O0IIMM CEKPETOM. +
4. ABTOpH3ALIUH.
2. AaroputM RSA ocHOBaH Ha HEBO3MOKHOCTH PellleHHs] 3a1a49d

1. JTuckperHoro gorapuMUpOBaHUSI.
2. daxTopHU3aIMHU YHCIIA. +
3. Omnpenenenusi, SBISCTCS TU JAHHOE YHCIIO MPOCTHIM.
4, HaxosxaeHust Mpon3BeAeHUS IBYX MPOCTHIX YHCEIL.
3. Hoanucek, co3naBaemast anropurMmoMm RSA, Ha3biBaeTcst

1. JlerepMUHHUPOBAHHOMA. +
2. PaHI0MU3HPOBAHHOI.
3. HeoGparumoi.
4, KoppekTHO.

1. Xowm-¢pyHKoud npeaHasHaAYeHbl IS

1. Cxarug cooOuieHus.
2. [TosryueHus: «OTIIEYaTKOB MaJbIIEB» COOOIICHMS +
3. Indporanus coodmeHus.
4. Koauposanus cooOIieHus..
2. BrixoaoM x3m-GpyHKIUM ABJISIETCH

1. CooOueHne Toi ke JUIMHBL, 9YTO ¥ BXOIHOE COOOIIEHHE.
2. Coobrienne GUKCUPOBAHHON JITUHBIL. +
3. Coo0uienne MeHbILeN UTUHBL.
4, CooOrieHne O0bIIeH THHEIL.
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3. Xou-pyHKIuUs J0KHA 00J1a1aTh CJIEAYIOIUMHI CBOiiCTBaMH

1. Jnsa mo60ro JaHHOTO 3HAYEHUS XOII-KOAA h BEIYMCIMTENBHO HEBO3MOXKHO HAWTH | 4
M takoe, uto H(M) = h.

2. Xamr-¢yskmus H T10DKHA TPUMEHSTHCS K OJIOKY TaHHBIX (PUKCHPOBAHHON JTMHEI.
3. Xom-pyHkius H co3naet BHIX0 PUKCUPOBAHHOHN JITTHHEI. +
4. st mro6oro MaHHOTO 3HA4YeHHWS M BBIYHCIUTEIIFHO HEBO3MOXKHO HAWTH 3HAUCHWE
xa1I-koaa h takoe, uto H(M) = h.
1. Xom-¢pyHkuus J0/KHA 00,121aTh CJIeIYIOIHMH CBOCTBAMHU

1. Xow-dyHKIUsS 10/DKHA TPUMEHSITHCS K OJIOKY JaHHBIX JTFO00M UTHHBIL. +
2. Xanr-(hyHKIHS TOJKHA CO3AaBaTh BRIXOJ TPOU3BOIBHON JITHHEI.
3. s mro60oro JaHHOTO 3HAYCHMS XJII-Kojaa h BRIYHUCIHTEIFHO HEBO3MOXKHO HAWTH | +

M Takoe, uto H(M) = h.

4, Jis mo6oro cooOieHuss M BBIUMCIIMTEIBPHO HEBO3MOXKHO HalTH h Takoe, yto H(M) =
h.
2. Xdm-(pyHKIMA 0JKHA 00J1a1aTh CJIeAyI0IMMH CBOiCTBAMU

1. H(M) OTHOCHTENIBHO JIETKO (32 IOJMHOMHAIBLHOE BPEMSI) BEIYMCIIAETCS IS JIFOOOTO | +
3Ha4YeHusa M.

2. Jis 1F000T0 TaHHOTO X BBIUUCIIUTEIBHO HEBO3MOKHO HAWTH y'X, yTO H(Yy)=H(X). +
3. Jst m000r0 JAHHOTO X BEIYMCIUTEILHO HEBO3MOKHO HalTH H(X).
4, 3Has H(M), OTHOCHUTEIHHO JIETKO (32 MOJWHOMHAIBHOE BpEMs) BOCCTAHOBHUTH

HCXOLHOE coo0IeHnEe M.

3. CBoiicTBO X3II-(PyHKIMH, KOTOpPOEe rapaHTHpyeT, 4YTO AJsi JI0O0ro JaHHOIO

3HAYEHHS] X3II-K0JAa h BEIMMCIANTEILHO HeBO3MO:KHO HaiiTu M Takoe, uro H(M)=h,
MO3BOJIAET

1. Wcnonp3oBath XdmI-QYHKIUIO Ui ayTeHTH(HUKAMHA C TTOMOIIBIO CEKPETHOrO | 4

3HAYEHHS.
2. Hcnosnb3oBaTh X31I-GyHKIMIO ISl ITU(PPOBAHUS COOOIICHUS.

3. Hcnonb30BaTh X3MI-QyHKIUIO IS CO3IaHUS TU(PPOBOU MOAMUCH.

4, Hcnons3oBaTh X31I-GyHKIMIO IS 00eCieYeHNsT KOH(PHUICHIIHAIBHOCTH COOOIIICHHUS.

1. CaoiictBo X3uI-QYHKIHH, KOTOpPOE TrapaHTHPYeT, YTO /sl JIH0GOro

cooOueHuss M BBIYHCIMTEIbHO HEBO3MOKHO HaiitTu M’'M Takoe, 4TO
H(M)=H(M’), no3BoJsieT

1. TIpenorspainaer HoAgenKy 3TOr0 COOOIIEHH S, KOTIa B KAUYECTBE ayTeHTU(PHUKATOPA | +
UCIIOJIb3YETCsl 3AIIMILEHHBIN OT U3MEHEHUS XAII-KOJI.
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2. [IpengoTBpamaeT MOAACIKY ATOTO COOOIIEHHUsS, KOT/a B KavyecTBe ayTeHTHU(HUKATOpa
HCITOJIB3YETCS XAMI-KO. JIOTOIHUTEIFHOM 3aIIUThI XAII-KOoa He TpeOyeTcs.

3. O6ecneunBaTh KOHPHUACHIIMAIEHOCTS 3TOTO COOOIICHWS.
4, Co3pmaBaTh HMGPOBYIO TOAMUCH JUISI STOTO COOOIICHHSI.
2. TpedoBaHHE OMHOCTOPOHHOCTH X3I-PYHKIHH COCTOUT B CJIEAYHOIIEM

1. Xsm-kox MOXeET OBITh BEIYHUCIIEH [1J1 COOOIIEHUS JTF000M IJIUHBL.

2. Jlerko co3mark X3MI-KOJ| 10 JJAHHOMY COOOIICHHIO, HO BBIYMCIUTEILHO HEBO3MOXKHO | +
BOCCTaHOBHUTH COOOIIEHHUE 110 TaHHOMY XAIII-KOJY.

3. BrIuncIIHTEIFHO HEBO3MOXKHO HAWTH JBa COOOIICHUS, HMEIOIINX OJUHAKOBBIM XOIII-
KOJI.
4, HeBo3M0xHO HalTH Ipyroe COOOIICHHE C TEM K€ CaMbIM X3III-KOJIOM.
3. J1una 010K0B, HA KOTOPBIE JeTUTCsl coodenue B xam-pynkuun SHA-1, paBua

1. 160 6uros.
2. 512 6uTOB. +
3. 1024 6utoB.

4, 2048 OuToB.

1. «Ilapagokc THS POXKIAEHHS» COCTOUT B TOM, YTO

1. st Toro 4roObI BEPOATHOCTH COBIIAJICHUS JTHEN POKICHUS Y IBYX YEIOBEK ObUia | 4
0osbie 0.5, B rpyIie J0/DKHO OBITh BCEro 23 4yelloBeKa.

2. st Toro 4ToOBI BEPOSTHOCTH COBIIQJICHUS JTHEH POXKICHUS Y JIBYX YEJNOBEK Oblia
oombire 0.5, B Tpyrine AOKHO OBITH BCETO 32 YelloBeKa.

3. JInst Toro 4roOBbl BEpOSTHOCTH COBIAJCHUS THEH POXKICHUS y JBYX YeNIOBEK ObLIa
paBHa |, B rpymie T0HKHO OBITh Bcero 23 denoBeka.

4. st Toro 4yToObl BEPOSATHOCTH COBIIAACHUS THEH POXKICHUS Y JBYX UEJIOBEK Oblia
paBHa 1, B rpymme OMHKHO OBITh Bcero 32 deroBeKa.

2. CKo0J1bK0 B cpeHeM Heo0X0AuMO nepedpaTh COO0IIEeHN I, YTOObI ¢ BEPOSITHOCTHIO
ooabieii, yeM 50%, HaliTH COOOIIEHHE C TeM K€ CaMbIM X3II-KOJAOM, YTO WU JaHHOE
coo0LIeHue, IPU YCI0BHH MCIOJIb30BAHUSA CHJILHOM KpunTorpaguyeckoi pyHkuumn

1. 2™ coobuienuit, rae n — UIMHA XAII-KO/A. +
2. 2"2 co0OIIeHHIl, TE N — JUTMHA XAII-KOJA.
3. N coobmrennii, rae N — miInHa X3II-Ko/a.
4, 2n COOOIIEHNH, TIE N — JIMHA XDII-KOIa.
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3. C ToukM 3peHHsl TeOPHUU BePOSATHOCTEH «MAPAJOKC HA POKIECHUS

(opmynupyercst ciexyrommum odpazom
1. Ckonbko 3uadenuii Y1, ..., YK HeoOxoaumo riepebparh, 4TOObI It KOHKPETHOTO
3Ha4eHus1 X BEPOSITHOCTh TOTrO, YTO XOTSI Obl 1T OZHOTO Y1 BBIIOJNHSIOCH

paBerctBo H(X)=H(Y), Opu1a O5I paBHa 1.

2. Ckonbko 3HaueHudl Y1, ..., Yk HeoOxomumo mepeOparh, YTOOBI AJii KOHKPETHOTO
3Ha4YeHUsS X BEPOSITHOCTB TOTO, YTOOBI A71s1 BeeX Y1 BeimonHsutock paBeHcTBo H(X)=H(Y), Obina

051 6oubie 0,5.

3. Ckonbko 3Hauennit Y1, ..., Yk HeoOxomumo mepedparb, 4ToOBI AJsi KOHKPETHOTO
3HaueHHss X BEPOATHOCTH TOTO, YTO XOTA OblI JUIA OZHOTO Yi BBINONHAIOCH paBeHCTBO | T
H(X)=H(Y), 6pu1a 681 6ombe 0,5.

4. Ckombko 3HadeHwit Y1, ..., Yk HeoOXxommmo mepeOparh, 9TOOBI ISl KOHKPETHOTO
3Ha4YeHUs X BEPOSITHOCTB TOTO, YTOOBI A71s1 BeeX Y1 BhimonHsutock paBeHcTBo H(X)=H(Y), Obina

OnI paBHa 1.

1. Ckoabko B cpeaiHeM HeoOX0AMMO mepedpaTh COOOUIEHHIi, YTOOBI C
BEpPOSITHOCTBLIO Oosblueil, 4yem S50%, wHaiiTH aBa coodmieHust ¢
OJMHAKOBBIMH X3LI-KOAAMH HPH YCJOBMM HCHOJIb30BAHUSI CHJIbHOI
Kpunrorpadpuyeckoii pyHkuum

1. 2™ coobuienui, rae n — UIMHA X3II-KO/A.
2. 2"2 cooOMIeHH I, Te N — JUIMHA XAII-KOJA. +
3. N coobuienuit, rae N — 1IuHa X31-Koja.
4, 2n cooOIIEeHHH, TIe N — JJIMHA X3II-KO/A.
2. Ecau nuna xam-koxa paBHa 128 0utam, To CKOJIBKO B cpeaHeM motpedyercs
nepedopatb co00LIEeHUI, YTOObI HAWTH COO0LIEHHE € TeM Ke CaMbIM X3II-KOIOM, YTO U
JaHHOe COoO0lLIeHNe, NMPH YCJIOBHM MCHOJIb30BAHMS CHJIBLHOI Kpunrorpaguyeckoi
GyHKuMH

1. 2127 coobuieHwuii. +
2. 264 cooOmIeHH .
3. 2128 coobiieHuii.
4., 128 cooObtieHuii.
3. Ecnu nuna x3m-koxa paBHa 128 Outam, TO CKOJIBKO B cpegHeM mHoTpedyercs
nepedopath cO00IIEHUIT, YTOOBI HAITH 1BA COOOLEHNSI C OIMHAKOBBIMH X31I-KOJAAMH, IPH
YCJIOBUM UCNOJIb30BAHUS CWIBHON KpUnrTorpadguueckoil pyHkuuu

1. 2127 coobuienwuii.
2. 264 cooOmIeHH A *
3. 2128 cool1eHHiA.
4. 128 coobuieHwHii.
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10. 1. BmiGepure npaBUIbHOE BbICKA3bIBAHUE
1. Kaxnas snementaphas GyHkuus B anropurme MDS5 monydaer oxHO 32-GHTHOE
CJIOBO Ha BXOJIC U Ha BBIXOJIE CO31aeT TpU 32-OUTHBIX CIIOBA.
2. Kaxxnas snemenTapHas GyHkius B anroputme MDS5 monydaeTr Tpu 32-OUTHBIX Cl0Ba
Ha BXOJIC ¥ Ha BBIXOJIC CO3MAeT TpH 32-ONTHBIX CIIOBA.
3. Kaxxnas snementapHas GyHkius B anroputme MDS5 monrygaeTr Tpu 32-OUTHBIX Cl0Ba
Ha BXOJI€ U Ha BBIXOJIE€ CO3/1aeT OHO 32-OUTHOE CIIOBO.
4. Kaxxnas snemenTapuas pynkuus B anroputMe MDS moxydaer na 32-OMTHBIX ciioBa
Ha BXOJIC U Ha BBIXOJIE CO3/1aeT OHO 32-OUTHOE CJIOBO.
2. Juamna x3m-koaa, co3aapaemoro x3u-¢pyunkuuein MDS, paBna
1. 128 Guros.
2. 160 GuTOB.
3. 512 GuTOB.
4, 64 Gwura.
3. JiuHa 0,10K0B, Ha KOTOpBIE AeJIUTCS coo01eHue, B xam-pynkuuu MDS paBna
1. 128 Guros.
2. 512 6uTOB.
3. 1024 6uTos.
4, 64 6wura.
11. 1. Kaxnaplii 610k coodmenust B xom-pyukuun MD5 oopabdaTsiBaercs
1. 4pa3za.
2. 16 pas.
3. 64 pasa.
4. 128 pas.
2. HepBbiM marom B x3um-¢pynkuun MDS BrinosHsieTcss 100aBjieHne OMTOB, LeJdb
KOTOPOTro

1. CxpbITh HCTHHHYIO JUTMHY COOOIICHHUSI.

2. Cuenatb coo0LIeHHE KpaTHBIM 512 Gutam.
3. JI06aBUTH CiTy4aiiHble GUTHI, YCIOKHSIONINE BOCCTAHOBIEHHE COOOLIECHHS.
4. Crenarh HEBO3MOKHBIM BOCCTAHOBJIEHHUE MIEPBOHAYAIBHOTO COOOIIEHHS.
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3. Xom-¢pynknust SHA-2 aBasercs

1. CoBOKYMHOCTBIO ABYX (pyHKIIHIA.
2. CoOBOKYITHOCTBIO TpeX (yHKITHA. +
3. COBOKYIMHOCTBIO YeThIpeX (DYHKIHH.
4, CoBOKYITHOCTBIO 16 (hyHKITHIA.

1. Jnuua 6aoka B xom-pyakmusax SHA-2 MmoxeT ObITh

1. 256 6uros.
2. 512 6uToB. *
3. 1024 Gura. *
4, 2048 6uTOB.
2. JumnHa x3m-koaa B xom-pyHknusax SHA-2 MosxkeT ObITh

1. 256 6uros. *
2. 384 Gura. +
3. 512 6uTOB. +
4, 1024 ouToB.
3. Xom-¢pynxknun SHA-2 onTHMHU3HPOBaHBI VIS APXUTEKTYPHI ¢ AJTHHOM CJI0OBA

1. 8 6uros.
2. 32 Gwura. *
3. 64 Oura +
4, 128 6uTOB.

1. Jdauuna 6;10K0B, Ha KOTOPBIE AeaHTCs cooduieHne B xaui-pynxuuun FOCT
3411, paBHa

1. 256 Guros. *
2. 512 GuroB.
3. 1024 GuroB.
4. 2048 6uToB.
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2. B x3m-pyukmuu 'OCT 3411 npu BbIYMCJIEHUH POMEKYTOYHOT0 3HAYEHUST XI1II-
KO/a UCMOJIb3YeTCsl AJropuT™M cumMeTpudHoro mudposanus 'OCT 28147.

1. Kirounm st 3TOro anropurMma SIBISIOTCS JOTMOMHUTENBHBIM MapaMeTpoM XdIi-

¢byaxmm ['OCT 3411.

2. Knroun 11 3TOro anroputma BBIYHMCISIFOTCS II0 ONpPEAETCHHBIM (opMmyiaaM H3 | 4+
X3UIUPYEMOTO COOOILICHHS.
3. Kiroun amst 3T0r0 anropurMa BEIYHUCIIAIOTCS U3 CTAPTOBOTO BEKTOPA X3IIMPOBAHHUS.
4. Kiroun anst 5TOTO anropuT™Ma cTaHAAPTU30BAHBI U HE MEHSIOTCSL.
3. JdonoanutensHbiMu napamerpamu xom-¢pyaknuu 'OCT 3411 asasrorcs

1. CrapToBBIil BEKTOP X3IIHPOBAHUSL. +
2. Kitoun st anroputma cummerpuynoro mudposanust [OCT 28147.
3. HavanbHoe 3HaYeHHe XOII-KO/a.
4, HavansHe1ii 6510K X3IMIUPYEMOTO COOOIIECHUSI.

1. Jnuua x3m-koaa, coznaBaemoro xaum-pyukuueii SHA-1, paBHa

1. 128 Guros.
2. 160 6uTOB. +
3. 512 GuroB.
4, 1024 6uToB.
2. JimHa 0/10K0B, HA KOTOPBIE AeIUTCs coodmeHue B xom-¢pynkuun SHA-1, papna

1. 512 Guros.
2. 1024 6uToB. *
3. 512 Gaiitos.
4, 1024 Gaiiros.
3. OtMeThTe X3I-(PYHKIUH, XI1I-KOA KOTOPBIX 00JIbIIE WIH PaBeH 256 OuT

1. MD:5.
2. TOCT 3411. *
3. SHA-1.
4, SHA-256. +
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S. SHA-384. +
6. SHA-512. *
15. 1. Kon ayrentuduramuu cooduenusi (MAC) MoKeT co31aBaThCSI

1. Tonbko ¢ HCMONB30BAHHEM ANTOPHUTMOB CHMMETPHYHOTO HIH(POBAHUSL.
2. TonbKO ¢ HCHOTB30BaHUEM XA -(DYHKIHH.
3. Kak c wucmonp3oBaHneM aJIropuTMOB CHMMETPHUYHOTO MHM(POBaHUS, Tak M C | 4+
HCIIOJIb30BaHUEM XOII-(QYHKIHH.
4. C nomouipo HUPPOBOH MOIMHUCH.
2. IIpu paspadorke crangaprta HMAC npecienoBajnce cjegyromue mejim

1. B03MOKHOCTb HCIIOIB30BaTh 63 MOAMPHKALHH yrke nMeromuecs Xam-pynkun. | T
2. B03MOXHOCTD YCHIINTH QITOPUTM IO CPABHEHHUIO C UCIIONB3YyEMON UM XA -PYHKIHEH.
3. Bo3MOXXHOCTB JIeTKOW 3aMeHBI BCTPOSHHBIX X3II-PYHKIHUKA Ha Oonee OBICTpBIC WIH | 4
Oosee cToikue.
4. Bo03M0OXHOCTB HE UIMETH OOIIETO CEKPETHOTO 3HAYCHHUS 11 00€CIIeYCHHS LIETTOCTHOCTH
MepeaBaeMoro COOOIIEHMS.
3. IIpu pazpadorke crangapra HMAC npeciegoBajiuch cieayrouue neam

1. Coxpanenune cKOpocTH pabOThI AITOPUTMA 00SCIIEUEHHS IETOCTHOCTH, OJIM3KON K | 4

CKOPOCTH PadOThI UCTIONB3YyEMON X3II-(DyHKLIUH.
2. Cy11ecTBEHHO YBEJIIMYUTH CKOPOCTh pabOThI aNropuTMa 00ecreyeH s LeJIOCTHOCTH 110
CPaBHEHHUIO CO CKOPOCThIO pa0OThI UCIOIB3YEMOH XAII-()YHKITUCH.,
3. B03M0OXHOCTh NCTIOJIB30BaHMUS CEKPETHBIX KIIFOUYEH U MTPOCTOTA PA0OTHI C HUMH. +
4, B03MO0XHOCTH HCITOJIb30BaHUS IU(DPOBBIX MOMAIUCEH.
16. 1. B crangapre HMAC s oGecniedeHus! eJT0CTHOCTH UCIOJIb3YeTCs

1. XosmmpoBaHue HCXOAHOTO COOOIICHHUS U CEKPETHOTO 3HAUCHUSL. +
2. udpoast MoAMUCH KCXOTHOTO COOOICHUS.
3. AJTOpUTM CUMMETPUYHOTO IU(PPOBAHUS.
4, X3MMpOBaHNE UCXOTHOTO COOOIIEHUSI.
2. B crangapre HMAC M0:KHO BeCTH NeperoBopbl

+

1. OO6 ucnons3yeMoi Xaui-QyHKIMH.

2. OO0 ucnosp3yeMbIX KOHCTaHTaXx.
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3. 06 ucnonkzyeMbIx GopMynax IpeoOpa3oBaHusl.
4. OO0 ucnonp3yeMoii mociae0BaTeNbHOCTH PEe0Opa3oBaHUH.
3. Crangapt HMAC He no3BoJisieT BeCTH NePeroBopbl

1. 06 ucnons3yemoii X31I-GyHKIHH.

2. OO0 UCTONB3YeMBIX KOHCTAHTaX. +

3. 06 ucrnonp3yemMbIx popMmynax mpeoOpa3oBaHUs. +

4. 06 ncnonp3yeMoi ToCIeI0BaTeTFHOCTH IPE0OPa30BaHUH. +
3. HudpoBas noanucy, KpUNTOrpadus ¢ KCNOJAL30BAHUEM ILUIUNTHYCCKUX KPUBBIX,

AJIrOPUTMbI 00MEHA KJII0Yel U MPOTOKO0JIbI ayTeHTU(PuKannu, UappacTtpykrypa OTKpPBITOrO
Kuarwoua

1. ®ynkuusi, KOTOPYI0 MOMKHO HCHOJIB30BATH B KPHUITOCHCTEME C
OTKPBITHIM KJIIOUYOM, T0JAKHA 00,1a1aTh CJeAyIOIUMHI CBOHCTBAMM:

1. He umers 06paTHOM (YHKIIUH.

2. Borancnenne o6paTHOil GyHKINMU JOKHO UMETh NMOJMHOMHAIBHYIO CI0XKHOCTh
0e3 3HaHUs JOMOTHUTEILHON HH(OpMAIIHH.

3. BhIunCIICHHE 06PaTHOM (BYHKIHH JOTKHO HMETh SKCIIOHCHIHATBHYIO CTI0KHOCT | T
0e3 3HaHWS JIOTOJHUTEIEHONH MH(OpPMAIMKM W MMOJMHOMHUAIBHYIO CIO0KHOCTB, €CITH 3Ta
nH(pOpMAaIns N3BECTHA.
4. Beruncienre o0paTtHOI (GYHKIMU JODKHO UMETh MOJIMHOMHAIBHYIO CI0KHOCTD
0e3 3HaHMSA JIOTIOJIHUTEIHHOW MH(QOPMAIIMK W 3KCIIOHEHIIMATBHYIO CIIOKHOCTD, €CITH 3Ta
WHpOPMAITUS U3BECTHA.
2. Bri0epuTe npaBuiIbHOE YTBEP:KACHHE

1. Tudposas moanuck obecrieyrBaeT ayTeHTH(HHUKAIMIO OTIPABUTEIS. +
2. Hudposas noanmuck odbecrieunBaeT KOHPUISHITUATEHOCTH COOOIIEHYS.
3. Lndposas noanucy odbecrneynuBaeT eI0CTHOCT COOOIICHHS. +
4, [Hudposas noanuck o0ecrneyrBaeT ayTeHTU(PUKAIIUIO TOTy4aTesl.
3. Bei0epuTe npaBuiibHOE yTBep:KAeHHE

1. Tlomnmuce pomkHa OBITH OWTOBBIM  O0pasoOM, KOTOPHIA 3aBUCHT OT | 4+
MOIMMHUCHIBAEMOI0 COOOIIIEHHS.

2. Ilognucey mMODKHA WCTIONB30BAaTh HEKOTOPYH VHHUKAILHYIO HH(pOpMAIUio | 4+
OTIpaBUTENA JJIsl IPEAOTBPAILICHUS TTOJICJIKM WU OTKa3a.

3. [Toanuce pomkHa obecrieynBaTh HEBO3MOKHOCTD ITPOCMOTpPA COOOIIIEHUSI.
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4, TToamuce moipkHa 0oOecIeurBaTh HEBO3MOYKHOCTH BOCCTAHOBJICHUS HCXOIHOTO
COOOIIICHNS HE3aKOHHBIM TIOTyYaTeIIeM.

1. Hoanuck HA3LIBAETCH PAHAOMHU3HPOBAHHOM, €CIIH

1. Jlns pasHbIX COOOIIEHHH C HUCIIOIL30BAHMEM OIHOIO M TOIO K€ 3aKPHITOIO
KITFOYa TP KaKI0M TTOIITHCHIBAHUN CO3TAOTCS Pa3HBIC MTOITHCH.

2. I[J'IH OJHOI'0O U TOTIO XK€ COO6H1€HI/I$I C HCIOJIB30BAHHUEM OAHOIO M TOI0 XK€ | 4
3aKPBITOI'O KIIF04Ya IIPH KaXJI0M IIOAIINChIBAHUN CO3Oar0TCS Pa3HBIC ITOAIIUCH.

3. JI7151 0OTHOTO M TOTO YK€ COOOIIEHHUS C UCIIOJIE30BAHMEM Pa3HBIX 3aKPHITHIX KITFOUCH
MIPU KaXAOM MOAMKUCHIBAHUN CO3JAI0TCS PA3HbIC MOITUCH.

4, I[HH Pa3HbIX COO6HICHI/II71 C HCIIOJBb30BaAHHUEM PpPa3HbIX 3aKPBIThIX KJIIOueH
CO3Jar0TCA pa3HbIC ITOAINCH.

2. IHoanmuch, Ha3bIBaeTCs1 AeTePMUHMPOBAHHOM, €CJIN

1. Jlns omHOrO M TOro K€ COOOINEHHs C HCIIOIB30BAHMEM PA3HBIX 3aKPBITHIX
KITFOUEH MPY KayKJJOM TIOJITICHIBAHUH CO3/]ACTCS OJTHA U Ta )K€ TOJIITHUCH.

2. Jis1 pa3HbIX cOOOIIEHNUH C HCIIOIB30BaHMUEM OJHOTO 1 TOT'O 3aKPBITOTO KIF0Ya IpU
Ka)KJIOM MOJNUCHIBAaHUH CO3/IaeTCs OJIHA U Ta )K€ MOJIHCh.

3. ,Z[HSI OJHOI'0O U TOTIO XK€ COO6H1€HI/ISI C HCIIOJIB30BAHUEM OAHOTO M TOI'0 XK€ | 4
3aKpPBITOTIO KIIF0Ya MIPU KaXKI0M IMOATIMCBIBAHUH CO3Ja€TCA OJIHA U Ta KC IMOAIHNCE.

4. Jns pasHBIX COOOIIEHWH C WCMOJNB30BAHUEM PAa3HbIX 3aKpPBITHIX KIIOYeH
CO3JAI0TCS PA3HBIE TOTIHCH.

3. Hoanuck, coznaBaemas aaropurmom DSS, HazbiBaeTcst

1. JlerepMUHUPOBAHHOM.

2. PannomMusupoBaHHOM. +
3. HeoGparumoii.
4, KoppekTHoi.
1. B DSS ucnosnn3yercsi X31m-pyHKIUs

1. MDS5.
2. SHA-1. +
3. SHA-2.
4. I'OCT-3411.
2. Ykaxkurte, kKakas NOANKUCH SIBJSIETCS PAHAOMHU3HPOBAHHOM

1. RSA.
2. DSS. +
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3. T'OCT 3410. *
4, AES.
3. Ykaxkure, Kakasi NOANUCH ABJIAETCA JeTEPMHUHUPOBAHHOM
1. RSA. *
2. DSS.
3. TI'OCT 3410.
4, AES.
1. YpaBHeHme LIUNTHYECKON KPUBOi B 001eM cIy4yae HMeeT BH/I:
1. y?+axy+by=x*+cx?+dx+e *
2. y=ax’+bx+c
3. y?=ax?+bx+c
2. Kpunrtorpagusi ¢ mucmoap3oBaHHeM JIUIMNTHYECKHMX KPHUBBIX JaeT
NpeuMyllecTBa 10 CPABHEHHUIO C IPYTUMH aJITOPUTMaMH, IOTOMY YTO
1. TIpuHIUTHATEHO HE MOXKET OBITH B3JIOMaHa.
2. O0ecreynBacT SKBUBAJICHTHYIO 3aIIMTY [IPH MEHBIICH JUIMHE KITF0Ya. +
3. [Ipomie B peanu3zarum.
4, MoskeT OJJHOBPEMEHHO U MOAIUCHIBATE COOOIIEHMS, U IMN(POBATH UX.
3. Hoamnucek ¢ ncnoab30BaHMEM JITUNTHYECKNX KPUBBIX HMeeT
1. OnuH KOMIIOHEHT.
2. JIBa KOMIIOHEHTA. +
3. Tpu KOMITOHEHTA.
4, YeThIpe KOMIIOHEHTA.
1. BeiGepuTe MpaBHIbHOE YTBEPKICHHE:
1. B kpunrorpaduu ¢ KCIOJIb30BAHMEM DIUTHIITHYECKUX KPUBBIX BCE 3HAUCHHS
BBIYUCIIAKOTCA 110 MOAYJIIO N, TAC N — HPOU3BEACHHUE JIBYX IIPOCTBIX YHCEII.
2. B kpunrorpadgun ¢ HCHonbp30BaHMEM JIUIMITHYECKHUX KPHUBBIX BCE 3HAYCHUS | +
BBIYHCIISIFOTCS 110 MOAYJIIO IPOCTOr0 YUCIA P.
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3. B kpunrorpadguu ¢ HCHONB30BaHWEM DIUIMNTHYECKHX KPUBBIX BCE 3HAYCHUS
BBIYHCIISIFOTCS TI0 MOZYJIO IPOU3BOIBHOTO YHCTIA P.

2. 3agaya, KOTOPYW [0JKeH PpPelMTh aTakywmmii, dopmyaupyercs
cJIeAyIomuM 00pa3om:

1. Jlans! Touku P u Q Ha smumunTrueckoit kpusoit Ep (a,b). Heobxomumo Haiiti
koadduument k < p Takoit, uro +

P=k'Q

2. Hana Touka Q Ha s;ummnTHaeckoi kpuBoii Ep (a,b) u menoe uncio k. Heobxomumo
HaTH Takylo TOUKy P Ha maHHOM KPUBOH, YTOOEI

P=k’'Q
3. [Hana Touka P Ha s;mumntryeckoit kpusoit Ep (a,b) u nenoe yncio k. Heo6xonumo
HaWTH Takylo TOUKy Q Ha TaHHOW KPUBOMU, YTOOBI

P=k'Q
3. Ilpn wucnonb3oBaHMM KpUNTOrpaguu Ha JUIMNTHYECKHX KPHUBBIX B

KavecTBe aHajiora anroputma Jludpdu-Xenamana B ypaBuenun P = na’'G

1. OTKpBITHIM KJIIOYOM y4YacTHHKA A sBIsieTcss Pa, 3aKpBITBIM  KIIFOUOM

+
YYaCTHHKA A SIBJISIETCS NA.
2. OTKpBITBIM KITFOUOM YYaCTHHKA A SBISIETCS NA, 3aKPBITHIM KJIIOUYOM YYaCTHHKA A
siBsieTcs Pa.
3. OTKpPBITHIM KJIFOUOM Y4acTHUKA A gBiisieTcs Pa, 3aKpBITHIM KIIFOUOM yYacTHHKA A
sBrsiercs Q.
1. HysaeBbIM 3J1eMEHTOM YIIUNTHYECKOH KPUBO# cunTaercst Touka O,
KOTOpas
1. wumeer koopaunarsi (0, 0).
2. ABJSIeTCSl OSCKOHEYHO YAAJICHHOW TOYKOM, B KOTOpOH cxomsrcs Bce | +

BCPTUKAJIBHBIC IIPSAMBIC.

3. umeet koopauHatsl (0, 1) wiu (1, 0).

2. IIudposanue/qemmppoBanne ¢ UCNOJb30BAHUEM IJIMITHYECKHX KPUBBIX
BBINOJIHSIETCA CJIeIYIOLHM 00pa3oMm:

1. VuactHuk A BbIOHpaeT CiiydailHOE IIeJIoe MOJIOKHTEIbHOEe YHCIo Kk u
BBIMUCIIAET 3ammndpoBanHoe coolumenne Crm, SBIAIONIEECS TOYKOH Ha | |
SJUIANTUYECKON KPUBOM.

Cm={k ‘G, Pm+k "Pg}

2. VYyacTHHK A BbIOUpaeT ciay4aiiHOE 1eJIoe MOJIOKHUTEILHOE YCIO k ¥ BBIYHCIISIET
3ammdpoBanHoe coodienne Crm, SBISIOMIEEC TOUYKOW Ha AIIUIITHYECKOW KPUBOM.

Cm={Pm+k'PB}

3. VYyacTHUK A BBIOHpACT CiydaiiHOE 11e710€ TONIOKUTEIBHOE YUCIIO K M BBIUUCIIACT
3amugpoBanHoe coodieHre Cr, SBIISIONICECS TOYKON Ha SJUTMITHUECKON KPUBOA.
Cn={k’'G}
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3. DJleMeHTaAaMH JJIJIMITHYECKO KPUBOH ABJISAIOTCS Mapbl HEOTPHLATEIbHBIX
LeJIBIX YHCes, KOTOpble MEeHbIe MPOCTOr0 YHC/JIA P U YIOBJICTBOPAIOT YaCTHOMY
BUIY JUIMIITHYECKON KPHUBOIi:

1. y°x%?+ax+b(modp)

+
2. y2°x3+ax + b (mod p)
3. y?°x3 + ax? + b (mod p)
1. BwiGepure npaBUIbHOE BHICKA3bIBAHUE
1. Tommmcr ¢ WCHONB30BAaHHEM  DJUIMITHYECKUX  KPHBBIX  SIBJISICTCS
JIETEPMUHUPOBAHHOM.
2. HOI[HI/ICI) C HUCII0JIB30BaHUEM SJTUIITUYCCKUX KPHBBIX SABIISICTCA | +
PaHIUMU3UPOBAHHOM.
3. VYpaBHEHHS Ha SIUIMNTHYECKHX KPHUBBIX HENB3S HCIONB30BATH JUIS CO3MAaHUS
TUQPPOBBIX MOIHCEH.
2. BrbiGepuTe npaBuiibHOE BHICKA3bIBAHUE
1. B kpumrorpadguu ¢ UCHONB30BAHUEM SJUTMIITHYECKUX KPUBBIX HET aHAIOra
anroputMma nddu-Xemnvana.
. KPUITOTpahUH C HCIOJIB30BAaHUEM JIUIMITHYCCKUX KPUBBIX €CTh aHaJor
2 B orpa C HCIIONb30BaHKE e ecTh aHajor | +

anroputMa Jluddu-Xemimana.

3. Kpunrorpadus ¢ HCHONB30BaHUEM 3JUIMITHYCCKHX KPHUBBIX HE MOXET
WCTIONIb30BATHCS TS CO3TaHUsS OOIIETO CEKpeTa.

3. Bri0epuTe npaBu/ibHOE BHICKA3bIBAHHE

1. Kpumnrorpadust ¢ HUCHOIb30BAaHHEM DIUTMITHYECKHX KPHBBIX MOXET | +
WCTIONB30BaThCs IS IU(PPOBaHUS COOOIICHNSI.

2. KpI/IHTOFpa(i)HSI C HCIIOJIb30BAHUEM OJUIMINTHYCCKHUX KPUBBIX HE MOXET
HUCIIOJIBb30BAaThCA OJIA H_II/I(l)pOBaHI/ISI COO6I].I€HI/I$I.

1. B ypaBHeHHSIX IJINNTHYECKHX KPHUBBIX OECKOHEYHO YaaJeHHas
TOYKAa, B KOTOPOW CXOAfAITCH BCe BePTUKAJIbHbIE MNpsAMbIE,
Ha3bIBaeTcst

1. Tenepupyrolieii TOUKOM.

+
2. HynebiM anemMeHTOM.
3. OTKPBITHIM KITFOYOM.
2. Ilpu wucnonb30BaHMM KPHUOTOrpaguu Ha IIJIUNTHYECKUX KPHUBBIX B
KayecTBe aHajora aaroputma JAupdu-Xeaamana B ypasuenuu Pa = na’G Ttouka G
HA3bIBAETCS
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. . +
1. Tenepupyromieii TOUKOM.

2. HyieBbIM 351 MEHTOM.

3. OTKPBITHIM KJIFOYOM.

3. Ilpu wucnonb30BaHMU KPHUOTOrpaguu Ha IIJIUNTHYECKHX KPUBBIX B
KavecTBe aHajora aaroputma Juddu-Xenamana B ypapuenuu Pa = Na’G Touka Pa
Ha3bIBAETCS

1. Tenepupyroreit TOUKOM.

2. HynebiM anemMeHTOM.

3. OTKPBITBIM KJTFOYOM.

1. BwiGepure npaBUIbHOE YTBEPKIEHHE:

1. Macrep-Ki04 10/DKEH OBITH 6OJIEE 3AMUIIEHHBIM, YEM KITFOY CECCHH.

[1 Kirou ceccum momkeH OBITH OoJee 3aluieHHBIM, Y4€M MacTep-KITIoY.

ll MaCTCp-KJ'IIOq 1 KJII0Y CECCUU NOJKHBI UMETH OJMHAKOBYIO CTCIICHD 3alllUThI.

[J Nonce —»3r1o

[J TlocnemoBaTenbHBIM HOMEP TaHHOW CECCHU.

[l CnygaitHoe 9HCIIO, CO3TaHHOE CIIEITUATBHO IS TAHHOMW CECCHH.

[J OrmMeTka BpeMeHHU.

l MaCTep-KJ'IIO‘l HCHOJIB3YETCH 51

[J HIudpoBaHus KItOYa CECCUH.

[J HludpoBaHus MpUKIaIHBIX JaHHBIX.

ll H_[I/I(i)pOBaHI/Iﬂ KaK KJIr04a CCCCHU, TaK U MPUKIIAJIHBIX TaHHBIX.

[ Tlox OmeToM moHMMAaeTCH

[J CnyuaitHoe ymcIo.
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[J Bnok maHHBIX, 3aMIM(POBAHHBIN CEKPETHBIM KIIIOUOM, Pa3leiisieMbIM KaKUM-IIM00 U3 | +
yaacTtHUKOB 1 KDC.

[J OrmMeTka BpeMeHHU.

[] BbiOepuTe npaBUJibHOE YTBEP:KIeHHE

[1 IIpoToxombl ayTeHTH(DHUKAIINH UCIOIB3YIOT TOIBKO aCHMMETPHUYHYIO KPHUIITOTpadHIo.

[J IIpoTokombl ayTeHTH(PHUKAINH UCIOIB3YIOT TOJIBKO CHMMETPHUIHYIO KPHIITOTpadHIo.

[1 IIpoTtokonsl ayTeHTH(HUKAMA MOTYT HCIOIB30BaTh KaK aCHMMETPHUYHYIO, TaK U | +
CUMMETPUYHYIO KPHUIITOTPaQHIO.

[ IIporokos ayTeHTH(UKAIMH C HMCHOJB30BAHMEM CHMMETPHYHOIO
muppoBanns U OuieTa AJs 3a1IUTHI OT replay-aTak ucnoJb3yer

+
L] nonce
+
[] oTMeTKy BpeMeHHU
[ otkpererit ko KDC.
[] Ilpu ogHOCTOpPOHHEH ayTeHTHPUKANMHI OCYLIECTBJISCTCH ayTeHTH(PUKANS
+
[J OrmpaBurens.
[ TlomyuaTens.
J KDC.
[1 Ilpu ogHOCTOPOHHEH ayTeHTHQUKANMYI KJII0Y CECCHU MOKeT mu(poBaThCs
+

[J OTKpBITHIM KIIOYOM MOTydaTess.

l 3aKpLITLIM KIIFOYOM OTIIPaBUTCIIA.

[J Macrep-Ki1t04oM il CAMMETPUYHOTO MU(POBAHUS, pa3AesieMbIM OTIPABUTEIEM U | +
KDC.

(] Ilpu ogHOCTOpOHHEI ayTeHTHDHKATUT

(] Hamnume KDC o06s3aTensHo.

(] Hamnmume KDC He 00s13aTENBHO.

[J B mportokoiae Hunxama-ILlpeaepa KDC BbinoJinsier:
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+
[l AyreHTH(hUKAITNIO yIaCTHHKOB.

(] Pacmpenenenue Kiiroda CECCHU.

[1 PacmpeneneHne OTKPBITHIX KITIOYEH YIaCTHUKOB.

[J B nmporokose Hunxama-Llpenepa 3ammura ot replay-atak BbINOJHSETCS €
NMOMOLULIO

[] ormeTkH BpPCMCHHU.

ll MOoCJICAOBATCIILHOI'O HOMEpPA.

[J nonce.

0 B MMpPOTOKOJ€E I[eHHI/IHl"a 3almuTa oT replay-aTaK BbBIIMOJIHAECTCHA C MIOMOIIIBIO

[] OoTMETKH BpEMEHH.

[] mociemoBaTeIbHOTO HOMEpA.

[J nonce.

[] Bbi0epuTe NpaBUJIbLHOE YTBEP:KAeHHE:

[J B mpoTokonax ayTeHTH(HMKAIMU C HCHOJb30BAaHMEM MIU(POBAHUSA C OTKPBITBIM | +
KJIFOUOM YYaCTHHMKH JTOJDKHBI 3HATh OTKPBITHIN Kitou AS nin KDC.

[J B mpoTokonax ayTeHTH(HUKALHMKA C HCHOJIb30BAHHEM INHU(GPOBAHMUSA C OTKPHITHIM
KJIIOYOM YYaCTHUKH JIOJDKHBI 3HATh OTKPBITHIE KIIFOUU JPYT Apyra.

[ B mpoTokonax ayTeHTH(HUKAIMKA C HCHOJB30BAHHEM IMU(PPOBAHUS C OTKPHITHIM
KJIFOYOM YYaCTHHKM JOJDKHBI 3HATh Kak OTKpBITHIA Kmou AS mmum KDC, Tak u
OTKPBITBIE KIIIOYH APYT Apyra.

[] Bbi0epuTe NpaBUJILHOE YTBEP:KIEHHE:

(] B mo6om mpoToKojie ayTeHTU(UKAIMK KII0Y CECCHM BCETZa CO3JaeTcs TpeTbei
JIOBEPEHHON CTOPOHOH.

[1 B mooom IMPOTOKOJIC aYTCHTI/I(bI/IKa]_[I/II/I KIIFOY CE€CCUHU BCCrJa CO3AaCTCA YYaCTHUKOM
A.

[J CymecTByloT pa3luuHbIe MPOTOKOJBI, B OJHMX KiItou ceccuu co3maercs KDC, B | +
JIPYTHX - OJIHUM M3 YYaCTHUKOB A wiu B.

[] Iox replay-aTakoii B JaHHOM KOHTEKCTE MOHNMAIOT:

[1 B03MOKHOCTh B3JIOMa KJIFOYA CECCHH.
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+
[1 B03MOXHOCTH UCIIOJIH30BAHUS CTaporo Kjro4da CECCHUH.

[J Bosmoxuocts B3moma KDC.

[] CepTu(ukaT 0TKPBHITOro KJII0YAa HMEET CJeAyI0NNe XapaKTePUCTUKH

|

JIto00¥ y4acTHUK, IMEIOIIUH OTKPBITHIN KiTF0d CA, MOKET BOCCTAHOBUTh OTKPBITBIN KIFOY YUYACTHHKA, | 4
st kotoporo CA co3man cepTudukar.

[J  Hukro, KpoMe CepTUPHUKAIMOHHOTO IIEHTPA, BBIMYCTHBIIET0 CepTHHUKAT, HE MOXKET MOJICMOTPETh
CepTHQUKAT.

[]  Hwukro, kpoMme cepTU(UKALHMOHHOTO LEHTPA, BBIMYCTUBIIETO CEPTU(PHUKAT, HE MOXKET HE3aMETHO | 4+
MOJIUPHUINPOBATH CepTH(UKAT.

[ JIro6oit yuacTHUK, UMEIOIINI OTKPBITHIN Kilto4 CA, MOKET BOCCTAHOBUTDH 3aKPBITHIH KITIOY yYaCTHUKA,
it kotoporo CA co3man cepTudUKar.

(] Heasto PKI siBnsieTcst

[J YmpasneHue BceM )XKM3HEHHBIM LUKIOM CEPTU(PHKATA OTKPHITOTO KIIH0Ya.

[] PacmpeneneHue Kitouei ceccuii M1y y4acTHUKAMH.

[J IlpemoctaBieHue JOBEPEHHOIO U AEHCTBUTEIBHOIO OTKPBITOIO KIIFOYa yYaCTHHUKA.

[J IpenocraBneHune JOBEPEHHOTO U IEHCTBUTENHLHOTO OTKPBITOTO KITI0Ya KOPHEBOTO CEPTUHUKAITMOHHOTO
LEHTpA.

[J Ceprudpuxauuonnsiii ueHtp (CA) — 310

[1 YnoIHOMOYEHHBIH Opras, KOTOpBIﬁ CO344a€T KJIKO4YH CCCCUH.

[] YmomHOMOYEHHBIH OpraH, KOTOPbIH CO3/aeT CepTH(UKATBHI OTKPHITOTO KITFOYA.

[1 YnoHOMOYEHHBIH Opra, KOTOpBIﬁ CO3AaCT 3aKPbITBIC KIIFOYH.

[1 YnoIHOMOYEHHBIH Opras, KOTOpBIﬁ OIpEeaACIACT MOJTHOMOYU IIOJIb30BATEIICH.

[] Penmo3utopmii cepTU(PUKATOB OTKPHITOr0 KJIKOYa — 3TO

[] Ba3a maHHBIX, B KOTOpoii XpaHsrtcs ceprudukarel u CRL.

[J Cucrema nim HaOOp pacipeeNieHHbIX CUCTEM, KOTOpBIe XpaHT cepTudukarsl 1 CRL.

[ Ba3a maHHBIX, B KOTOPO# XpaHHUTCS HH(POpMaIUs cepTUHUKAIIMOHHOTO LIEHTPA.

[J Cucrema umu HaOOp pactpeielIeHHBIX CUCTEM, B KOTOPO XpaHUTCS HHPOPMAILHs cepTU(UKALTTOHHOTO
LIEHTpA.

[] Hemouyka cepTU(PUKATOB — ITO
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[] TlocnmemoBaTenbHOCTh CEPTU(HHUKATOB, MO3BOJISIOMIAS ONPEACTUTh ACHCTBUTENBHOCTh cepTU(dUKaTa | +
KOHEYHOT'O YYaCTHHUKA.
[] TlocmemoBaTenbHOCTH CepTU(UKATOB, BRIMYIIICHHBIX JAHHBIM CEPTH()UKAIIMOHHBIM IICHTPOM.
[ IlocrnemoBaTrenbHOCTh CEPTU(HUKATOB HEKOTOPOTO KOHEUHOTO YYaCTHHKA.
[J TlocrnemoBaTenbHOCTh CEPTH(UKATOB, HMEIOIINXCS Y IPOBEPSIOICH CTOPOHBI.
[J CRL —»9T0
[] CHHCOK MCTEKITNX CePTH(PUKATOB.
[J Crnmrcokx OTMEHEHHBIX CEpTH(UKATOB. +
[] Comucok IeHCTBUTEIBHBIX CEPTU(PUKATOB.
[] Crnucox caMOTO/ITUCAHHBIX CEPTU(HUKATOB.
[] Tlepuoa neiicTBUTENbHOCTH cepTH(UKATA SIBJSIETCS HHTEPBAJIOM BpeMeHU, B TedeHHe
Kotoporo CA rapaHTupyet, 4To
[] 3axpbITHI KIFOY yYaCTHUKA HE B3JIOMaH.
[1 Wudopmarnus B ceprudukare He H3MCHHUIIACH.
[1 CepTuduKaIOHHBIN IIEHTp MOAIEPKUBACT HH(DOPMAIIHIO O CTaTyce CepTU(UKATA. +
[ Ilomp30BaTelnto HE BBIAHBI IPYTHE CePTU(UKATEHI.
[] IMTone Subject uneHTUuGUIUPYET YIACTHHKA, KOTOPHIii
[] TMommucalt faHHBIN cepTU(UKAT.
[] SIBnmsieTcsi COOCTBEHHHKOM CepPTH(HKATA U COOTBETCTBYIOIIETO 3aKPHITOTO KIIF0YA. +
[] SABmsieTcss COOCTBEHHUKOM 3aKphITOro Kitoda CA.
[] MoxeT uMeTh JaHHBIN cepTU(UKAT B CBOEM XPaHUIIUIIE CEPTU(HUKATOB.
[] PacmmpeHusi cepTH(PUKATA MPETOCTABIAIOT METObI
(] Jlnist CBSA3BIBAHUS JIOTIOTHUTENEHBIX aTPUOYTOB C TIOJIH30BATEISIMHU HITH OTKPBITBIMU KIFOYaMHU. +
[1 Jlns ynpaBienus cepTuUKATaMU. +
[J Jns yka3zaHHs JOTOJHUTENBHBIX TOJIICEH cepTuuKaTa.
[ Jlist mpeaoTBpalieH st MOAAEIKH cepTU(HKATA.
[] Cepruduxart nonagaer B ClMCOK 0TMEHEHHBIX CEPTH(UKATOB, €CJIH
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0l KOMHpOMGTI/IpOBaH 3aKprTLIfI KJIFOY KOHCYHOT'O YYaCTHHKA. +

[J KommpomerupoBaH 3akpbIThIi Kito4 CA, BBITYCTHUBIIETO JaHHBIN cepTU(HKAT.

[] Hcrekino BpeMs AeHCTBUTEILHOCTH cepTrU(duKaTa.

[J CepTtuduxar ObIT YKpaIeH.

[] CepTu(uKAT ABIAETCH CAMOBBINMYIIEHHBIM

(] Ecmm DN, KOTOPBIC YKa3aHbI B ITIOJIAX Cy6’I)CKTa 1 BBITYCKArOUICT 0, ABJIAIOTCA ITyCTBIMU.

[J Ecau DN, KOTOpbIE YKa3aHbI B ITOJISIX CyOBEKTa U BBIITYCKAOLIET0, OANHAKOBBI U HE IIYCTHI.

(] Ecmnu DN, KOTOPBIC YKAa3aHbI B ITOJISAX Cy6’LeKTa U BBIITYCKAIOIIETO0, ABJIAIOTCA B9 (00) OJVMHAaKOBBIMH, h197(00)
ITyCTBIMU.

[J Ecau DN, KOTOpBI€ YKa3aHbI B IIOJISIX CYOBEKTa U BBIITYCKAOLIETO, HE COBIAAIOT.

[] Bpi0epuTe MpaBUJIbHOE yTBEP:KAeHHE

[] JIoyKHO OBITH OTHOCHTENBHO JIETKO CO3/1aBaTh IU(PPOBYIO MOIUCH.

[J MoymXKHO OBITh BBIYMCIUTEIEHO HEBO3MOXKHO HOJIENaTh HU(PPOBYIO MOANMCH KAK CO3JaHHEM HOBOTO
COOOTIIIEHNS IS CYIIeCTBYIOMIeH mu(pOBOi MOAMUCH, TaK U CO3AAHUEM JIOKHON ITU(PPOBOMA MOATHCH
JUTSL HEKOTOPOT'O COOOIICHUSI.

[] JloIKHO OBITH OTHOCHTENHHO JIETKO MPOBEPATH NU(POBYIO O IIHCH.

[] TMommuck 00sI3aTEILHO JOJKHA OBITH PaHIOMU3UPOBAHHOM.

[ Iporoxoa TLS/SSL

[J Ieassmu npotoxosa SSL/TLS siBasiorest

[] HuTepomnepabenbHOCTS.

[J TIpenotBparienue arak «man-in-the-middle.

[ IlpemorBpammenue DoS-aTak.

[J OtHocutenbHas 3PEKTUBHOCTD.

(] Heasimu mpoTokoja SSL/TLS aBasiroTcst

[J PacmmpsieMoCTb.

[J Kpuntorpaduueckas 6e300aCHOCTb.

(] TIpemorspamenue DDoS-arak.

[] TIpemoctaBiieHWE CEPBUCOB JIJIsl OVIIITMHTA.
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(] Ipotoxoa SSL/TLS npexocTapiisieT cepBUCHI 0€30MACHOCTH IS

[ IlpukmagHOTO MPOTOKOIA.

[] TpaHCOpTHOTO MPOTOKOJA.

[] IIpoTokoia KaHaJTFHOTO YPOBHSL.

[ IIporokona GpU3NIECKOTO YPOBHSL.
[] Pacmmpsiemocth B npoTokoJje SSL/TLS o0ecnieunBaercsi TeM, 4TO

(] SSL/TLS ompenensier obmmii kapkac (framework), B KOTOpbIi MOryT OBITH BCTPOEHBI HOBBIC
ITOPUTMBI OTKPBITOTO KJIF0Ya ¥ CHMMETPUYHOTO M (PPOBaHUSL.

[1 SSL/TLS umeer puxcupoBaHHBI HA0Op aJTOPUTMOB CHMMETPUIHOTO IMH(POBAHUSI U ONPEACIIICT
kapkac (framework), B KOTOpBIit MOTYT OBITh BCTPOEHBI HOBBIE aJITOPUTMBI OTKPBITOTO KITF0YA.

[J SSL/TLS wumeer ¢ukcupoBaHHBI HaOOp aNrOPUTMOB OTKPBHITOTO KIFOYa W OMpENeNseT KapKac
(framework), B KOTOpBIH MOTYT OBITH BCTPOCHBI HOBBIE AJITOPUTMBI CHMMETPHYHOTO IIUPPOBAHUSL.

[J SSL/TLS umeer ¢puKcHpOBaHHBII HA0OP alrOPUTMOB CUMMETPUYHOTO IIH(POBAHUS U AITOPUTMOB
OTKPBITOTO KITIOYA.
[1 OtHocuTeabHas 3¢ peKTUBHOCTSH B poTokoiae SSL/TLS o6ecneunBaercs TemM, 4T0

[] BBoauTcs MOHATHE CECCHU, B paMKaxX KOTOPO MOKET ObITh co31aHo Heckonbko TCP-coequHennmid.

[1 He ucnonb3yercs kpunrorpadus ¢ OTKPBITHIM KIIFOUOM, TpeOyromias OOJIbIIMX BEIYUCICHUH.

[J B kadecTBe TpaHCIOPTHOIO NMpoTOKoJya ucnonbdyercs UDP, koTopelil 6osiee OBICTPO yCTaHABIMBAET
coennHeHne. HanexHocTh coeqnHeHns obecrieunBaeTcsa Ha ypoBHe SSL/TLS.

[ Jlnst obecnieyenrst KOHOUACHIIMATHLHOCTH HCIIONB3YIOTCS OoJiee OBICTPBIE aTOPUTMbI CHMMETPHYHOTO
i (poBaHUsI ¢ MEHBIICH JUTMHON KITtoYa.
[J IIporoxoa SSL/TLS umeer

[J OauH ypOBEHb.

(] JlBa ypoBHSI.

(] Tpu ypoBHSL.

[J YeTsipe ypoBHSI.
(] Iporoxoa 3amucu B SSL/TLS o6ecneuuBaer

[J AyTeHTH(UKaLUIO KIHEHTA.

[J KoHbuaeHIHaIbHOCTh COCTUHEHHUS.

[] IleToCTHOCTh COETMHEHHUSI.
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[J AyTenTH]uKauuio cepsepa.

[] ITporoxosa 3amucu UCHOJIb3YyeTCH

|

I[HH HWHKAICYJSIIHUU PA3JIMYHBIX ITPOTOKOJIOB 0oJ1ee BEICOKOTO YpPOBHH.

O

Hns nakancynaunu Tonsko HTTP-iporokona.

|

I[J'Ii[ HWHKAICyJIsIIHUU TOJIBKO ITPOTOKOJIa P YKOIIOXXaTus.

|

Hns nakancynsuuu TCP-nipoTtokona.

[] B3amMHoe pacnoJio:keHHe NPOTOK0JI0B 3anucu U PykonoxkaTus ¢ cTeke NpoTOK0JIOB

] HpOTOKOJ’I PyKOHO)KaTI/IH HCIIOJIB3YET IIPOTOKOJI 3amucu B KadecTBe TpaHCHopTa i1 BECACHUA | 4
IEPETOBOPOB O MapaMeTpax 0e30IMacHOCTH.

[J  Ilporokon 3amucu HCHOJIB3YeT HPOTOKON PykomokaTusi B KadecTBE TpaHCIOpPTa AJsl BEIEHHS
NIEPEroBOPOB O IapameTpax 6e30MacHOCTH.

[J  IIpotokomsl Pykomoxatusi M 3ammcu pacroyOKEHBI Ha OJHOM YPOBHE B CTEKE MPOTOKOJIOB H
BBITIOIHSIOTCS 1OBepX nporokona TCP.

[J  IIportokomsr Pykomoskatuss ¥ 3ammcu pacrloNOKEHBl Ha OJHOM YPOBHE B CTEKE MPOTOKOIOB H
BBIIIOJIHAKOTCS TIOBEPX IpoTOKoJa IP.

[1 IIpotoko Pykomo:kaTusi odecneduBaeT 0€30MaCHOCTH COETHHEHUS, HCIOJIB3Ysl CJeTyIoIIne
cepBHCHI

[J YyacTHUKH ayTeHTH()UIIMPOBAHBI C HCIIOIB30BAHMUEM KPUIITOIPaGHH C OTKPHITHIM KIIOUOM.

[J Hns ayreHTHQUKALNMN yYaCTHUKOB ucnonb3yercs: Tperhs JoBepenHas CTopoHa, cepTuduKkaT KOTOpoii
UMeeT KaKIbli YYaCTHUK.

[J IleperoBopsl 0 pa3iensieMOM CEKPETE HalleKHBI.

[J YyacTHHKM ayTEeHTH(QHULIMPOBAHbI C UCIIOIb30BaHUEM OOIIET0 CEKPETa WK KPUITOrpaduH C OTKPHITHIM
KIIIOUOM.

[] IIpotoxos Pykomo:kaTusi odecneduBaeT 0€30MaCHOCTH COeTHHEHUS, HCIOJIB3Ys CJeTyIoIIne
cepBHCHI

[ TleperoBopbl 0 pa3aeiiseMOM CEKPETE HAICHKHBI, €CJIU BBITIOJHEHA ayTEeHTU(UKAIUS XOTs Obl OJJHON U3 | 4
CTOPOH.

[ ns ayreHTHUKALMK YIaCTHUKOB ucnionbiyercs Tperhs osepennas CTopoHa, ¢ KOTOPOH y4aCTHUKH
UMEIOT 00N CEeKpeT.

] Hepel"OBOpLI 00 HCIIOJIB3YCMbBIX aJITOPpUTMAX HJPI(I)pOBaHI/ISI 6630HaCHBI, T.C. UX HCJIb34 IMOACMOTPECTh.

W HepCFOBOPBI 0 pasgcIiI€EMOM CEKPETE 6630HaCHBI, T.C. 3TOT CCKPET HCJIb3d NOACMOTPLTD.

[] BbiGepuTe NpaBUJbHOE YTBEpP:KAeHUE

[] B mporokosne SSL/TLS yuacTHUKM ayTEeHTHQUIMPYIOTCS C HUCIOJIBL30BaHHEM Kpunrorpaduu C | 4
OTKPBITBIM KJIIOYOM.
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|

B mpotokone SSL/TLS y4acTHUKH ayTeHTU(HUIUPYIOTCS ¢ UCTIOJIB30BAaHUEM pa3AesieMOro CeKpeTa.

|

B nporokone SSL/TLS cepBep ayTeHTUGHIHPYET ceOsl C UCTIONB30BAHUEM KPUNTOTpaQHU C OTKPHITHIM
KIIIOUOM, ayTCHTU(HUKAINS KIUEHTa BHIITOIHSIETCS 10 MapoJIio.

|

B mpotokone SSL/TLS cepep ayTeHTHQHUUpPYET ceOs MO Mapoito, ayTeHTU(QHUKANWsA KIHEHTa
BBITIOJTHSETCS C MUCTIONB30BaHUEM KPUNTOTPa(gpuu ¢ OTKPBITHIM KITIOUYOM.

[] Tlox 6e30MacHOCTHIO MEPErOBOPOB O pa3/iesisieMOM CeKpeTe MOHUMAETCS

PaznemnsiempIir 00THI CEKPET HEBO3MOYKHO TTOICMOTPETD.

Paznensiemplii 001U CEKpeT HEBO3MOXHO U3MEHHUTb.

HeBo3M0xHO y3HATH alTOPUTMBI, I KOTOPBIX CO3AAETCS pa3iesieMblil 0Omuii ceKperT.

HeB03MO0XHO y3HATH PEKUMBI BBIITOTHEHUS AJITOPUTMOB, AJIs1 KOTOPBIX CO3JAeTCsl pa3aessieMblil OOt
CEKpET.

il ITox HaEKHOCTHIO IMEPEroBOpoOB 0 pa3saejaa€eMOM CEKPETE MOHUMACTCHA

ATakyIomnuii, pacto0KEeHHBIH B CEpEANHE COSNUHEHNS, HE MOXET MOAN(HUIINPOBATH MTEepe1aBaeMbIi
CEKpeT HEe3aMETHO IJIS1 Y4aCTHUKOB COCIMHEHUSI.

ATakymooIMii, pacroNoXEHHbIH B CEPEAUHE COCIUHEHUS, HE MOXKET MOACMOTPETh NEeperaBacMblid
CEKpET.

ATakylomuii, pacrojioO)KEHHBIH B CepeArHE COEOUHEHMS, He MOXKeT Y3HaTh aJropuTM, C
UCIOIB30BaHMEM KOTOPOTO IIEPENACTCA CEKPET.

ATakylolmMH, pacloOKEHHBIH B CEPEAMHE COCOUHEHHUS, HE MOXET Y3HaThb aJrOPUTM, JUIS
UCIIOJIb30BaHMA B KOTOPOM IIEPENACTCs CEKPET.

[] ConepxxumbiM mpoTokoJjia Alert B SSL/TLS siBnsieTcst

daranpHOE COO6H.I€HI/IG O 3aKpbITHUU COCAUHCHU.

JIubo daransHOE, MO0 MpeAyIpekKAAOIIEe COOOIICHNUE.

[Mpenymnpexaatoriee cooOIIeHHE.

C006H_ICHI/IC, IMMOKa3bIBAECMOC ITOJB30BATCIIIO AJIS1 BBOJA JIOTUHA WU ITAPOJIA ITOJIb30BATCIIA.

] IpoToko. 3anucu BBIOJIHSAET cIeaylolee

®parMeHTUPYET COOOITICHUE Ha OJIOKH HYKHOU JIJTHHBI.

OCYIJ.ICCTBJ'I?[CT CXXaTuc JaHHbIX.

AyreHTH(UIPYET cepBep.

TlonnuceiBaeT nepegaBaeMble JaHHBIE.

[J IIporoxo.a 3amucu BbINOJIHSET clieAylolee
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[] Beruancaser HMAC. +

[] 3amm¢poBiBaeT JaHHBIE.

[] AyTeHTHUIHPYET KIHUESHTA.

[] CornacoBpIBaeT OOIINI CEKPET.

[] B nmporokoae SSL/TLS ¢ynxuus PRF

[1 Coszmaet ciy4aiiHyr0 MOCJIeI0BaTeILHOCTh OUTOB.

[] BripabaTpiBaeT MacTep-ceKpeT.

] PacmnpﬂeT MacCTEp-CCKPET A0 Hy)I(HOﬁ JUIMHBI OJIs1 CO3JaHHs BCCX HCO6XOI[I/IMI>IX KJIFOUCH.

[ YBenuuuBaeT JJIMHY MacTep-CeKpeTa B Ba pasa.

[1 Cocrosinne coenuHeHnusi B nporokoiae SSL/TLS

[] OmpenenseT napaMeTpsl BHIIOJTHEHUS IPOTOKOJIA 3aMuCH.

[] Omnpenenser crioco0 ayTeHTH()HUKAIIMH KITUCHTA.

[1 Omnpenenser cnocod ayTeHTH()HUKAINH CEpBEpa.

[] Omnpenenser npukaagHONW TPOTOKO, KOTOPBIN BBIMOIHSIETCS BBIIIE MPOTOKOJIA 3aIHCH.

[] INapamerpammu coexmHenus B npotokoje SSL/TLS aBasiorcs

[J Anroputwm cxaTusl.

[J Anroput™m mudpoBaHusl.

(] ITaponb kIveHTA.

[J Cepruduxar cepsepa.

[J ITapamerpamu coenuHeHus B npoTokoje SSL/TLS saBasitoTes

[J MAC-anropurm. +

[] Cexperst MAC, KITFOYH alropuT™Ma MUPPOBAHUS H MHHITUATU3AIIMOHHBIE BEKTOPA.

[J WnentudukaTop KIHEHTA.

[] Cepruduxar KaueHTa.

[] OnpeneneHbl caeayolue COCTOSTHUSI COeTHHEHUSI

[J Tekymee cocTOsIHUE YTESHUSI.
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[] Texylee COCTOSHHE 3aAMUCH. +

(] OxumaeMoe COCTOSTHUE UTCHUS. +

[1 OxupaeMoe COCTOSTHUE 3aIUCH. +
[] TTapameTpsbl 6€30MACHOCTH J51 0:KMIaeMBbIX COCTOSIHUI YCTAHABJIMBAKTCS

¥

[ IIporokonom PykomoxaTus.

[ IIporoxonom HTTP.

[] IIportokomom TCP.

[ IIporoxomnom IP.

[] ITporoxoa u3menenusi miugpoBaHus

[ [lenaet oxumaeMoe COCTOSHUE TEKYIIUM, B PE3YJIbTATE YEr0 COOTBETCTBYIOIINE MTAPAMETPhI TEKYILETO | 4
COCTOSIHUSI COPachIBAIOTCA M 3aMEHSIOTCS TapaMEeTPaMHu 0XKUJAEMOr0 COCTOSIHUSL.

[] Jenaet 0xkuaeMOe COCTOSIHUE TEKYILUM, B PE3yJIbTaTe Yero COOTBETCTBYIOLINE TapaMeTPhl TEKYIIEro
COCTOSTHUSI 3aMEHSIOTCS ITapaMeTpaMH 0’KUAaeMOT0 COCTOSTHUS, a MapaMeTphl 0)KUIAEMOT0 COCTOSHHUS
— mapaMeTpamMH TEKYIIETo.

(] JlemaeT oKuIaeMoe COCTOSHHE TEKYIIHM, B PE3yJIbTaTe 4Yero rnapaMmerpbl TEKYLIEro M OXKHAAEMOTo
COCTOSIHUI cOpachIBAOTCS.

0 I[enaeT 0XUIa€MO€ COCTOAHMUE TCKYHIIUMM, B PE3YJIbLTATC YE€TO COOTBCTCTBYIOUIMEC IIapaMETPhI
OXXKHNAaceMoro COCToAHUA C6paCI>IBaIOTC$I " 3aMCHAIOTCA IMMapaMeTpaMu TCKYIIETO COCTOSAHUA.

[] W3 MacTep-cekpeTa co3AAI0OTCA CIeIyIoIue JaHHbIe

[] Kmroun MAC, pa3nble B 000MX HalpaBlICHHSIX.

[J Kuroum yist anropuTMa CHMMETPUYHOTO M(POBaHUs, pa3Hble B 000MX HANPaBICHUSIX.

[J Cepruduxarsl cepsepa.

[] MHnnuanu3almoHHbIE BEKTOpA JJISl allrOPUTMa CUMMETPUYHOTO IHU(PPOBAHUS, OJIMHAKOBBIE B 000HX
HaIlpaBJICHUSIX.

[] W3 MacTep-cexkpeTa cO3AAI0OTCA CleIyI0Iue JaHHbIe

[]  Vaunmanu3anyoHHbIE BEKTOpa i alroOpuTMa CHMMETPUYHOrO INMU(POBaHUs, pa3Hbie B 00OMX | 4
HaIlpaBJICHUSX.

[J Cepruduxarsl KJIHEHTA.

[ Kirouw [yist anropuTMa CUMMETPUYHOTO MM(POBAHNUS, OJIMHAKOBBIC B 000UX HAIPABIICHHSIX.

[ Ilpu3HaK BO30OHOBISEMOCTH CECCHH.

O IMapamerpsr Oe3zomacHocTH B mpotokoje SSL/TLS pna  okmaaeMbIX COCTOSIHMH
YCTaHABJINBAIOTCS
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[J Ilporoxonom PykomoxaTus. +

[ Ilporokoinom 3ammcHu.

[] ILentpom pactpenencuus kmoueit (KDC).

[J IIpOTOKOJIOM IPHUKIAAHOTO YPOBHSI.

[] ITporoxoa Pykono:xkatusi B SSL/TLS 00s13aTe/bHO BKJIIOYAET CeAyIONIHe IATH

[] O6wmen coobmenusmu Hello kireHTa u cepBepa.

[] Tlocwuika ceptudukara cepsepa.

[] OOMEH coOOIIEHUSMH TS BRIpaOOTKH OOIIETO CeKpeTa.

[] Iloceuika ceprudukara KINeHTA.

[1 Coobmenust Hello B mpotoxosie SSL/TLS o6ecnieunBarot

] CormnacoBaHMe UCIOJIb3yEMbIX aJITOPHUTMOB.

[] OOMEH ciy4aliHbIMH 3HAYCHHUSIMU.

[1 ITpoBepky BO30OHOBISIEMOCTH CECCHH.

[] AyTtenTuduxamnus cepsepa.

[] ITporoxoa Pykonoxatusi B SSL/TLS Mo:keT He BKJIIOYATH CJIeIyIOLIHE HIATH

[J OOmeH coobmenusmu Hello kinenTa u cepsepa.

[] Iloceuiky cepTudukara cepepa.

[ IMochuiky cepTu(huKaTa KIUEHTA.

[] OOMeH cooOIIeHUSIMH TS BRIPaOOTKH OOIIETO CeKpeTa.

[] BbiOepuTe MpaBUJbHOE YTBEP:KIeHHE

[] B mportokone SSL/TLS nepBbIM BIMOTHSIET ayTEHTU(DHUKAIHIO KJIHEHT.

[J B mportokone SSL/TLS nepBbIM BHINONHSIET ayTEHTU(DHUKALHIO CEPBEP.

[J B mpotokone SSL/TLS ayrenTudukanusi KIMEHTa U cepBepa BBIMOJHAETCS OJAHOBPEMEHHO C
ucnonb3zoBanueM Tperbeii JloBepeHHON CTOPOHBI.

[J B mpotokone SSL/TLS HuKoraa He BBIIONHSAETCS HU ayTEHTHU(QUKALNS KIUEHTa, HU ayTeHTU(HUKALHS
cepsepa.

[] BbiGepuTe NpaBUJbHOE YTBEpP:KAeHUE
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(] B mporokone SSL/TLS Tonbko ayTeHTH(QUUUPOBAHHBIA KIMEHT MOXKET 3alpOCHTh CEPTU(HUKAT
cepsepa.

[ B mportokone SSL/TLS Tompko ayTeHTH(QHUIIMPOBAHHBIA CEPBEP MOXKET 3alPOCUTh CEPTHU(PHUKAT | 4+
KITHCHTA.

[J B mportokone SSL/TLS ayrentudukanus u KiueHTa, U cepBepa sBIIsieTcst 0053aTeTbHOM.

[1 B mpotokomne SSL/TLS HuKoraa He BHIMONTHIETCS HU ayTeHTH(DHUKAIHS KINEHTa, HA ayTeHTHU(DUKAIISL
cepsepa.

[] Coxpamennoe Pykono:xatue B mporokosae SSL/TLS no3Boasier

[] ¥YBemnuuTh MPOU3BOIUTEIHHOCTD ITpoTokoma SSL/TLS.

[] TloBeicuTh O6€30macHOCTL IpoTOoKOIa SSL/TLS.

[ TToBeicuTh HHTEpOMNEpabenbHOCTh MpoTokona SSL/TLS.

[ IloBbicuTh HageKHOCTH IpoTOKOIa SSL/TLS.

[1 Pacmmpenusi SSL/TLS npennaznauensl 1A o0ecrniedeHUs! CaeIyIOIMMX BO3MOKHOCTEN

[] TTo3BONMUTH cepBEpaM 3ampamiuBaTh aBTOPU3AMUOHHYIO HH()OPMAIIHIO KIHEHTA.

[] ITo3BOJUTH KJIMEHTAM YKa3bIBaTh HMS BUPTYAJILHOTO CepBepa.

[1  IMo3Bomute SSL/TLS wmakcumanpHOo 3((eKTHBHO (PYHKIMOHHPOBATH B HOBBIX OKPYXKEHHUSIX C | 4
OTPaHWYECHHBIMU BO3MO)KHOCTSMH.

[] Mcmons30BaTh HOBBIE KPUNITOrpAQHUECKHE AIITOPUTMEIL.

[J O0paTHasi COBMeCTUMOCTB NPH HCNOab30Banuu pacuupenuii SSL/TLS o3navaer

[J Kmuments Bepcun TLS 1.0, KoTOpbIe MO/IEPKUBAIOT PACHIMPEHUs], MOTYT 00marbes ¢ cepsepamu TLS | 4
1.0, He OIEP)KUBAIOIIIUMH PACIINPEHUS.

[J Kmuents! Bepcun TLS 1.0, koTOpble He MOAACPKUBAIOT PACLIMPEHUS, MOTYT OOIIATHCS C CEpBEpaMH | +
TLS 1.0, noaaepKuBarIUMA PacIMPEHUSL.

[ Ilpwm ucronb30BaHUM PacIIMPEeHUH cleyeT ycTaHaBIuBaTh gonogHuTensHoe [10 Ha cropoHe KineHTa.

[J IIpu ucrosb30BaHUM PaCIIUPEHHI ClleAyeT YCTaHaBIMBaTh JonoaHuTenbHoe 110 Ha cTopoHe cepBepa.

[J Coobumenue Finished nporoxona SSL/TLS nocwlnaercs

[ JIsst MpOBEpKM YCIIEIIHOTO 3aBEpIICHUsI OOMEHa KITF04a U MPOIECCOB ayTEHTHOUKAITUH.

] I[J'ISI 3aBCPLICHUS UCIIOJIB3YEMOI'0 TPAHCIIOPTHOTO IMPOTOKOJIA.

] I[J'ISI YKa3aHUuC UCIIOJIb30BATh HOBLIC aJITOPUTMBI U KITFOYH.

(] Jns ayTeHTHQUKAINHA KIUSHTA.
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Cnucok BONPOCOB /1Jisl HHAMBUAYAJIBHOI0 co0eceJ0BAHHUS HA IIPOMeKYTOYHOM aTTecTaliH.

1.

10.

11.
12.

13.
14.

15.
16.
17.

18.
19.

20.

21.

OCHOBHBIC TIOHSTHSI U ONPEACIICHHsI, OTHOCSIIHECS K NHYOPMAIIMOHHON 0€30IT1aCHOCTH
aTaku, ysI3BUMOCTH, ITOJMTHKA 0€30MaCHOCTH, MEXaHU3MbI U CEPBHCHI O30ITaACHOCTH;
KJlaccu(UKanus aTak.

AJTOPUTMBI CHMMETPUYHOTO mH(ppoBanus. [IoHATHE CTOWKOCTH aJlrOpUTMA, THUIIBI
OTepanui, NCIOIb3yEMBIX B aJITOPUTMAX CUMMETpUYHOTO mudpoBanusi. Cers Deimmrens.

Anropurmsl DES u tpoiinoit DES.
Anroputmsl cumMmeTpuaHoro mudposanus Blowfish, IDEA, TOCT 28147.

PexxuMpbl BEIOITHEHUS AITOpUTMOB CUMMETPHUYHOTI'O H.IPI(prBaHI/ISI. Crioco05b1 CO3JaHusA
HCGB,I[OCJ'Iy“IaI\/'IHI)IX YHUCCII.

AnroputMm Rijndael. MaTemaTnueckue noHsATus, Jexamue B ocHOBe aaroputma Rijndael.
Crpykrypa anroputMma Rijndael.

OCHOBHBIE TIOHATHS, OTHOCSIIIIUECS K KPUTITOTPAPHH ¢ OTKPBITHIM KITFOYOM, CIIOCOOBI
HCII0JIb30BAHHUS AJITOPUTMOB ¢ OTKPBITHIM KIIFOUOM: IIKH(POBAHKE, CO3IaHNE U IIPOBEPKa
nudpoBoi moamnucH, 0OMeH Kiroyva.

Anroputm RSA.
AnroputM Auddu-Xennmana.

TpeboBanus k kpunrorpadpudeckum xsmr-Gyakuuam. Xom-pyakiquu MDS, SHA-1, SHA-
2, SHA-3 uI'OCT 3411.

O0ecneueHe NEITOCTHOCTHA COOOIIIEHUHN.

OcHoBHbIE TpeOOoBaHMsI K LU(POBBIM MOIIUCIM, CTaHAapThI I poBoi noanucu I'OCT
3410 u DSS.

KpHnTorpa(me C UCITOJIb30BAHUECM SJINIMIITUYICCKUX KPUBBIX.

OcCHOBHBIE POTOKOJIBI AyTEHTHU(UKAIIMN 1 OOMEHa KIIFOUel ¢ UCTIOJIHb30BaHUEM TPEThEeH
JIOBEPEHHOW CTOPOHBI.

Ayrentudukanus u ooMeH Kiroueit B nmporokose Kerberos.
WudpactpykTypa oTkpsiToro kitoya. Ceprudukarsr X.509 v3.

WNudpactpykrypa oTkphiToro kitoya. Penozutopuii ceprugpukaroB. CrnocoObl OTMEHBI
cepTudUKaTOB.

AytenTudukanys u ooMeH kimoued B mporokone TLS/SSL.

Knaccudukanms mexxceteBsix dKkpaHoB. [lakeTHbie GUABTPHI ¢ TOAIEPKKON U O€3
MTOJIEPKKH COCTOSTHUSI.

Ilonatne DMZ. Paznuunsle Tonnosiorud DMZ ceTell ¢ UCIIOJIL30BaHUEM MEKCETEBBIX
SKPAaHOB Pa3HOIr0 THUIIA.

Crnioco0w! kiaccudukanuu cucteM oOHapyxeHust Bropskeruit (IDS).
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22.

23.
24,
25.

26.
217.
28.

29.
30.
31.
32.

33.
34.

«HdpopmannonHas 6e30MaCHOCTD U 3alUTa HHHOpMALUU»
[Tpunnuns! 6e30nacHoro pa3BeprhiBanus cepBucoB DNS. 3amuTa TpaH3akimii ¢
ucnons3zoBanueM HMAC (cranaapt TSIG).

bezonacnocts DNS Query / Response (ctangapt DNSSEC).
TexHonmoruu ayreHTHGHUKAIIMT B BEO.

be3omnacHOCTh BEO: TEXHOJIIOTHH aKTHBHOTO COACPKUMOT0 Ha CTOPOHE CepBepa U
CBA3aHHLIC C 9TUM YA3BUMOCTH.

OcCHOBHBIE TIPEBEHTHUBHBIE CPEIICTBA 0OECIICUeHUs 06E30IIaCHOCTH BEO-TIPHIIOKEHH.
Ocuosubie Tumnbl SQL-injection.

OCHOBHBIE BO3MOKHOCTH MEKCETEBOI'0 SKpaHa MPHUKIIAJTHOTO YPOBHSI ISl IIPOTOKOJIA
HTTP (WAF) ModSecurity.

Ayrentudukanus u oOMeH Kiroueit B mporokoie SSH.
[Iporokon GRE u npotokonsl kaHansHOro ypoBHsi PPP u L2TP.
CewmeiictBo npotokoiioB [PSec. I[Iporokonst AH u ESP.

CemetlicTBo npotokonos [PSec. AyrenTudukaius cTOpoH 1 0OMEH KJIr04a B IPOTOKOJIE
IKE.

TexHonoruu co3aaHus €IMHOro Bxojaa, cranaapt SAML.

Crioco0sI yrpaBiIeHUS TOCTYIIOM, TUCKPEIIMOHHBIA U MAaHIATHBIN CIIOCOOBI YIIPaBICHUS
nocrynom, RBAC.
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[Tpunoxenue 1.

CUCTEMA PEUTUHIOBOM OLIEHKH U KOHTPOJISI 3SHAHUI CTYJIEHTOB

Ne banabl no kaxaomy
CTPYKTYPA MOAYJII0
/i
1. | OueHka 3a akTUBHOE ydacTHe B yueOHOM Mpoliecce
Y NIOCEILICHNE 3aHSTHIA:
Bceex 3ansaTmit 5
He menee 75% 4
He menee 50% 3
He menee 25% 2
Uroro: 1o 5
2. | ycrHbI# onpoc B opme cobecemoanus (YO-1) 5
NMCHMEHHBIH orpoc B Buze tecta (ITP-1) 10
NHChMEHHAs: KOHTposbHast padota (ITP-2) 10
yCTHBII ompoc B popme kosutokBuyma (YO-2) 10
nrchbMeHHast pabora B hopme pedepara (ITP-4) 10
Hroro: 45
3. | Ox3amen 50
BCETI'O: 100

Ilepecuet Ha 5 GaTUTBHYIO CHCTEMY

2 3 4 5
(HeynoB1€TBOPHTENLHO) (Y10BJ1€TBOPHUTEIBLHO) (xopomo) (oTAM4YHO)
<50 50-64 65-84 85-100

S3bIK MpenogaBaHus: PyCCKUN.
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ABTOp (aBTOPBI) NpOrpamMmsI: K.¢..M.H., 1o1eHT dakynpreta BMK MI'Y numenu M.B. JlomonocoBa
N.H CmupHOB.

IIpenoxaBareb (MpenojaBaTein) NporpamMmal: K.¢..M.H., noreHT ¢akyaprreta BMK MI'Y umenu
M.B. Jlomonocosa 1.H CmupHOB.
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